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Abstract: With the advent of fifth-generation (5G) wireless communication technology, several
intelligent applications are being integrated into various domains. However, 5G specifications fall
short of meeting the demands of emerging technologies such as connected autonomous vehicles,
artificial intelligence (AI) / cloud integration, Smart Grid 2.0, collaborative robots, Industry 5.0,
digital twins, extended reality, and hyper-intelligent healthcare. These cutting-edge applications
require enhanced technical capabilities, including higher data rates, greater network capacity, ultra-
low latency, improved reliability, efficient resource allocation, expanded bandwidth, and optimal
energy efficiency per bit. Since existing 5G technology does not fully address these evolving
requirements, research and development efforts must pivot toward sixth-generation (6G) wireless
technologies to bridge the existing gap. This study comprehensively unveils 6G innovations,
exploring its key technological advancements, including ultra-low latency, enhanced data rates, and
improved energy efficiency. Additionally, it identifies critical challenges such as security attacks,
data privacy risks. The study also highlights potential research directions to address these
challenges and ensure the successful deployment of 6G.
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1. Introduction

The sixth generation of mobile communication is anticipated even though fifth-generation (5G)
stipulations are still being worked on and not fully explored. The connected intelligence inherent in
telecommunication networks, cutting-edge networking, and Artificial Intelligence (Al) technology are the
most important factors propelling the sixth-generation (6G) jump. However, improved security and
privacy are not necessarily the result of the close coupling between 6G and Al Additionally, it could be
used as a tool or a method to violate them in different circumstances [1]. Figure 1 illustrates the progression
of the telecommunication network security environment from 1st Generation to 5th Generation and
subsequently to the anticipated 6th Generation wireless communication.
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Figure 1. Communication Network Evolution [2]
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The 6G mobile network is anticipated to offer a larger spectrum, economic efficiency, and a high level
of security. In a 6G network, these needs are satisfied via various technical advancements, such as
waveform design, multiple access and channel coding techniques, antenna technologies, network slicing,
and cloud edge computing. New security solutions must be developed to support the physical and network
layers. The Internet of Everything (IoE) poses serious security issues due to the wide range of functionality
and difficulties installing distributed artificial intelligence. Due to the high degree of mobility these newly
linked devices encounter, they frequently move between interconnected networks and use other networks'
services, which creates security and data privacy risks. Compared to the Enhanced Ultra-Reliable and Low
Latency Communication, end-to-end latency in 6G is anticipated to decrease to one millisecond or less.
Additionally, for 6G, network energy efficiency must be increased 100 times over 4G and 10 times over 5G
[3].

This study presents a comprehensive analysis of 6G specifications, applications, and emerging
initiatives, addressing challenges existing research has not fully explored. It examines significant obstacles
in 6G networks, including data processing, detection systems, network monitoring, and data security. The
key contributions of this study include:

1. This study identifies critical requirements for 6G, including high coverage, network flexibility,
cognitive networks, network computing, and trustworthy systems.

2. It highlights the security vulnerabilities the IoE introduced and emphasizes the complexities of
implementing distributed artificial intelligence across highly dynamic and interconnected networks.

3. It also describes the data privacy risks associated with the high mobility of newly connected devices
that frequently transition between networks.

4. It provides novel insights into 6G’s advancements over previous generations, clearly mentioning how
6G will improve upon earlier technologies.

2. Differences of 5G and 6G

We have discussed some differences between 5G and 6G technology and tried to explain them briefly
and concisely. The following are some main points on which the differences between these technologies
should be known.

2.1. Use of Different Spectrum:

The 5G and 6G networks use higher-bandwidth wireless technology to transmit data quickly.
However, the 5G spectrum is divided into the low band (sub-6 GHz) and high band (over 24.25 GHz). 6G
will operate between 95 GHz and 3 THz (Terahertz) of frequency. Due to the utilization of varied spectrum,
both 5G and 6G technologies can be used in various ways to increase the efficiency of various industrial
sectors [4].

2.2. More Speed than 5G:

When performance is considered, 6G will result in significantly greater performance than recently
established 5G wireless networks. With an air latency of less than 100 microseconds and operating at
terahertz frequency bands, 6G will have a peak data rate of 1,000 gigabits/s. When comparing network
speeds between 5G and 6G technologies, 6G is anticipated to be a hundred times faster than 5G technology,
with improved dependability and more network coverage [4].

2.3. IoT is Accelerated by 6G:

With the introduction of 5G-based solutions in response to rigorous 5G network testing, the Internet
of Things (IoT) is now a reality. This was not achievable with earlier networks like 4G LTE due to
inadequate planning of applied frequencies. The frequencies used were too congested and constrained to
transmit the data that smart devices need to function properly. As we move forward with 6G, we anticipate
connecting ten times more devices per square kilometer, increasing the number of connected devices in the
coming years. This is where 5G fills the gap [4].

2.4. Low Latency in 6G:

Latency is the time an information packet takes to travel over a frequency. While 5G networks had a
latency ten times lower than 4G, i.e., 5 milliseconds, 4G networks had a delay of roughly 50 milliseconds.
With 6G internet, latency will drop to 1 millisecond to 1 microsecond range, five times lower than that of a
5G network, enabling rapid transfer of large amounts of data [4]. The key obstacles to attaining the 6G
objectives are a few modern applications and technologies launched and created by 6G communication
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technology are reviewed in the coming section.
3. Necessary Capabilities

The prerequisites and necessary capabilities for the deployment of a 6G network are introduced in
this section.

3.1. Network Flexibility:

6G aims to increase network flexibility by increasing energy use, installation costs, network
expansion, and administration. In the near future, building a low-cost, robust network with a large capacity
will require mechanisms for assuring active network installations. Making the transport layer more
adaptable, scalable, and dependable is necessary to support the new deployment options for 6G use cases
[5].

3.2. High Coverage:

It is worthwhile for new radio access solutions to have good performance in several areas to enable
new services at reasonable rates. However, higher data rates and performance with little delay must be
achieved to make this possible. Furthermore, robust network access coverage is required to maintain better
service standards. To boost capacity and enable low-cost, densely populated network deployment, 6G
involves introducing revolutionary mesh networking technologies and more integrated access and
backhaul networks [5].

3.3. Cognitive Networks:

To produce the desired networks at cheaper costs, we must extensively reuse the level of intelligence
of these networks. The availability of services and increased energy efficiency will benefit from cognitive
networks. We predict this will occur in two ways: first, by building control systems to carry out system
management tasks independently, and second, by optimizing challenging problems using traditional
approaches, where machine learning and artificial intelligence can be helpful. Cognitive systems must
naturally adapt to their environment by continually observing and gaining knowledge from the past. To
improve settings, practices, and software in real-time, knowledge of previous operation performance is
transmitted back [5].
3.4.Embedded Devices Diversity:

Future services will require connectivity everywhere and at all times. 6 G networks can support
millions of small embedded devices and offer dependable, always-on connectivity. Data rates of up to 100
kbps are now available for high machine-to-machine connectivity. The gadgets' worth is constrained by
battery replacement or charge, even if their battery life may last up to 10 years under some circumstances.
However, as the amount of energy captured is often rather little, extremely energy-efficient communication
methods must be developed [5].

4. Emerging Technologies

In comparison to already deployed 5G networks, future sixth generation applications will face strict
requirements and more necessarily, the expanded network capabilities. In the figure below, includes the
architecture, requirements, technologies and applications of the upcoming 6G wireless communication
technology. Moreover, it also shows their vulnerability to some attacks. This figure no. 2 provides a
comprehensive overlook.
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Figure 2. Latest 6G Technologies [6]
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With the idea of 6G technology, some fascinating technologies and applications have also been
discussed, which are covered in this section. These technologies and applications can only be achieved and
performed well in the presence of 6G and beyond. The implementation of these technologies and
applications will bring a revolution in the field of digital transmission and communication.

4.1. Digital Twin:

The term Digital Twin refers to the reference when data is transferred seamlessly back and forth
between an existing entity and an object. Digital Twin is leading the concept of the industry 4.0 revolution,
which is made possible by the IoT and sophisticated data analytics. Moreover, the amount of data used in
different sectors like manufacturing, healthcare, and smart city environments has increased thanks to IoT
technology. The IoT's rich environment helps identify abnormalities in many upcoming areas, i.e., medical
care, traffic management, and error detection. This virtual twin or digital twin can help accomplish the
challenge of seamless integration between two current areas, mainly data analytics and IoT. In a Digital
Twin environment, real-time decisions can be made using precise data for speedy analysis [6].

4.2. Connected Autonomous Vehicles:

The creation of autonomous vehicles is intended to promote user safety on the road. These cars can
perceive their surroundings and decide on their own to choose the best path to get somewhere. Although
the concept seems futuristic and, if effectively implemented, will address many present transportation-
related problems, caution must be exercised before proceeding. Because human lives are at risk, the
vehicles heavily rely on their sensors, and any tampering with the data created and communicated by
sensors could have disastrous results. Benefits may include lessening traffic congestion, using less fuel, and
using the existing road infrastructure best. These vehicles also contribute to decreased traffic accidents,
which has a domino effect on other aspects of society, such as insurance costs and the loss of life. Air
pollution and carbon emissions are two additional advantages. Radars, sensors, GPS, and onboard cameras
are just a few technologies autonomous vehicles use to sense their environment and navigate [7].

4.3. Collaborative Robots:

The creation and use of collaborative robots are developing more quickly each day. This is because
such robots can be adaptably included in a workflow where robots and people must work in a shared
workspace with clearly defined safety zones. In these workflows, the user, or human, directs the
cooperative robot's pre-recorded tasks. The robot frequently handles the boring and stressful parts of the
task in a partnership. Due to the new type of risk that this technology introduces, existing systems of rules,
legislation, and standards must be updated and new ones developed. At this time, independent or
"simultaneous" collaboration situations represent the majority of examples of collaborative robots used in
industrial settings. Most cutting-edge research initiatives that aim to pioneer a field can be characterized
as pursuing sequential or supportive collaboration scenarios. More complex systems and solutions are
required for these situations. Improved semantic comprehension of the task aim and the actions and
intentions of human coworkers are required for collaborative robots [8, 9].

4.4. Holographic Beamforming:

A novel dynamic beamforming approach called Holographic Beam Forming (HBF) uses a Software
Defined Antenna and the most energy-efficient architecture currently on the market. Compared to MIMO
systems or conventional phased arrays, it differs significantly. HBFs are passive electronically steered
antennas (PESAs), which do not internally employ active amplification. As a result, HBF antennas have
symmetric transmit and receive properties. HBFs, however, differ from PESAs of the Phased Array kind.
HBFs do not use discrete phase shifters to provide beam steering via the antenna. Instead, a hologram is
used to perform beamforming. This technique is called holographic beam steering, where an optical
hologram's antenna resembles a holographic plate [10].

4.5. Extended Reality:

Extended reality (XR) is the famous term that is currently used to refer to the hybrid form of virtual
reality (VR), augmented reality (AR), and mixed reality (MR). Extended reality includes all these previous
realities. A headset that produces sounds and visuals to create an artificial world is used in virtual reality
(VR). Using a particular gadget, such as a mobile phone, AR augments the real environment. Audio, video,
and global positioning system technologies could be merged to build an interactive environment. Pokémon
Go is a popular example of augmented reality. Through the fusion of the actual and virtual worlds, mixed
reality creates a complex environment. Extended reality is the fusion of the physical and digital worlds.
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Due to robust connectivity, quick data rate, increased resolution, and low delay, 6G will be particularly
helpful for this feature. GIS experts predicted this shift in human interaction with their environments and
the acquisition of geographical knowledge 20 years ago. Extended reality concepts and technologies offer
unique opportunities to develop space-related GIS experiences and related fields [11].

4.6. Smart Grid 2.0:

The smart grid has been developed today to accommodate the bottleneck of sustaining considerable
supplies of energy consumption, such as industry development. The Smart Grid is one concept that can be
used in the electricity system because it extensively uses contemporary technology. Extraordinary tactics,
unique management structures, and commercial operations address difficulties like upgrading resource
allocations, grid improvements, and energy transmission in a more capable, dependable, and standard
manner. Extended Smart Grid models, developed by clearly defined affiliations, discuss establishments
and governmental divisions worldwide. The smart grid has no competing concept; even specific nations
have unique definitions. China, for example, wants to establish a complete and powerful intelligent system
framework that unites all the age, transmission, and dissemination components to be used while the smart
structure is displayed inside the national structures of the Association of the structure. The next generation
of smart grids, known as smart grid 2.0, attempts to distribute electricity intelligently and autonomously
[12].

4.7. Al and Cloud Integration:

Cloud computing and artificial intelligence are two technologies that are extremely on the business
horizon as smart transformation technologies for companies to be smarter and render their services to their
customers in a smart way, meaning promptly, efficiently, and affordably, which best satisfies the
customers. It is incredibly significant for people in contemporary society and has received extensive study
and application across many sectors. All industrial production and day-to-day activities will have a
significant practical impact and wide-ranging effects. The effective transformation of modern society
brought about by Al's quick development and advancement has increased productivity and encouraged
the robust and rapid growth of economic and social civilization and modern information technology. When
employed in most places, adapting information from traditional networks and huge data processing to its
development needs is challenging. It can play a stronger role and fully support the advancement of Al
technology by integrating cloud computing technology with multiple other technologies [13, 14].

4.8. Wireless Brain-Computer Interface:

Wearable technology has recently increased; some have BCI (brain-computer interface) applications.
The study by [15] showed that the applications for brain-computer interfaces include smart body implants,
smart embedded devices, and smart wearable headsets. The brain will be able to interface with external
separate devices that are in charge of analyzing and translating brain signals with the help of brain-
computer interface technology. The brain-computer interface will also include affective computing
technologies, which alter how gadgets operate based on the user's feelings. Brain-computer interface
applications are not seen in large amounts because they require more spectrum resources, faster bit rate,
low delay time, maximum throughput, and excellent reliability. 6G will make it possible because 6G will
be fast and support more applications like wireless brain-computer interfaces. Also, the transfer of five-
sense information will be accomplished using 6G technology to send data produced by the human's five
senses to enable interaction with the environment [15].
4.9.Hyper Intelligent Healthcare:

Data are being gathered and amassed rapidly across all study sectors, including engineering,
meteorology, business, healthcare, sociology, and multimedia, among others. In these conditions, it is
urgently necessary to create sophisticated information systems (IS) to help people sort through the vast
amounts of digital data and extract the knowledge they need to make quick, correct decisions. Healthcare
is widely recognized and deals with detailed procedures for the treatment, diagnosis, and prevention of
illness, physical impairments, and mental impairments. Additionally, it addresses how the hospital and
patients are managed. The healthcare sector has generated vast amounts of data, including electronic
medical records and administrative reports, as it has developed quickly in the majority of countries [16].

5. Future Research
To meet global technological demands, some of the most complex requirements of 6G wireless
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communication must be addressed. This section explores and analyzes the key challenges and critical areas
that require innovative solutions.
5.1. Distributed Ledger Technology (DLT):

The distributed blocks that make up the data in blockchain technology are linked together and
cryptographically protected. Blockchain will be utilized for large data management, 6G connectivity, and
big data organization. It will allow the sharing of same spectrum and provide safe, affordable, intelligent,
and efficient spectrum utilization. The quality of service (QoS) will be improved by integrating DLT with
Al, employing deep reinforcement learning, enabling the sharing of smart resources, and making the
network more adaptable. Furthermore, most of the current 5G service models must be enhanced to
accommodate the role of blockchain technology so that it complies with the 6G criteria. DLT can be applied
to secure virtual network function (VNF) administration, secure and safe slicing, automated security
service level agreement (SLA), scalable IoT, public key infrastructure (PKI) management, safe roaming
management, and safe offloading management [17].

5.2. Terahertz Technology:

One of the main technologies for 6G is expected to be THz communication, which normally starts
from 1 GHz to 10 THz. With enhanced security at the physical layer, these frequencies have increased
signal directionality, preventing unauthorized users from intercepting signals on the same direct line as
the authorized user. However, the study by [18] found that a spy can also tend to capture signals in line-
of-sight transmissions by directing radiation toward him with an object in the way of the transmission. It
was intended to detect some, but not all, eavesdroppers using a countermeasure against this
eavesdropping method, which analyses the channel's backscatter. Terahertz communications are, in fact,
vulnerable to data transmission vulnerability, malevolent conduct, and access control threats. New
physical layer security solutions are then needed for secure terahertz transmissions, for example, using the
electromagnetic signature of materials and equipment at terahertz frequencies to authenticate [18].

5.3. Edge Intelligence in 6G:

Edge intelligence (EI) is the term used to describe the use of artificial intelligence and machine
learning (AI/ML) algorithms together to collect, store, and process data at the edge of a network. In edge
intelligence, an edge server collects data from various connected devices and shares it with other edge
servers. The data is then used for analysis and prediction, giving devices speedy feedback, lower latency
time, and lesser costs while improving performance. Edge intelligence is particularly vulnerable to
different security vulnerabilities since data is obtained from numerous sources, and the results of artificial
intelligence and machine learning algorithms are very data-dependent. Attackers can use this dependency
to launch various attacks, such as information tampering/evasion or privacy violations, which would
damage the results of artificial intelligence/machine learning applications and reduce the advantages of
edge intelligence. However, if it is well implemented, it will have more incredible benefits than the
limitations of the upcoming technology for various applications [19, 20].

5.4. Quantum Security:

Quantum computing is expected to detect, mitigate, and avoid security vulnerabilities in 6G
communication networks. A recent study area dubbed quantum computing assisted communication
explores the potential for swapping out quantum channels with zero noise conventional communication
channels to attain very huge dependability in 6G technology. Safe quantum cryptography is highly
advisable, and it should be developed in the post-quantum era as a result of the development of quantum
computing. The study by [21] showed that with the timely development of quantum algorithms such as
Shor’s algorithm, the discrete logarithmic problem, which occurs in asymmetric cryptography, might be
solvable in a quick time. Physical layer security and post-quantum cryptography integration could create
safe 6G communication lines. New research eras might be opened by integrating quantum encryption and
ML-based cyber security into communication lines in 6G networks. Quantum security procedures can
potentially be used in prospective 6G applications. For instance, numerous 6G applications, including those
using satellite, terrestrial wireless networks, and THz communications systems, will use quantum
communication protocols in the future [22].

5.5. Intelligent Radio:

Cognitive radio with machine learning capabilities is known as intelligent radio. Cognitive radio with

machine learning capabilities is known as intelligent radio. This enables the cognitive radio to better meet
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the end user's demands by improving how it adjusts to changes in performance and surroundings.
Advanced digital circuits like digital antennas and artificial intelligent chips have made it possible to
design modern hardware architecture for 6G transceivers, in which hardware can be separated from the
transceiver algorithms. With minimal computing effort or system complexity, intelligent radios can carry
out signal-processing tasks. The development of intelligent radio technology will guarantee that our radio
infrastructure can meet demand. Therefore, for secure radios, it is necessary to anticipate suspicious node
activity during communication procedures [23].

5.6. Visible Light Communication Technology:

Fast communication speeds, a wide spectrum of possible frequencies, durability against interference,
and inherent security are advantages that optical wireless technology, known as VLC, provides over radio
frequency (RF) systems. Because light cannot penetrate through solid things like walls, that is why,
compared to RF systems, visible light communication systems can provide the next level of security. Visible
Light Communication, however, is considered vulnerable to eavesdropping, a kind of network attack,
because of unauthorized nodes present in the transmitters' coverage area, broadcast nature, and Line of
Sight propagation. When creating realistic VLC systems, VLC system confidentiality is a major challenge,
and physical layer security techniques can provide innovative answers. For instance, anomaly detection
can be carried out by combining ML methods with the exact localization capabilities of VLC [24].

5.7. Molecular Communication:

Because bio Nano-machines communicate via chemical signals/molecules in an aqueous
environment, molecular communication (MC) is a promising 6G technology in various healthcare
applications. It is crucial to offer safe MC because it handles incredibly sensitive information and has many
security/privacy challenges that are related to authentication, communication, and various encryption
processes. The concept of biochemical cryptography was first put up by [25] because biological macro
composition molecules and structures may be used as a medium to secure information integrity in
telecommunication networks. Moreover, this research calculates the secrecy capacity to discover how
many secure symbols a diffusion-based channel might handle. The pros and cons of physical layer security
(PLS) in diffusion-based channels are discussed.

6. Enabling Technologies

Having conducted various investigations and thorough reviews related to 6 G, we have summarized
some of the important upcoming technologies that will be getting great attention in the future in a table.
Although many technologies will be enabled only with the presence of 6G, some other technologies are
displayed in Figure 3.

Satellite
Communicati

Intelligent
Surfaces

Massive
MIMO

Backscatter
Communicati
on

Figure 3. More 6G Enabling Technologies [26]

We have mentioned several important 6G technologies that we think will receive more attention in
the future. Therefore, knowing what kind of cyber-attacks may occur on these technologies is inevitable
for ensuring the resilience and security of emerging 6G technologies. With the passage of time, when these
technologies will evolve and expand, intruders may exploit the confidentiality, integrity, availability to
gain unauthorized access, compromise data, intercept data communication, destroy sensitive information.
Therefore, proper measures must be developed to mitigate the risk factor in these upcoming ultra-high
wireless networks. Table 1 shows the cyber-attacks that can be launched on these 6G technologies in the
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future.
Table 1. Advantages and Challenges of Upcoming Technologies [27]
Technology Attack
Al Cloud Model Stealing
Integration
THz Eavesdropping
Communication
VLC Jamming
Communication
Distributed Eclipse Attack
Ledger
Quantum Quantum
Computing Collision
Molecular Signaling Attack
Communication
Intelligent Radio Byzantine
Attack

7. Conclusion

As new digital technologies emerge to meet future demands, existing technologies are continuously
enhanced with added features. However, the rapidly increasing communication needs have surpassed the
capabilities of 5G technology. To address these growing requirements, it is crucial to plan for the
implementation of 6G networks. This study paper provides a comprehensive overview of the evolution of
digital communication technology from 1G to 5G, explores cutting-edge applications for 6G networks, and
examines the latest advancements shaping next-generation wireless communication. Key requirements for
6G advancement, including high coverage, network flexibility, cognitive networks, network computing,
and trustworthy systems, are also identified. Furthermore, this study discusses emerging applications and
services such as wireless brain-computer interfaces, connected autonomous vehicles, hyper-intelligent
healthcare, Smart Grid 2.0, Al/cloud integration, extended reality, holographic beamforming, collaborative
robots, and digital twin technology. Additionally, potential security threats associated with these
advancements are highlighted. Given the increasing digital divide, this study aims to encourage future
researchers to explore the challenges facing 6G technologies in greater depth and to develop strategies for
mitigating the associated risks.
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