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Abstract: A network of interconnected devices with the ability to gather, analyze, and exchange data
is known as the Internet of Things, or IoT. This technology has various benefits, including simplicity
of use, efficiency, and automation. Additionally, there's a serious security concern. One of the
challenges is the variety of IoT devices with various hardware, software, and communication
protocols. Among the many advantages of this technology are its ease of use, automation, and
efficiency. It does, however, also come with a number of very real security risks. The vast array of
IoT devices with different operating systems, hardware, and communication protocols, as well as
the intricate and large-scale IoT networks with several domains, levels and stakeholders, are some
of these issues. Moreover, it commonly occurs that some features are absent from IoT devices. The
younger generation is growing more and more interested in blockchain technology since it is
specifically tailored to the information age. In this survey paper, it will discuss in detail the security
challenges and possible solution to secure the Internet of Things (IoT). The Secure IoT give benefits
to end users through its applications in different fields. Significant advancements in distributed

systems have resulted from the development of IoT technology across several sectors.

Keywords: Internet of Things; IoT Devices; Security; Communication Protocols; Security
Challenges.

1. Introduction

Security is one of the core topics in internet of things (IOT) network. The IoT refers to a network of
physical objects, sensors, actuators, and software programs that connect and share data over the internet.
IoT devices have brought convenience, efficiency, and automation, but also pose significant security
concerns, such as the heterogeneity and diversity of IoT devices with different hardware, software, and
communication protocols. The paper offers an organized brief summary of the IoT security challenges and
its goals, along with a catalogue of security attacks for IoT architecture and corrective measures [1]. To
address these challenges, IoT security must incorporate implementation of security by design and security
by default principles for IoT development and deployment by adopting risk-based and adaptive security
mechanisms for IoT management, operation, and enhancing security awareness and education among IoT
users and stakeholders IoT security, addressing attacks, challenges and countermeasures and analyzing
security threats in IoT layered architecture. It highlights the importance of IoT security, especially as the
number of devices in IoT is rapidly growing and integrating with all aspects of society. The paper outlines
various security threats and countermeasures, and discusses the challenges and research directions to
overcome these security issues. The authors also point out the limitations and future directions for IoT
security. Internet of Things (IoT) and defines its main concepts, highlighting the challenges the technology
faces in ensuring function and operability. The authors focus on security-related challenges and present a
number of actions and future work to enhance IoT security (privacy, lightweight crypto). In In this research
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work, the authors propose a reference model to analyze and summarize IoT security issues and provide a
detailed analysis of the applications and services security issues that IoT faces. He challenges and
vulnerabilities related to cyber security in smart homes based on Internet of Things (IoT) technology. It
provides an overview of IoT and smart homes, and examines the common cybersecurity issues that
threaten smart home security. The paper also provides some suggestions and recommendations on the
effective security mechanisms that can be used to mitigate cyberattacks on the IoT-based smart homes. The
security problems and threats related to Internet of Things (IoT) devices. IoT refers to a network where
physical objects, like sensors and actuators, and software programs connect and share data over the
internet. These devices make our lives more convenient, efficient, and automated, but they also come with
significant security risks. This is because IoT devices have different types of hardware, software, and ways
of communicating, which makes it hard to secure them all properly [2].

The paper gives a detailed review of these security challenges and goals. It also lists various types of
security attacks that can happen in IoT systems and offers possible solutions. To tackle these problems, the
paper suggests that IoT security should follow certain principles:

Security by Design: This means building security features into devices from the very beginning,
during the design phase.

Security by Default: This means ensuring that devices are secure right out of the box, without
requiring the user to make many adjustments [3].

Block chain technology is a system for securely storing and sharing information without needing a
central authority. It is widely used in areas like the Internet of Things (IoT) because it makes data sharing
more transparent, reliable, and secure. Block chain helps protect privacy by keeping user information, data,
and locations private while allowing secure data sharing. It is useful in smart cities, healthcare, and other
advanced systems by using strong digital security methods. However, challenges like security risks and
making different systems work together still need to be solved, and researchers are working to improve it
for many uses.[4]

The Internet of Things (IoT) is a technology that lets devices work together and share information
automatically, without needing people to control them. It uses things like sensors and software to connect
and communicate. IoT has become even better with new technologies like machine learning. It's used in
many areas, such as smart homes, smart cities, and schools. For example, in education, IoT helps create
modern classrooms and supports students with disabilities using special devices like smart gloves. In daily
life, IoT makes things like home security, waste management, air quality, and entertainment better and
easier, helping us live smarter and more comfortably.[5]

The paper also suggests adopting risk-based and flexible security strategies for managing and
operating IoT devices: This means considering the specific risks associated with different devices and
adjusting security measures accordingly. Additionally, it emphasizes the need for increasing security
awareness and education among the users and stakeholders involved with IoT. [6]

The paper stresses the importance of IoT security because the number of IoT devices is rapidly
increasing, and they are becoming more integrated into all parts of society. It outlines various security
threats, like unauthorized access or data breaches, and countermeasures, such as encryption and regular
software updates. It also discusses the ongoing challenges and areas where more research is needed to
improve IoT security.

The authors of the Research paper highlight the need for protecting privacy, using lightweight
cryptography (which means using encryption methods that don't require a lot of computing power), and
other security improvements. They propose a model to thoroughly analyze IoT security issues and examine
security concerns in different IoT applications and services [7]

Additionally, this research specifically looks at cybersecurity challenges in smart homes that use IoT
technology. It provides an overview of how IoT works in smart homes and examines common security
issues, such as unauthorized access to smart home devices or data breaches. It also suggests effective
security measures to protect against cyberattacks in IoT-based smart homes, such as strong passwords,
regular updates, and using secure networks. In simple terms, the paper provides a comprehensive look at
the various security issues facing IoT devices and offers practical solutions and future directions for
improving IoT security [10].
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Smart Cities and Beyond Broader Impact: The establishment of secure frameworks for IoT networks
within urban environments is crucial to prevent the exploitation of interconnected infrastructures such as
traffic systems, smart grids, or public surveillance. Scalability and Resilience: The implementation of risk-
based adaptive mechanisms ensures that systems maintain scalability and resilience as urban areas
integrate an increasing number of IoT devices [13]

Human development has increased significantly in the past two centuries due to advancements in
Technology, particularly computing power. The introduction of IPv6, which provides unique addresses
for objects, has facilitated increased connectivity through devices like computers and smartphones [15]

Human development has grown rapidly in the last two centuries due to new technologies, including
computing power and the Internet of Things (IoT). The number of connected devices is increasing rapidly,
with predictions of over 38 billion by 2025 and 50 billion by 2030. IoT connects physical and virtual devices
using sensors to monitor and control their surroundings. However, challenges such as weak authentication
and limited energy, memory, and processing power pose security risks. This paper focuses on identifying
security challenges and offering guidance on improving IoT systems, particularly in authentication and
access control. It also discusses IoT architecture and compares different authentication methods [18]

IoT devices within smart home environments frequently exhibit vulnerability to various forms of
attacks, including but not limited to unauthorized access, data breaches, or malware infections. The
absence of standardized security protocols across diverse devices exacerbates these risks. Proposed
Countermeasures' Implications: Security by Design and Default: The implementation of security measures
at the outset of device production diminishes the burden placed upon users and safeguards against
potential exploitation. Encryption and Regular Updates: The integration of encryption alongside consistent
software updates augments privacy and data integrity, thereby diminishing the likelihood of unauthorized
access. Awareness Programs: The education of users regarding best practices, such as the establishment of
robust passwords and the timely updating of firmware, serves to mitigate risks associated with human
error. Lightweight Cryptography: This approach yields practical security solutions suitable for resource-
constrained IoT devices prevalent in smart home settings, thereby ensuring operational efficiency without
sacrificing safety [21].

An extensive network consisting of various loT-supported applications and devices is known as an
internet of things (IoT)-based cloud infrastructure. This infrastructure encompasses servers, storage,
underlying infrastructure, real-time processing, and operations. Moreover, it includes standards and
services that are crucial for securing, managing, and connecting different IoT applications and devices [23].

Following the invention of the internet, the internet of things (IoT) is regarded as the next big thing in
technology. Kevin Ashton coined the term "Internet of Things" in 1999 [29], and it describes a network that
allows data from all connected devices to be collected, processed, and altered to provide new applications
[25].

An extensive network consisting of various loT-supported applications and devices is known as an

internet of things (IoT)-based cloud infrastructure. This infrastructure encompasses servers, storage,
underlying infrastructure, real-time processing, and operations [26].
In the coming years, with the intelligent decision making, IoT is expected to bridge diverse technologies to
enable new applications by connecting physical objects together. The IoT is made possible by the latest
advancements in RFID and smart sensors. The fundamental idea of the IoT is that it has smart sensors that
work directly together without human involvement to deliver new applications. In this survey, we also
discuss the significance of security and its challenges [28].

The IoT industry, expected to generate $4 trillion in revenue by 2025, is rapidly growing with 27 billion
machines by 2024. However ensuring data confidentiality, integrity and availability is crucial due to large
amount of sensitive data generated [30].

2. Materials and Methods

"Ramya et al. [1] an internet-based network of physical items, sensors, actuators, and software
applications that may exchange data is called the Internet of Things (IoT), according to research titled "A
survey of security challenges, attacks in IoT" by Ramya Prakash et al. Convenience, efficiency, and
automation are just a few advantages that IoT offers. Significant security issues with device authentication,
access control, and safeguarding private data from hostile assaults are also raised by it. The article provides
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an overview of IoT security issues and their objectives, a list of security flaws in IoT design, and
recommendations for mitigating them. It also offers insights into IoT security in relation to supporting
technologies and architectures. The paper also reviews several other works related to IoT security. For
example, Hassija et al. (2019) discussed various application areas and security threats in IoT, while
Meneghello et al. (2019) investigated real IoT devices' practical security vulnerabilities. Chen et al. (2017)
discussed security solutions for location-based and GPS devices, and Tahir and P. U. (2016) studied
malware and malware detection techniques.”

“Shalpa et al. [2] Numerous reviews exist regarding IoT security. While some of these researches
concentrated on security problems, others concentrated on security solutions using various approaches
and techniques. Several IoT security problems were presented in the Hassija et al. study, which also
included fog, edge computing, blockchain, and machine learning technologies as potential ways to expand
IoT safety. Physical layer security, protocols, and handover protections for mobile-IoT were the subject of
another survey. The writers contrasted the current security protocols for Internet of Things mobile
applications. IoT mobile computing device security methods based on software and hardware were
examined in a systematic review research. The writers covered a range of security verification techniques
and emphasized a number of IoT authentication strategies. They also offered suggestions for future study
initiatives.”

Anass et al. [3] the article titled "A Survey of Security Challenges in Internet of Things" discusses the
challenges that IoT (Internet of Things) faces in terms of security. The article starts by defining IoT and
discussing its complexity in comparison to the traditional internet. The article then goes on to describe
IoT's technical challenges and later focuses its attention on security-related challenges through the use of
a layered architecture, which helps in identifying security challenges in IoT. Different levels of the IoT
reference model are used to analyze and summarize IoT security issues level-by-level. The article has a
three-level architecture starting with device collect data, gateways and, and application service layers. The
author’s then move on to detail security issues pertinent to each layer. Finally, the study concludes by
discussing the emerging security challenges in IoT and identifying future research areas to enhance its
security.

“Saurabh et al.[ [4] The abstract of the article titled "Blockchain Security Attacks, Challenges, and
Solutions for the Future Distributed IoT Network" states that it covers the following topics: possible
security attacks on blockchain technology, current security solutions for blockchain, and obstacles to
blockchain adoption in IoT networks. It also discusses the concept of blockchain and its application to the
Internet of Things (IoT).”

The piece also offers an overview of previous studies and research on the subject, including a number
of articles written by other writers that concentrate on using blockchain technology to provide security
services and protect privacy in a variety of industries, including healthcare and smart home design.

Nivedita et al. [5] The paper discusses how IoT technology is growing in various fields and its
importance in achieving high-security requirements. It highlights that IoT devices face various security
challenges such as attacks in IoT layers, low processor speed, power, and memory, and provides
countermeasures to address these challenges. The report cited before highlights the rapid growth and
importance of Internet of Things (IoT) technologies across several sectors. The key points brought up are
summarized as follows:

IoT is becoming more widespread across several industries, indicating its wide range of applications
and significance in modern technology and daily life. Ensuring robust security measures are implemented
is crucial as the Internet of Things expands. This is because IoT devices often handle sensitive data and are
necessary for critical systems. Attacks on IoT levels: Internet of Things (IoT) systems often consist of several
layers, such as the application, network, and perception layers, all of which are vulnerable to different
types of attacks. Providing security is challenging.

Hamed et al. [6] A survey of the literature on the security of IoT is given in the study "Security and
Internet of Things: Benefits, Challenges, and Future Perspectives" by Hamed Taherdoost. In the paper's
introduction, the significance of system security and defense against cyberattacks for Internet of Things
systems is emphasized. It highlights that any weakness in an Internet of Things system might result in a
catastrophic failure that affects a huge number of people, and it implies that IoT security teams are now
juggling an increasing number of challenges, including those related to operations, diversity, ownership,

ID : 788-0801/2024



Journal of Computing & Biomedical Informatics

inventories, data volume, and threats. The study continues by reviewing the literature on security and IoT
with an emphasis on the circumstances, uses, problems, and prospects for the future. According to the
assessment, IoT network security has Cyber Security Challenges, Attacks and Solutions for Internet of
Things Based Smart Home" is itself a literature review that covers previous research articles regarding
cybersecurity, cyber-attacks, and solutions for Internet of Things (IoT)-based smart homes. The literature
review titled "Cyber Security Challenges, Attacks, and Solutions for Internet of Things Based Smart Home"
summarizes and analyzes the previous research articles focused on the cybersecurity areas of IoT-based
smart homes. It covers three main areas:
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Figure 1. Attack scenario of IoT security in various application areas [1]
“The above figure illustrates the showcasing diverse IoT attack scenarios across application areas,
including smart homes, healthcare and industrial systems.

Cybersecurity Challenges: The review identifies and discusses the various security challenges faced
by smart home IoT devices. These challenges might include vulnerabilities due to device limitations, the
complexity of managing different interconnected devices, and privacy concerns.

Cyber-Attacks: The review categorizes and describes different types of cyber-attacks that target IoT
devices in smart homes. These could range from hacking and data breaches to more sophisticated attacks
like denial-of-service (DoS) and malware.

Solutions: The review also highlights the various solutions and countermeasures proposed in existing
research to tackle the identified security challenges and prevent cyber-attacks. These solutions might
involve improved encryption methods, secure communication protocols, and other security technologies
designed to protect smart home IoT devices and networks.

Overall, this literature review provides a comprehensive overview of the current state of research on
cybersecurity for IoT-based smart homes, summarizing existing knowledge and identifying areas that
require further investigation.

Gaurav et al. [7] A survey of the literature on layer-wise security protocols for wireless sensor
networks (WSNs) and the internet of things (IoT) is presented in the paper "A Survey on Layer-Wise
Security Attacks in IoT: Attacks, Countermeasures, and Open-Issues". The writers go over the difficulties
and problems that come with creating a safe WSN as well as the reasons why conventional security
methods might not be suitable for WSNs. The article looks at WSN and IoT standards and protocols, as
well as the history, technological challenges, and security features of IoT. Using the Cooja, a ContikiOS
simulator, the impact of several assaults on the network's performance and outstanding challenges in
cybersecurity are also measured.

Gaurav et al. [8] The study paper provides a survey of the literature on cybersecurity threats,
vulnerabilities, and defenses for Internet of Things-based smart homes. It examines current publications
on the most prevalent cybersecurity problems and cyberattacks that take use of smart home settings'
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weaknesses, offering significant insights on the risks, weaknesses, and security associated with smart
homes.

It also outlines several security measures, such as encryption, robust user authentication, proper
technological setups, resident security awareness, and network monitoring that may be utilized to lessen
assaults on Internet of Things-based smart homes.

Talal et al. [9] This study surveys current IoT threats, classifies them, identifies countermeasures, and
identifies the most common IoT assaults. The three levels of the Internet of Things architecture are
described in the article as perception, network, and application layers. Service administration and data
storage from the network layer in the database are the functions of the middleware layer. IoT
vulnerabilities and potential assaults are also described. The paper's conclusion emphasizes the necessity
of an IoT technology-specific security mechanism that is both lightweight and resilient while handling the
majority of security issues.

Jyoti et al. [10] "A Survey on IoT Security: Attacks, Challenges, and Countermeasures" is a research
article that examines the many security risks and issues that exist inside the Internet of Things (IoT). The
article starts out by going over the fundamentals of the Internet of Things, its architecture, and the cutting-
edge technologies that are employed in the industry. After that, it explores the many security risks and
assaults that Internet of Things (IoT) devices may encounter and examines each security risk at every level
of the IoT architecture. The article presents current statistics and forecasts the number of IoT devices likely
to be deployed in the upcoming years in order to examine the significance of security in the IoT ecosystem.”
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Figure 2. Average weekly attacks per organization [3]

The above figure shows how IoT security can be attacked in different applications. Almost every part
of our daily lives, like hospitals, industries, and homes, uses IoT applications and can be affected by the
different attacks.

This table summarizes the focus areas, key points, technologies/approaches, security challenges
discussed, security solutions proposed, and future research suggestions for each study mentioned in your
provided literature review.

There are some of the things covered in the table:
An overview of IoT security challenges, issues, flaws, and mitigation
Security threats in application areas, fog computing, edge computing, blockchain, and machine
learning
Practical security vulnerabilities in real IoT devices
Security solutions for location-based and GPS devices
Malware detection techniques for IoT
A layered security architecture analysis
Security attacks, current solutions, and obstacles in adoption of blockchain for IoT
A literature review on IoT security challenges and benefits
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9. Security risks at the architecture, perception, network, and application layers

Table 1. Survey of Related Work to IoT

Future
Author  Focus Area Key points ~ Approaches Security Solutions Suggestions
Name Challenges of security
Ramya  IoT Security =~ Overview of N/A Device Recommen Insights
Prakas Challenges security authentication, dations for Into
h issues, flaws, access control, mitigation supporting
[1] and dataprotection technologies
mitigation and
architectures
SHAPL  IoT Security Application Fog Various IoT Use of N/A
A and areas, security = computing, security emerging
KHAN  Technologies threats, edge threats technologi
AM]2] integration of computing, es for
new blockchain, security
technologies machine
learning
Anass  Practical IoT Real IoT N/A Practical
Sedrati Security devices' security N/A
[3] vulnerabilities vulnerabilities N/A
in IoT devices
SAUR Location- Security N/A Security issues N/A N/A
ABH based and solutions for in location-
SINGH  GPS Devices specific IoT based and
[4] devices GPS devices
NIVED Malware Malware and N/A Malware Malware N/A
ITA Detection detection threats in IoT ~ detection
MISHR techniques techniques
A
[5]
Hamed  IoT Security Layered N/A Security issues N/A identification
Taherd Challenges architecture in device, of future
oost analysis of gateway, and research areas

(6]

security

issues

application

service layers

3. Conclusion

Our world is being revolutionized by the Internet of Things (IoT), which connects gadgets, allows
data sharing, and improves automation, efficiency, and ease. However, because of the variety of hardware,
software, and communication protocols, as well as the complexity of large-scale IoT networks, the
proliferation of IoT devices poses serious security concerns. This survey has looked at a range of IoT
security risks and weaknesses, including as malware attacks, illegal access, and data breaches. It highlights
how crucial it is to implement all-encompassing security measures, such as risk-based security policies,
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security by design and default principles, and raising user and stakeholder knowledge of security issues.
While IoT systems continue to expand and integrate into critical sectors, the security challenges must not
be underestimated. Emerging technologies like edge computing and blockchain offer robust solutions
tailored to IoT's dynamic and heterogeneous nature. Their adoption, coupled with other innovations like
fog computing and machine learning, represents a significant step toward a more secure and resilient IoT
ecosystem. The combination of cutting-edge technologies like edge computing, blockchain, fog computing,
and machine learning offers promise in addressing these issues. These innovations can provide strong
security.
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