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Abstract: 10T is a general topic for research purpose. IOT is quite popular and has become a vital
part of our lives. IOT is crucial to self-sufficiency, smart environments, health care, smart cities, and
micro-grid systems. If we talk about the meaning of the internet of things, it is defined as the
paradigm which involves objects that provide actuators, sensors and processors that communicate
with one another for serving the meaningful purposes. Sensing, Processing and data transmission
are the three important components of IOT. IOT technology improved great in recent year but there
are still some problems in IOT which require the attention. One of the main problems is security.
Security is crucial for IOT devices due to sensor’s generation and sharing of personal data and
blending the physical and digital realms. Implementation of encryption methods are crucial for IOT
system. So, the main objective of this article to pinpoint the challenges for the security and problems
which arise in environment of IOT. Security is one of the key concern with IOT technology. In this
paper we explained security problems, challenges and solution of internet of things.
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1. Introduction

Now these days we are going towards the connected systems. Development in advance
technology has changed the lives of peoples, among the utmost well-known and recent is Internet of things
[1]. The internet of things transforms connectivity anytime, anywhere for anyone [2]. Smart technologies
are playing an important role in our daily life and we are existing in the era of smart technologies that
represents “Ubiquitous Computing”. IOT is emerged strongly more prosperous for express this types of
new technology. It is not first technology in this field but cloud computing used for represent the
ubiquitous computing. In seventh internally reports originally IRU that was launched in 1997 whose title
was “challenges to the network” [3]. It first coined by Kevin Ashton in 1999 journal [4]. In 2005 its name
changed with internet of things IOT [5]. Currently IOT is an emerging topic and technology which is
considered as the future of the internet. Allowing devices/ things for self-configuring capabilities that has
based on standard and Interoperable communication (ICP) protocol that identify and use the intelligent
interface over infrastructure of dynamic global network [6] [7].

IOT concept is considered to be an extension of existing interaction between application
communication and humans through new dimensions [8]. In business, IOT have enormous potential for
different kinds of the organizations and companies in which include the service provider, IOT applications
IOT platform provider, software vendors and telecom operator [7] [8]. Moreover, IOT will be an important
impact especially in the higher education [9]. With the increase of IOT and use of IOT, many issues related
to security have raised. As devices, things have to become internet structure part, accordingly such issues
must be examined. As everything becomes interconnected by internet, this issue become increasingly
significant. The continual worldwide internet exposure reveals several security vulnerabilities. These
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security weaknesses are exploited via hackers, and they can be misused it in any uncontrolled environment
by Internet of Things devices [7]. Moreover, IOT increase potential attack surface for the hackers and for
other cyber criminals. A study that is conducted by the Hewlett Packard [10] revealed 70% of most common
Internet of things devices contained on the serious vulnerability.

These devices contain vulnerability to security threats due to design which involve lack of the
security features such as medium that is insecure insufficient authentication and also the authorization
configuration. It is true that when the IOT becomes for everyone either for individual or for the companies
and anywhere will concerned. In addition, crosslinking of the objects presents the new potential to
influence and to be exchange. That has to be lead with the new risks that concerns with the information
security and protection of the data, which need to be considered. Furthermore, lack in security creates the
resistance for the adoption for IOT by the companies and individuals. Issues related to security and
challenges can addressed by providing the training to developer and also to designer for integrate the
security solutions into product of IOT thus encourages to the users to utilize the security features of IOT
that has to be built into the devices [7]. Our motivation is to conducting the paper that provide the review
on main issues of IOT related to security and that paper provides the solutions.

2. Literature Review

The Internet of Things allows considerable interconnection between devices, which improves
usefulness while also posing significant security issues. IOT security is multidimensional, addressing
concerns such as data protection, authentication, and system vulnerabilities. The large volume of sensitive
data transmission across the network is a critical security issue in IOT. Sheer volume of data transmitted
between devices demands robust security mechanism to prevent from data breaches and unauthorized
access [3]. This risk is reinforced by the diverse variety of devices and communication protocols used is
IOT systems, which raises the complexity of network security [2]. Authentication and authorization is more
difficult in IOT system. Many IOT devices use simple authentication techniques which are insufficient
against sophisticated attacks. According to [4] standard authentication mechanism may not be suitable for
the IOT devices, which have limited resources. It makes them more vulnerable against unauthorized
access. There have been variety of solutions offered to overcome these challenges. Advance cryptographic
techniques may enhance security in IOT devices [1]. Regular updates and automatic patch management is
crucial to mitigate vulnerabilities, as they ensure devices remains protected against emerging threats [4].
According to [14][19] they discuss about emerging security threats such as reply attacks and SYN flood
attacks and give insights into particular vulnerabilities and potential mitigation strategies. [16] Conduct a
comprehensive review on the man-in- the-middle attack, which is common threat in IOT due to frequently
unprotected communication channel. [20] Contributes in the discussion by analyzing password cracker’s
ability to target specific passwords. This study highlights the issues of password security in IOT system,
where weak or reused password can compromise device security. Similarly, [21] highlights the various
types of attacks faced by IOT with an extensive overview on threat landscape to highlight the need of
implementing strong security measures to mitigate risks associated with such attacks.
2.1. IOT Architecture and Security issues in layers of IOT

An Internet of Things environment that can use the internet to connect heterogeneous items.
That's why there has to be need for elastic, adjustable architecture. IOT architecture has to be divided into
three layers in which involve Presentation, Network and Application layers.
2.2. Perception Layer

This layer of the IOT collects information with sensing devices in which involve ZigBee, RFID
and all other types of sensors. RFID helps to identify anything that has been tampered with to operate as
an electronic barcode and allows microchips to be designed for wireless data communication [11].
Collected Data transmits with through the wireless network transmission. Some attacks occurred in this
layer are the Fake node or malicious data, Denial of service and Reply attack etc. [12].
2.3. Network layer

Network layer supports the secure transformation of data on sensors networks and also it
responsible for routing. This layer transfer data through the wireless technology such as Bluetooth, Wi-Fi,
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infrared etc. [13]. Hence network layer is accountable for transmission of data from perception layer to
upper layer. There have some problems in Wi-Fi, LAN and Internet. These have the illegal access of the
network, confidentiality and integrities damages, and denial of service attack, eavesdropping and main in
the middle attack.
2.4. Application Layer

It is the uppermost layer within the architecture of Internet of Things. It provides the delivery of
the all services in different fields. It includes intelligent transportation, cloud computing, environmental
monitoring. This layer has security problems such as the security of the data, data protection and also the
recovery. To solve the problem related to security, privacy protection and authentication are needed. The
important part for data security is password management [14].

Application Layer

I 1

Network Layer

' 1

Perception Layer

Figure 1. IOT Layers

3. Security Issues in IOT

Testing mechanism, protection both of these are the important in the implementation of Internet
of things programs. We are highlighting the security issues that are top security issues that can considered
which help you to build the attack proof internet of things application and connected devices. Followings
are the main security concerns in which involve Denial of Service Attack (DOS), Reply Attack, Password
Guessing Attack, Spoofing Attack, Insider Attack etc.

3.1. Denial of Service Attack (DOS)

It is a security breach that intends to prevent legitimate users and the entities from having legal
access to the resources of the network. It is one of the most popular and also the domain attack. It comes
from the single computer that sends the multiple requests to the server. This attack aims to have the
overload the system or the server with request for the access of data or the resources like processor or main
memory. Most of the Denial of Service (DOS) targets the servers of banks, Governments, E-commerce sites.
When the Denial of Service Attack happened the sites have stopped for displaying the contents. DOS
Attack can target more than one systems or sites at one time [15].

3.2. Reply Attack

Reply attack is considered one of the old attack in the network communication, especially in the
authentication and the key exchanging of the protocol. It allows to the pirate the ability to store all or a
fragment of the intercepted session in the authentic traffic [16] [17]. Later an attacker gains confidence in
the unrestricted networks, they send intercepted messages to an individual that needs to be participated
in the session of origin or in diverse location [18]. Responding to an attack on internet of things requires
measuring a security vulnerability in which certain data must be kept without permission before being
sent back to the sender. The aim of this assault is to ensure an individual in an authorization procedure
[19]. Example involve in this is temperature sensors that has to be used for the detection of the temperature
and then measured values are sends to the controller of the system. Based on values system run or stop the
air conditioner for adaptation of the air temperatures this has to be desired by personal. If the attacker
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prated temperature of the sensors he can saved the values of days and can send at the night. In this result
the conditioner shall not be the functionally normally. To deals with the reply assault, solutions used the
three mechanism that involve the timestamp, response challenge and nonce. First mechanism that has to
be used for the detection of the reply occurrence by checking the freshness of the received messages.
Assuring the time synchronization between objects of IOT is hard [20].
3.3. Password Guessing Attack

Many of the others methods are used for the crack of user password one of the prominent
methods is the password guessing attack. In this technique attacker crack the password. This process
includes to attempt of gain access of the system by trying the all possible passwords. Generally, attackers
use the dictionary base password for guessing the password. If the attacker guises the password than he
can access the remotely system access, and can steal the data and can demand for the ransom in exchange
for data of system [21].
3.4. Spoofing Attack

Spoofing assault is the condition where the illegitimate object produces forged restriction [22].
The objective of the attack is to make the server consider that attacker is a legitimate individual [23]. It is a
type of attack that involve communication from the unknown sources are disguised for being for the source
that is known and trust by recipient. In this type of attack, attacker gains the confidence of the authorities.
E.g., attackers send the false info in smart health to the authentication server and if attackers accomplished
phase of validation effectively, then he should request to the victim sensor and can gain the secret
information [24].
3.5. Insider Attack

An insider assault is when an employee uses the authorized access to harm the organization
destroying, exposing, or stealing the organization’s data. Employees can do this work individually or with
the help of an outsider hacker or group of hackers [25]. The action of the authorized person can be
accidental or intentional. In both of these cases, the system has considered vulnerable, and in the short
term, we find the solutions. According to [26] business data almost more than 57% have a target from
insider attacks [27].
3.6. Vulnerabilities

Vulnerabilities is a big problem that is recently facing by the organization and the users. Main
reason for Internet of Thing devices are weak since they lack computational capability for built in safety.
One more main purpose through which weaknesses should be persistent is inadequate budget for test and
develop safe firmware, which is inclined by cost point of the devices besides their diminutive growth of
progression. IOT devices are exposed because they lack computational capacity for built in security. Weak
type of modules affecting the millions of devices. For IOT devices weaknesses in the software and in web
application can lead to the compromised system. Malware operators are searching for this type of
opportunities, and they have knowledge about the older vulnerabilities [28].
3.7. Encryption Issue, lacking of the Encryption

When the devices communicate with each other in the plain-text, almost all data that Is
exchanged with backend service or client service get by the main in middle attack. Typically, login details
can be accessed by the main in the middle attack. A main in the middle attack access communication
secretly without participating in this communication. That’s why its solution has to be choose the encrypted
version rather than the plain version [29].
3.8. Ransomware Attack in IOT

A type of malware attack in which attacker encrypt the data (victim), and files that are important
and then demanding for payment for unlocking or decryption of the data. This attack has an advantages
on IOT devices, computer mobiles devices etc. [30]. Ransom-ware in IOT is not a new discussion. When
IOT had started to expand and ransom-ware were increasing, security experts began to looking the
potential ransom-ware attack risks. Now different others ransom-ware are targeting the organizations and
uses of the IOT has spread in the organizations and industries [31].
3.9. Gateway Attack
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These types of attacks cut the connection between the infrastructure of the internet and the
sensors. Gateway attack can be the routing attack that has to be launched in the gateway resulting the
wrong or no information between internets and the sensors or actuators thereby sub-domains jeopardizing
functioning such as smart cities or the network of the vehicle [32].

4. Security Challenges in IOT

Although the IOT technologies have many benefits and advantages and solve the many problems
in many sectors, but it still faces some security challenges. Security is a big issue that is currently faces by
the IOT development. Providing the security to IOT is a big challenge. Here we discussed some of the
security challenges in the internet of things environment.
4.1. Lacking in skills

For designing, developing, implementation and managing expertise and specific skills are
important that must to be consider. Disruption of this factors cause the damaging of the security in IOT.
Lacking in skills and in expertise causes slow adoption in the IOT [33] [34]. There are few skilled people
that handles the IOT techniques. Gaining the advantages of IOT and deals with its challenges is depends
upon the skills of the individuals.
4.2. Security Trade-Offs Vs Cost

Cost is an important for any project. Hardware and the unit’s price contribute for the increase of
security purpose, safety and also overcome the potential risks. Equipment that has high cost require many
cost of money. In these high cost equipment People are also facing the challenge of the security. This
equipment is not reliable and people pay a lot of money for purchasing these equipment [35] [36] [37].
4.3. Protection of the Privacy

IOT enables the embedded devices to access anyone and anywhere which effects sensitive data
privacy. Therefore, some rules must be establishing for avoiding the privacy violations. For example, IOT
devices shares data with other devices and this data become insecure, which make easier for attacker to
enter the malicious code and then breach the data privacy and confidentiality [38][39].
4.4. Challenges in IOT architecture

IOT contains on many sensors and connected devices. Every device uses the different set of
protocols for the communication purpose. There are no well-defined rules and standards for
communication [40]. According to report of some researches numbers of the internet connected devices
exceed of the 30 billion. Moreover, applications of the IOT is increasing day by day and it is not limited.
These of the devices produced by many of the manufacturers even if they perform the same functionalities.
This is a challenge that refers in IOT nature and lead in the lacking of the unified standardization.
4.5. Storage of data in IOT

Storage of data is a major problem due to increase of the amount of data size. Data storage is also
effect the protection of the data. Damage of the stored data is difficult to back-up [41]. There has not clear
criteria that ensure the distributed data in the IOT devices has to be transferred securely to main data-
center because the process of transferred has not synchronized and make the disproportionate to data
center. It is the major challenge for data management and data storages companies for creating the
standards and tools that provide the security correctly and address the data.
4.6. Complication of the expanded system

Internet of things is widely expanded system and also a complex system. Increasing in number
of people, devices and interaction is a mainly reason of increase the data security risks, and the challenges
of the managing all of the points within network has maximize security is increase [42][43]. Another
important component for IOT wirelessly sensors networks which serves as the collection of data by the ad
hoc sensing. However, density nodes and random density in WSNs make the complexity and difficulty for
implementation.
4.7. Power sources lower and capacity

A key component in IOT devices is power without it, the battery has not charges, so the limited
the capacity and network failure because of the insufficient of battery of device. Development in IOT a
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significant challenge is energy efficiency. Energy sources have a great importance therefore, especially in

the unit of sensors which have powered battery [44] [45] [46].

5. 10T Security Challenges Vs Solution

Table 1. IOT Security challenge vs Solution

Source Challenges Description Solution
[47] Insufficient Testing  Recently, there have 23 billion Before launching the
& updating IOT technology or devices are in  device

the world. It will rise up to into general public
60 billion in the end of the 2025. each
One of the issue with companies  device need to be test
That built these devices they take and
too little care for managing the need companies to
security. Mostly these IOT update
product & devices do not receive The devices
enough update. As a result, regularly. Failing
gadget that originally considered is bad for both the
secure when the customer consumer
purchases it insecure and can be And also for the
easily hacked by hacker or company.
attacker.

[48] Prevention & In order to prevent

Identification
go parallel

Eventually occur. But breach
does not mean that your system
is insecure. It just gives hints to
that intruder find the
network. Because of many
devices there is difficult to find
the breaches. It is not easy task to
find extend, confidential data has
to be compromised if of the any.
To overcome the threat, it is
necessary to identify
the vulnerability into the system.

will

cyberattacks,
an organization
should choose

long-term
that places
vulnerability
detection at its
center
continuously

strategy

and

Improves
security. In the
dynamic
world, there is
no strategy that can
be used to

address 10T security
issues and

Threats. Businesses
should combine the
following with their
other core functions.
-using the IPS and
detection

cyber-

virtual

intrusion
system

causes increasing the
challenging of cyber

security.
Using the analytics
and security
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[49]

[48]

Lacking in the
Security

Weak Password

Attacker have an ability to make
change in IOT devices physically
and the location is remotely for
large period. For example,
attacker spread the malware in
the USB. Manufacturer need for
insuring the security of devices.

Although how ridiculous it may

sounds, a lot of
devices installation ~ executives
forget that 10T

devices require their

default login and passwords to
be updated. People still use
factory default passwords, which
puts their IOT devices and
networks at serious risk. The list
of

IOT security issues is frequently
topped by
weak and default passwords.
Hackers break passwords using
preset passwords and brute force
in order to access the IOT device
and, in turn, all the devices on the
entire network.

intelligence for
detection the real
time and reporting
the security.

Security analytics
overcome the issue of
security in  the
devices. Use the
security analytics to
overcome the security
issues. Security
analytics collects the
data from many
sources and detect
and provide
prevention from the
attacks. They also
detect the malicious
anomalies.

When you get the
device, make sure to
change you default
passwords. Use the
password that should
not be the common
words must be strong
password.  Attacker
the software that have
the database for the
common passwords.

A survey conducted, the objective of the survey is views about the security challenges. The

number of the participants who's take participants in this survey are 190. For lacking in skills security

challenge we gain 38.9% votes. For security trade-offs vs cost challenge, we gain 32.4% vote. For protection

of the privacy we gain the 18.4% vote. For storage of data in IOT challenge we gain the 22.4% votes. Privacy

protection for IOT we get the 45.4% vote.

6. I0T Security Solutions
After the security issues that faced by the IOT devices this section discussed the security solutions

for the IOT. IOT have include the many solution or security features such as authorization, availability,

confidentiality, authentication and non-repudiation as showing in table 2.
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Figure 2. IOT Security Challenges
Table 2. Requirement of the security for the IOT layers

Security Services Perception Network Application
Authentication v v v
Confidentiality v
Authorization v v v

Integrity v v
Availability v v v
Non-Repudiation v

6.1. Confidentiality

It is defined as aptitude and capabilities prevent from the unauthorized person for accessing the
private data. It gives guarantees that personal data is only access by the authorized person and can also
edit, remove by the authorized person [50]. Confidentiality is a significant security service within the IOT
network. Furthermore, confidentiality is considered the mostly attacked security service [51]. Trojan,
spyware, viruses targeted data privacy of users. They interact with system in executables programs which
have an objective to unauthorized data access [52]. Within context of IOT, for assuring confidentiality in
personal data, encryptions algorithms are used [53]. Therefore, the data that is transmit between both
devices has encrypted [54].
6.2. Authentication

In the infrastructure of the internet of things, many distributed and inter-connected devices are
communicated with each other. That idea highlights the importance for having strong, trustworthy,
scalable method of authentication in place in which every device of IOT is validate for assuring the
authentication and from prevention the IOT devices, unwanted installation over the network. When IOT
devices are communicates with one another they have need to identify one another for making the
authentication. It is gained from the cryptographic techniques that varies in security level and complexity
terms [57].
6.3. Authorization

It is the process that gives some one's ability for accessing the resources. An example has the
ownership of the house. The number of devices on the internet are increasing day by day; therefore,
authorization is an important issue in IOT. Authorization refers to services of the securities that are
responsible for the privileges and right of the user. It provides a collection of the access control rules that
ensures or refuse authorization for IOT devices [58] [59].
6.4. Integrity

Integrity is when message not altered by the unauthorized person during communication. It
gives guarantee that exact message has reach as they sent and not altered. The basic goal is to prevent from
unlawful access or altering an object. For devices safety in the network of IOT system gives guarantee for
the data integrity. Cryptography techniques are used when the data are important [60].
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6.5. Encryption Technologies

The idea that useful information is delivered is what gives sensor networks their significance. It
introduces a lot of bugs at once. Web, database and the authorized computer gained the information must
function the all efficiently. The abuse illustration in application of IOT, linked channel. To stop a potential
attack like that, handle password-based authentication to assist with server and database-based protection.
Recently there are several corporations that are design the reachable applications of the authentications. It
permits appropriate usage of encryption software since we still use it without performing the necessary
first testing to determine whether it works. This software is frequently created and validated by data
protection practitioners from around the world, making it a crucial component of information protection
[61].

7. Research Questions

Q1: What is the Evolution of IOT hacking?

Q2: How to detect the IOT attacks.

Q3: Which layer of IOT is more vulnerable to attack and why?
7.1. Solution Q1

IOT hacking is now become less effort and high reward for the cyber-criminals. Mirai botnet is
an attack mechanism which is known for conveying the Internet of Things hacking to the mainstream. A
report was publishing about the Mirai botnet in August 2016, despite previous incidents of cyber-attacks
on the internet connected system dating back to as early as 2011. First IOT attack was occurred in 2016,
helped by “Mirai botnet” infected more than 600,000 Internet of Things devices in which most of the
devices were Internet routers and other most devices were the Internet connected cameras which was
attacked [63]. Self-propagating is one of the reason for Mirai spread quickly. In 2018 hackers changed their
methods and their focus was on the Z-wave which was the protocols that worked wirelessly for smart
homes. In 2018, researchers exposed the vulnerabilities which were affecting more than 100 million smart
homes [62]. Smart speaker is the smart homes gadgets which works as doorway for hackers. In 2014
Amazon had released the Alexa technology in small speaker. One of the estimated was cybercrimes costs
could higher $6 trillion in 2021 [63].
7.2. Solution Q2
Table 3. Attacks and detection

Sr No. Attack Name Detection
1 Denial of Service Attack  Denial of Service attack is detected using monitoring the
packet using TTL approach
2 Reply Attack Reply attack can detected using the frequency base
approaches.

3 Spoofing Attack Spoofing attack can be detected using the machine
learning methods to use the physical layer information.

4 Insider Attack Insider attack can be detecting using the Hunting insider

threat monitoring the activity of the user.
5 Ransomware Attack Ransomware attack can be detected by using the watch

out for the known extension of file and watch out
increase in the files rename.
6 Gateway Attack Gateway attack can be detected using the wirelessly
virtual clients.

7.3. Q3 Solution

The physical layer of the IOT is more vulnerable to attack because in this layer sensors, actuators
and the objects takes a part in the data generation. Hence physical layer is targeted the attack such as the
DOS attack, jamming, tampering as well as eavesdropping. In mostly cases the sensors are targeted by the
jamming and the tampering.

ID : 561-0702/2024



Journal of Computing & Biomedical Informatics Volume 07 Issue 02

8. Conclusion

IOT gives many opportunities for the research. People are doing number of research on the topic
related to security issues of the IOT. This research has objective to give you knowledge about the important
IOT aspect especially focus on the security issues. There are several security issues in Internet of Things.
There have still need for the solutions related to security of IOT. This paper explained the security issues
in internet of things and the challenges related to security. This paper also describes the safety measures
for the IOT which include the confidentiality, availability, authentication, authorization and data integrity.
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