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Abstract: The Internet of Things (IoT) is now covering a huge area in order to transfer data between
particular things and devices. It has a wide range of benefits for business, medical, and consumer
segments, therefore. However, IoT is in constant development but it is also accompanied with
certain technical complications and hurdles that must be solved during implementation. The
technical obstacles represent several fields like the hardware, software, application frameworks, and
communication standards and protocols. However, apart from that, there are some other concerns
including security, privacy, and safety issues. Computer networks are plagued by cybercrime and
the situation aggravates with IoT-based systems. Investigation of this nature becomes problematic
because of the added complexities of the IoT infrastructure, which comprises several IoT devices
and ecosystems. With the number of internet-connected gadgets being so vast, cyber criminals are
able to launch attacks over the network at the speed of light. This process of the crimes in the IoT-
based application is difficult. Traditional digital forensic investigation methods are not sufficient for
investigating IoT-based systems due to the unique nature of IoT systems. This paper introduces an
application-specific investigation model for tracking attackers in IoT-based systems. It also identifies
the obstacles associated with this investigation and outlines the future path of IoT forensic.
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1. Introduction

The Internet of Things (IoT) is experiencing a tremendous increase in popularity. The Internet of
Things (IoT) provides numerous advantages to homes, cities, organizations, industries, and other entities.
Deploying IoT in business, medical, and city sectors has numerous benefits. It improves our quality of life,
enhances productivity in organizations, reduces time and cost in the supply chain, and creates better cus-
tomer experiences, healthcare, and city life. IoT technology has revolutionized various industries, unlock-
ing numerous benefits such as the Industrial Internet of Things (IloT), Internet of Medical Things (IoMT),
V2X communications (Vehicle to Everything Communications), Internet of Vehicles (IoV), and the internet
of battlefield Things (IoBT) [33], are being obtained in favor of the general-to-specific approach. The Inter-
net of Things (IoT) does not refer to any specific entity, gadget, or technological innovation. The term "In-
ternet of Things" refers to the integration of sensors, gadgets, communication technologies, data analytics,
software, and cloud computing technology.

Simultaneously, the paradigm IoT has generated a security apprehension for users. The Internet of
Things (IoT) is currently linked to billions of devices, yet the security of IoT devices is insufficient, which
puts users' privacy at risk. Cybercriminals can swiftly breach computer systems and pilfer important data.
The Internet of Things (IoT) has revolutionized multiple industries including manufacturing, healthcare,
transport, and agriculture. In the near future, IoT will extend its presence to everyday items such as food
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packages, furniture, paper-based documents, and other supplementary objects as predicted by the US Na-
tional Intelligence Council (NIC) [1].

According to Microsoft's digital defense report for 2022, the security of IT hardware and software
products has improved in recent years. However, the security of IoT has not been adequately addressed.
In 2017, the US Food and Drug Administration issued a warning that an individual skilled in IoT hacking
can exploit system vulnerabilities using hacking tools, posing a significant risk to the lives of patients with
pacemakers. Furthermore, numerous intelligent gadgets are susceptible to exploitation by users as a result
of manufacturers. The appliance offers numerous capabilities and information, but it does not explicitly
disclose the location of the captured information, whether it is stored in the cloud or locally [9, 7, 8]. This
type of incident leads to an attack due to a vulnerability, which is why it necessitates the use of digital
forensics for investigation. However, standard digital forensics is insufficient for analyzing IoT systems
and uncovering evidence. IoT forensics is becoming increasingly imperative at its own rate of progression.
Utilizing IoT forensics presents numerous challenges for inquiry, although it also offers novel opportuni-
ties to examine incidents. The Internet of Things (IoT) utilizes wearable gadgets and other interconnected
objects that can provide as evidence for investigators.

This paper aims to discuss IoT forensics from three perspectives. Firstly, we examine a case study that
focuses on an IoT application targeted for attack. Secondly, we explore the methods of gathering authenti-
cation from the IoT framework. Lastly, discovered the challenges involved in conducting IoT forensic in-
vestigations and propose future directions for IoT forensics.

2. Literature Review

The definitions of digital forensics are going to be discussed in this part. The writers, specialists, and
organizations that have contributed to these definitions come from a far wider variety of backgrounds. A
discussion of these definitions is going to take place in this portion of the article. The subsequent stage will
involve identifying the several varieties of digital forensics as well as the process model that corresponds
to each of these specific types of digital forensics. This will be done in order to move forward with the
process. Following that, we will proceed to provide a case study on the idea of the smart house, which will
be a continuation of the explanation that came before it for the purpose of providing further insight.

"Digital forensics" (DF) is an abbreviation for the term "digital forensics," which refers to the method-
ical process that is involved in the identification, gathering, extraction, inspection, and documenting of
digital evidence. The word "digital forensics" (DF) is an abbreviation for the phrase "digital forensics." In
the course of this procedure, the primary purpose is to identify any digital footprints that might be con-
nected to illegal activities. It is via the utilization of this strategy that this objective will be achieved. Con-
sidering the circumstances surrounding this particular case, the subject of digital evidence is one that is of
the utmost importance. Digital evidence can be traced back to digital sources, which include, but are not
limited to, mobile phones, computers, digital audio and video, and a wide variety of other digital devices.
Digital evidence can be used to establish certain facts. It is possible to trace the provenance of digital evi-
dence all the way back to digital sources that led to digital documentation. The number that should be
used is [3-4]. We have prepared a list of definitions that have been offered by a wide variety of authors,
organizations, and government bodies for your convenience. These definitions have been provided by a
variety of sources. These definitions are contained in this collection, which includes the following:

To facilitate and advance the reconstruction of criminal events or the detection of unauthorized ac-
tions that can disrupt planned operations, the utilization of methodologies that have been scientifically
validated and secure digital evidence by preserving, collection, validating, identifying, analyzing, inter-
preting, documenting, and presenting it with expertise and care. This is done to accomplish the goals. This
action is taken to achieve the objectives that were indicated earlier. In no way is it [5].

The process of recognizing an occurrence using scientific procedures in a practical situation is referred
to as a scientific investigation. Additionally, the process of gathering, examining, and interpreting data
with the intention of providing evidence is also contained within a scientific investigation [6]. Or, to put it
another way, by definition, scientific research is an investigation that is comprehensive.

[7] Digital forensics focuses on the recognition, accessing, manipulation, preception, and documenta-
tion of information that has been electronically saved. The primary goals of digital forensics are to accom-
plish these things. In the realm of forensic science, digital forensics encompasses a subfield. There is a
subfield that falls under the umbrella of forensic science that is known as digital forensics.
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Among the subfields that fall under the umbrella of forensics, digital forensics is one that focuses on
the safeguarding, investigation, and interpretation of digital evidence. The implementation of methods
such as preservation, inspection, and analysis are utilized in order to attain this goal. Specifically, the
phrase "digital forensics" refers to this subfield of forensics that is being discussed here.

Digital forensics is a subfield of forensic science that focuses largely on the retrieval and evaluation of
digital resources that are present in electronic devices and are relevant to the investigation of cybercrime
[8]. This subfield of forensic science is a subfield of forensic science. Another name for digital forensics is
digital forensic research. Both terms are used interchangeably. There is a subfield that falls under the um-
brella of forensic science that is known as digital forensics.

The process of obtaining, preserving, assessing, and storing electronic data that may be exploited in
an investigation is referred to as "deep learning" in the field of digital forensics. This technique is also
known as "deep learning." Another name for this technique is "digital reconstruction,” which is similar to
the one described above. There is a possibility that this evidence does not pertain to the investigation,
despite the fact that it is being taking into consideration. Information obtained from a wide variety of dig-
ital devices is included in this category. These digital devices include, but are not limited to, computer hard
drives, smartphones, smart home appliances, automotive GPS systems, digital locks, and significantly
more [9]. The information that is included in this category is that which is collected via a wide variety of
digital media devices.

3. Materials and Methods

The practice of combining digital evidence with materialistic evidence is what is known as Internet of
Things (IoT) forensics. This is because the Internet of Things (IoT) is a cyber-physical system. This is the
reason why this holds true. On the other hand, in contrast to the forensic investigation system for the In-
ternet of Things (IoT), which holds a device accountable for its actions, the digital forensic investigation
model does not place any emphasis on the physical evidence of the digital systems. The IoT system uses
an encoded device that dictates proper functioning of the devices. Internet of things is actually a network
of many such supplementary networks, sensors and devices that communicate with each other. However,
the Internet is just a small part of the whole Internet of Things. Investigation into the Internet of things
device application forensics starts with data collection of both digital and physical data. In order to achieve
this purpose, digital as well as physical evidence should undergo an analysis. There are 3 IoT investigative
models employed in the process of conducting forensic investigations [10]. These are the Digital forensic
investigation model (DFIM), the Hybrid model, and the 1-2-3 zones of digital forensics. The huge and in-
tricate IoT areas require you to choose a model that is the most suitable to the research situation. Choose
the model that suits the research the most. Moreover, for the objective to be achieved, the admissibility of
the evidence and its credibility should be established too because it enables us to spend less money and
time on the pursuit and the process is accepted completely. Keeping this in mind at all times is something
that should be done consistently. In general, it is carried out with a concentrate on the technical and legal
components of the problem that is being dealt with. For a decision to be made, it is essential for it to satisfy
both the facts that are relevant to the situation and its own competence. Only then can a decision be made.
As a piece of information that is dependable and correct, this is something that is required in order for the
court or any other authority to be able to use it by themselves. The design of systems that are connected to
the Internet of Things has led us to identify four distinct types of digital forensics layers. These layers are
based on the connections between the systems.

Perception Platform v;
Layer Layer L

I_ Device I_Network I_ Cloud I_\ Live v
\

Forensics Forensics Forensics Forensics

Figure 1. IoT forensics phase
Figure 1 depicts the layered approach to Internet of Things (IoT) forensics, which can be seen here.
This approach may be viewed here. Device forensics is utilized in the perception layer, network forensics
is utilized in the network layer, cloud forensics is utilized in the platform layer, and live forensics is utilized
in the application layer of the Internet of Things application. All of these forensics techniques are utilized
in the Internet of Things application. Figure 2 illustrates the forensic prototype of a smart home that has
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been affected by the architecture of Internet of Things (IoT) applications. This prototype was developed by
our team.

Server (The Cloud)-
Cloud Forensics

! Smart hub, Voice
' assistants, ZigBee, etc

i Network Forensics

Sensors and
Devices-

Mobile app, Web
app-

Live Forensics Device Forensics

-1 2- RN

| i O E
g F 3= lG0

Figure 2. IoT Forensics prototype of smart home

3.1 Challenges For IoT Forensics
The forensic examination of the gives rise to certain issues, the character of IoT devices and networks being
very peculiar [5, 10-16]:

1)

2)

3)

4)

5)

6)

7)

8)

In addition to offering a wide range of capabilities, Internet of Things devices can take the form of any-
thing from wearable devices to small objects. These devices can also use a variety of operating systems,
protocols, and data formats. Considering this, the creation of generalized forensic techniques that are
capable of being deployed on all Internet of Things devices is called into question.

The volume of data: It may be challenging to analyze the data produced by these Internet of Things
devices because of their huge potential to generate data. Furthermore, the data that is being produced
by Internet of Things equipment is frequently unstructured, which may necessitate the utilization of
specific analytical techniques and approaches to comprehend it.

Distributed nature: The devices in the Internet of Things are typically connected to several networks,
like mobile, cloud, and local networks. Since data is distributed around the system in fragments, this
suggests that the data flow becomes non-linear.

Privacy and security concerns: "The Internet of Things (IoT) devices communicate with one another and
retain sensitive information, such as health statistics or financial data. Privacy is of the utmost im-
portance during forensic investigations, and it will be protected at all costs in order to prevent unau-
thorized access or publication of information as much as possible.

Lack of standardization: It is difficult to build uniform forensic methods that can be applied to all Inter-
net of Things devices because there is a lack of operational consistency in the Internet of Things devices.
Limited resources: Due to the fact that dozens of Internet of Things devices have a limited computer
power, it may be impossible for them to accomplish forensic accounting. Moreover, the devices may
have storage limitation which would make it impossible for law enforcement personnel to be able to
save material for examination”.

As a result of the fact that Internet of Things devices generate data in real time, it might be difficult to
swiftly discover, evaluate, and respond to security breaches.

As the IoT law and regulation is still in emerging stage, investigators have to necessarily study the
recent law and regulations related to IoT devices forensics.

Consequently, IoT gadget investigation implementation involves using skills and tools that have spe-
cialized techniques to circumvent these obstacles and obtain more important information from the IoT
datasets. With the rapid development of IoT technology it would be no surprise that new challenges
and opportunities would arise to an even greater extent for the field of IoT forensics. This is likely to
require more frequent innovation and adaptation to these new developments.

3.2 Future Aspects For IoT Forensics
Future considerations of IoT forensic investigations [17-22]:

ID : 027-S11/2024

ICASET



Journal of Computing & Biomedical Informatics ICASET

1) When it comes to conducting forensic investigations involving the Internet of Things (IoT), the devel-
opment of standardized tools and methods has the potential to improve both efficiency and results. On
the other hand, the development of similar technologies and techniques can be of assistance in resolving
issues pertaining to standardization, data collection, analysis, and other related issues.

2) Inorder to enable automation in the data analysis process while simultaneously improving the accuracy
and speed of the analysis, it is possible to apply a mix of artificial intelligence and machine learning.
These technologies have the potential to assist in the identification of trends and outliers in data, even
those that are beyond the human capacity to notice.

3) Improved time synchronization techniques are a major enabler for the data collected from numerous
devices to be synchronized to the same time reference. This is why these approaches are so important.
Because of this, the specialists are able to provide a more accurate timeline of the events that included
their research.

4) The construction of application-specific profiling designs will serve to tackle the problems that are
caused by the unstable environment and resource limits that are typical of devices that are connected
to the Internet of Things. The use of these models allows for the identification of data that has been
highlighted, as well as the reduction of the amount of needless data that is gathered during the investi-
gation process.

5) Itis of the utmost significance to ensure that the data acquired by the Internet of Things (IoT) for both
individuals and businesses are protected. Looking into ways to secure the privacy and security of data
in order to prevent data from being tampered with is the next step that Internet of Things forensic in-
vestigations will take in the future.

6) There is the possibility of implementing forensic readiness, which entails the design of Internet of
Things devices to aid future forensic investigations. This includes the capability to collect data and store
it in a secure location for subsequent analysis.

7) There is a pressing need for the development of sophisticated forensic tools that are able to manage the
vast amounts of complicated data that are produced by Internet of Things devices. These tools ought to
make it possible to conduct forensic analysis and respond in real time.

8) When it comes to Internet of Things (IoT) forensic investigations, the future directions should primarily
concentrate on addressing the issues that are brought by IoT devices while simultaneously improving
the efficiency and accuracy of investigations.

4. Conclusion

The research underlines the evolution of the pivotal role of cyber forensic analysis in the context of
increasing spread of IoT devices and their capabilities to influence the confidentiality and the enterprise
data. The piece underlines the very challenges associated with this type of work: getting and processing
data, protecting individual privacy and guaranteeing security, agreeing to a common set of regulations,
synchronizing clocks, and adapting to new conditions in space and the other three.

The outlined application-specific model for investigations here provides a structured approach to ad-
dress the problems and hence improves the precision and effectiveness of the IoT forensic investigations.
The article details what points should be improved in order further improve the efficacy of these methods.
In essence, the article stresses the importance of using efficient tools when doing IoT Forensics. Moreover,
it presents some of the possible solutions for the mentioned issues and gives the directions for the future
of investigations of the IoT incidents.
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