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Abstract: The Internet of Things (IoT) has become a focal point in contemporary research, capturing 
the imagination of researchers as they explore its transformative potential for the future. Despite 
the notable progress and development in the field of IoT, a host of vulnerabilities has surfaced, 
challenging the overall security of this technology. Interestingly, various attacks on IoT have been 
conceived even before its widespread commercial adoption. This study takes a deep dive into the 
realm of IoT attacks, categorizing them based on the layers of the IoT architecture. It aims to provide 
a comprehensive understanding of these attacks without delving into specific countermeasures. The 
given research study presents a state-of-the-art survey, shedding light on the diverse spectrum of 
attacks within the IoT framework, and contributing valuable insights to the ongoing discourse on 
IoT security.   
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1. Introduction 
Today, billions of devices talk to each other through something called the Internet of Things (IoT). 

The term was made up by Kevin Ashton in 1999 while he was working on making supply chains better at 
Proctor & Gamble [1]. Now, two decades later, the Internet of Things includes many different uses in areas 
like healthcare, farming, utilities, and transportation. Even though the meaning of it has changed over time, 
its main goal is still the same as when it was first created: to make things work well and give people 
information faster than systems that need humans to do everything [2]. Consequently, the proliferation of 
connected devices continues to escalate. As per Strategy Analytics, the number of connected things is 
expected to surpass 38 billion by the close of 2025 and reach 50 billion by 2030 [3]. 

Even though there's a fast increase in the number of connected devices, leading to the development 
of new and creative business models, security and privacy often don't get the attention they need [4]. This 
lack of focus gives rise to various security and privacy problems related to the IoT [5], putting its acceptance 
at risk [6]. Linking smart devices to the internet without strong security measures can open the door to 
more potential attacks and give adversaries more ways to get in. This situation poses a threat to the overall 
security of the system [7]. 

In order to effectively understand and mitigate these threats, it is crucial to classify cyberattacks within 
the IoT framework based on the five layers: business, middleware, application, network, and perception. 
This classification provides a comprehensive approach to analyzing and addressing vulnerabilities across 
the IoT ecosystem. 
1.1 Challenges and Security Concerns in IoT 

The realm of the IoT encounters various challenges and security issues that demand attention for 
effective operation and protection. Following are some of them. 
1.1.1 Insecure Network Services 

Given the heavy reliance of IoT systems on network communications, securing these networks is 

mailto:zain.ali90890@gmail.com


Journal of Computing & Biomedical Informatics                                                                                        Volume 06  Issue 02                                                                                         

ID : 331-0602/2024  

essential. Failure to do so can expose network services to compromise through attacks like buffer 
overflows, fuzzing, distributed denial-of-service (DDoS), and other forms of intrusion [8]. 
1.1.2 Bandwidth and Power Consumption 

IoT devices are designed to be compact, with limited computing power and memory. This restricts 
the application of advanced cryptographic algorithms due to their high computing and memory demands. 
Additionally, IoT systems often involve numerous connected sensors, leading to potential high bandwidth 
usage. To address this, security measures should be implemented with minimal impact on the IoT system 
[8, 9]. 
1.1.3 Insufficient Authentication and Authorization Mechanism 

Many IoT devices face issues related to weak and default passwords, insecure credentials, and a lack 
of access control. This vulnerability can be exploited by attackers to compromise privacy and data integrity. 
Therefore, implementing robust authentication and authorization mechanisms is crucial [8, 10]. 
1.1.4 Insecure Web Interface 

A significant number of IoT devices have web interfaces that lack the requirement for strong 
passwords. Some of these interfaces also fail to lock out users after multiple unsuccessful login attempts. 
Consequently, these interfaces become susceptible to various attacks, such as brute force credentials, 
injections, and scripting attacks. Strengthening web interface security is imperative [8, 11].  
1.2 Need for Security 

Securing the IoT at its various layers is crucial for mitigating risks and vulnerabilities. Beginning with 
the Perception Layer, protection against physical attacks is vital to prevent unauthorized access and 
manipulation of sensor data. In the Network Layer, ensuring secure data transfer maintains the integrity 
and confidentiality of exchanged information. The Middleware Layer faces threats like SQL injection, 
necessitating robust security to prevent unauthorized access and data manipulation. Security in the 
Application Layer defends against phishing and denial-of-service attacks, preserving user confidentiality. 
At the Business Layer, comprehensive security guards against zero-day exploits, preventing unauthorized 
control and data breaches. In summary, securing IoT layers is essential for preserving data integrity, 
ensuring seamless communication, and protecting user privacy, upholding the trustworthiness of the 
system. This approach aligns with the fundamental principles of Confidentiality, Integrity, and 
Availability (CIA), reinforcing the overall resilience of IoT ecosystems. 
 
2. IoT 5 Layer Architecture 

Due to the non-standardization of IoT, there are various architectures [12] such as three layer 
(perception, network and application layer), four layer (perception, network, and middleware and 
application layer). But in this study, five-layered architectures (perception, network, middleware, 
application and business layer) is discussed.  

 
 

Figure 1. IoT Five Layer Architecture 
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Here each layer as mentioned in Figure. 1 is described in detail.  
2.1 Perception Layer 
      The perception layer stands as the initial tier in IoT architecture, linking to the real world to sense and 
gather data from the surroundings. This layer incorporates sensors and actuators, which are devices that 
measure values like temperature, pH, light, gas, and more, as well as detect functionalities such as location 
and motion [13]. 
2.2 Network Layer 
     The network layer serves as a communication channel, facilitating the transfer of data gathered in the 
sensing layer to other connected devices. In IoT devices, various communication technologies such as Wi-
Fi, Bluetooth, Zigbee, Z-Wave, LoRa, and cellular networks [14] are employed in the network layer. This 
enables the smooth flow of data between different devices within the same network [15].  
2.3 Middleware Layer 
     The processing layer, also called the middleware layer, is built on the network layer. It provides an 
Application Programming Interface (API) for creating applications and offers a range of services accessible 
within this layer [16]. This layer takes charge of managing, analyzing, processing, and storing the data it 
receives. It has the capability to make decisions based on the processed data without requiring human 
intervention. Additionally, this layer leverages established solutions such as cloud computing, big data, 
and databases [13]. 
2.4 Application Layer 
     The application layer can provide the specific service requested by the user [13]. The application layer 
differs significantly across various IoT applications and devices. Given the wide array of IoT devices from 
different manufacturers, there is no established standard for the appearance of an application layer. This 
layer is responsible for linking end users to API endpoints using a user interface. Additionally, it manages 
tasks such as authentication, login, data viewing, and various others [17].   
2.5 Business Layer 
     This layer is responsible for overseeing the entire IoT system [19]. Its function involves regulating 
applications, business operations, and profit models. Additionally, it plays a crucial role in managing users' 
privacy within the system [13]. The business layer is where decisions are made based on data and solutions 
from the application layer. At this level, patterns decoded from the application layer are used to gain 
further business insights, predict future trends, and make operational decisions that improve productivity, 
security, cost-effectiveness, customer satisfaction, and other critical business factors. This layer 
encompasses business process management, business analytics, and business rules. It is responsible for 
handling business logic and establishing procedures to ensure that all business objectives of the IoT system 
are met [18]. 

 

 
Figure 2. IoT Ecosystem 

 
3. Threats and Attacks on IoT 5 Layer Architecture 
3.1 Physical Layer Attack 
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     Physical attacks are employed to discover new vulnerabilities in IoT systems, specifically targeting the 
hardware devices. These attacks encompass actions like reverse engineering, radio frequency interference, 
tampering, and social engineering. 
3.1.1 Reverse Engineering 
     In this method, an attacker dismembers a device to uncover vulnerabilities. After identifying both 
known and unknown vulnerabilities, the attacker can exploit them on other devices within a connected 
network [17]. 
3.1.2 Tampering 
     Tampering occurs when an IoT device is physically altered by an attacker, allowing them to access login 
credentials, encryption keys, and other sensitive information [17]. 
3.1.3 Radio Frequency Interference 
     The attacker executes a Denial of Service attack by transmitting disruptive signals over radio frequency 
signals, particularly affecting the communication of RFID devices [19]. 
3.1.4 Social Engineering  
      Social Engineering involves the attacker manipulating users within an IoT system to obtain private 
information or coerce them into taking specific actions that align with the attacker's objectives [20]. 
3.1.5 Malicious Node Injection 
     The adversary can physically introduce a new malicious node between two or more nodes in the IoT 
system. This allows them to control all data flow to and from the nodes, manipulating their operation [20].  
3.1.6 Sleep Deprivation Attack 
    Many sensor nodes in the IoT system rely on replaceable batteries and are programmed to follow sleep 
routines for extended battery life. A Sleep Deprivation Attack keeps the nodes awake, leading to increased 
power consumption and eventual shutdown [20]. 
3.1.7 Node Tampering 
     The attacker can harm a sensor node by physically replacing the entire node or part of its hardware. 
They may also electronically interrogate the nodes to gain access and modify sensitive information, such 
as shared cryptographic keys or routing tables. This action could impact the operation of higher 
communication layers [21].  
3.2 Network Layer 
    These assaults pose a significant danger to the security and privacy of interconnected devices and 
systems. They have the potential to undermine the functionality, integrity, availability, and confidentiality 
of the data and services offered by IoT devices [22]. Common network attacks in IoT are following.  
3.2.1 Traffic Analysis Attacks 
      The attacker intercepts and examines messages to gather network information [23]. 
3.2.2 RFID Spoofing: 

   Adversaries create false RFID signals to capture information transmitted from RFID tags. Spoofing 
attacks provide misleading information that the system mistakenly accepts [24]. 
3.2.3 Sinkhole Attack 
    The attacker diverts all traffic from Wireless Sensor Network (WSN) nodes, creating a metaphorical 
sinkhole. This attack compromises data confidentiality and denies service to the network by dropping 
packets instead of forwarding them to the intended destination [25]. 
3.2.4 Man-In-the-Middle Attack (MITM) 
    The attacker intervenes between two sensor nodes over the network, accessing restricted data and 
violating privacy by monitoring, eavesdropping, and controlling communication. Unlike Malicious Node 
Injection, this attack doesn't necessarily require physical presence but relies on the network communication 
protocols of an IoT system [26]. 
3.2.5 RFID Cloning 

In this attack, the adversary copies data from one RFID tag to another without replicating the original 
ID. This allows the attacker to insert incorrect data or control the information passing through the cloned 
node [20]. 
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3.2.6 RFID Unauthorized Access 
Without proper authentication in RFID systems, adversaries can observe, alter, or remove information 

on nodes [20]. 
3.2.7 Denial of Service DoS 

An attacker floods an IoT network with more data than it can handle, leading to a successful Denial of 
Service attack [27]. 
3.3 Routing Information Attacks 

These direct attacks involve the adversary complicating the network by spoofing, altering, or replaying 
routing information. This can create routing loops, allow or drop traffic, send false error messages, shorten 
or extend source routes, or even partition the network [28].  
3.4 Sybil Attack 

A malicious node (Sybil Node) claims the identities of multiple nodes, impersonating them. This leads 
to neighboring Wireless Sensor Network (WSN) nodes accepting false information, potentially impacting 
scenarios like a WSN voting system or the selection of a Sybil node as part of a routing path [29]. 
3.5 Middleware Layer 

Various attacks and security threats are linked to this layer due to the accumulation of a large amount of 
data and the utilization of cloud computing [30]. The primary objective of these attacks is to compromise 
users' privacy by potentially destroying or unauthorized access to cloud data [33]. 
3.6 SQL Injection Attack 

Middleware is susceptible to SQL injection (SQLi) attacks, where an attacker inserts a malicious SQL 
query into a program. This enables unauthorized access to private user information and allows 
manipulation of database entries [30]. SQLi is identified as a significant threat to web security according to 
the Open Web Application Security Project (OWASP) top 10 in 2018. 
3.7 Flooding Attack in Cloud 

Cloud-based denial of service attacks adopt a similar method, impacting Quality of Service (QoS) by 
overwhelming cloud resources with a continuous stream of queries. These attacks can significantly affect 
cloud systems by straining the cloud servers [31]. 
3.8 Man-in-the-Middle Attack (MITM) 

In the context of middleware using MQTT protocol, subscribers and clients communicate through an 
MQTT broker, which acts as a proxy. This allows messages to be sent to multiple recipients without 
disclosing their destinations. If an attacker gains control of the broker, they can take over communication 
without the clients being aware [31]. 
3.9 Signature Wrapping Attack 

Middleware's web services employ XML signatures, making them vulnerable to a signature wrapping 
attack. In this attack, an adversary exploits weaknesses in the Simple Object Access Protocol (SOAP) to 
compromise the signature scheme. This enables them to execute operations or modify intercepted 
messages [31]. 
3.10 Application Layer 

There are various attacks associated with this layer.  
3.11 Phishing Attacks 

In a phishing attack, the attacker deceives a user into revealing confidential information by 
impersonating authentication credentials. This is often done through infected emails or fraudulent 
websites [34]. 
3.12 Malicious Software (Viruses, Worms, Trojan Horse, Spyware, and Adware) 

Adversaries can compromise the system by introducing harmful software, leading to various 
consequences such as stealing information, manipulating data, or even initiating a denial of service [35]. 
3.13 Malicious Scripts 
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Given the IoT network's connection to the internet, an attacker might trick the gateway controller into 
running executable active-x scripts. This could result in a complete system shutdown or unauthorized 
access leading to data theft [35]. 
3.14 Denial of Service (DoS and DDoS) Attacks 

Attackers can launch DoS or DDoS attacks on the IoT network through the application layer, impacting 
all users. This type of attack can block legitimate users from accessing the application layer, providing the 
attacker with full access to databases and sensitive data [36]. 
3.15 Spoofing Attack 

An attacker might pretend to be a node and carry out a spoofing attack, a particularly risky type of attack 
due to its method. By using a portable reader, the attacker can record a transmission. When the attacker 
pretends to be the node, the retransmission may seem to come from a legitimate node. This kind of attack 
can occur across all three layers of IoT. Spoofing attacks, involving the impersonation of nodes, fall into 
the category of authentication attacks and also breach privacy principles [37]. 
3.16 Path based DoS attack 

A Path-Based Denial of Service (PDoS) attack, also known as a PDoS attack, occurs when data packets 
are flooded through multi-hop end-to-end communication paths [38]. 
3.17 DNS Spoofing or Poisoning Attacks 

DNS, or Domain Name System, translates domain names into IP addresses. In a DNS Spoofing attack, 
an attacker gains access to a DNS server and alters the IP address of a specific domain or website, 
redirecting users who access it [39]. DNS Poisoning happens when the attacker sends a fake DNS server 
response to corrupt the cached data in the DNS server. 
3.18 Business Layer 

Following are the business layer attacks.  
3.19 Zero-Day Exploits 

Zero-day exploits refer to vulnerabilities existing in the latest version of software that hackers exploit, 
and the software manufacturers are yet to discover. These attacks are highly dangerous as they remain 
undetected, making them challenging to address. Once identified, patches are released to rectify these 
vulnerabilities, and they are no longer termed Zero-day exploits [40]. 
 
4. Comparison of attack based on IoT layers 
 

Table 1. Comparison of Attacks. 
   Attack Classification Parameters 

IoT Layer  Attack 
Type 

Security 
Goals 

Damage 
Level 

Attacker 
Location 

Detection 
Chances 

DoS/D
DoS 

Attack 

Network, 
Applicati
on 

Active Availabil
ity 

High External Moderate 
to High 

MITM 
Attack 

Network, 
Middlew
are 

Active Integrity Moderat
e 

External Moderate 

DNS 
Poisoni

ng 

Applicati
on 

Passive Integrity Moderat
e 

External Low to 
Moderate 

Spoofin
g 

Network, 
Applicati
on 

Active Integrity
, 
Confide
ntiality 

Low External Low to 
Moderate 

Phishin
g 

Applicati
on 

Active Confide
ntiality 

Low External Moderate 

Injectio
n Attack 

Physical, 
Middlew

Active Integrity
, 

Moderat
e 

Internal Moderate 
to High 



Journal of Computing & Biomedical Informatics                                                                                        Volume 06  Issue 02                                                                                         

ID : 331-0602/2024  

are, 
Applicati
on 

Confide
ntiality 

Malicio
us 

Softwar
e  

Physical, 
Network, 
Applicati
on 

Active Integrity Moderat
e 

External, 
Internal 

Moderate 
to High 

Zero 
Day 

Exploit 

Business  Active Integrity High External Low to 
Moderate 

Social 
Enginee

ring 

Physical  Active Confide
ntiality 

Low External Low to 
Moderate 

Node 
Temper

ing 

Physical Active Confide
ntiality 

Low Internal Low to 
Moderate 

 
5. Conclusion  

In summary, the Internet of Things (IoT) architecture, structured into Perception, Network, Middleware, 
Application, and Business layers, underpins diverse applications across sectors. Threats and attacks across 
these layers present a multifaceted landscape. Physical Layer Attacks target hardware vulnerabilities, 
while Network Layer Attacks disrupt communication. Middleware Layer faces challenges like SQL 
injection, and Application Layer deals with phishing and injection attacks. The Business Layer confronts 
the risk of zero-day exploits. Detection chances vary based on attack types, emphasizing the need for a 
comprehensive security approach. As the IoT landscape evolves, addressing these challenges is pivotal for 
ensuring the security and resilience of connected devices. 
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