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Abstract: This research work emphasizes on the challenges and issues faced by a researcher while
working on anomaly detection using deep learning. The motivation behind this research is to
highlight the initial challenges and complexities encountered at the commencement of anomaly
detection. The primary hurdle involves the precise identification and categorization of anomalies,
with this paper expounding on various anomaly types and their distinctive characteristics. Another
challenge arises in the analytical process of discerning and selecting the most optimal model,
considering their varying levels of accuracy. So to make this task simpler the research elucidates
various deep learning models. Subsequently, it conducts a comprehensive review of the work
undertaken by different researchers in the realm of anomaly detection, comparing their learnings
and outputs. And the most accurate model is suggested. [37].

Keywords: Anomaly Detection; Deep Learning ; One-class Classification; Generative Cooperative
Learning ; CNN.

1. Introduction

The background of anomaly detection is rooted in various disciplines and has evolved over time.
Anomaly detection has historical roots in quality control processes in manufacturing, where deviations
from expected specifications were identified to maintain product quality [24]. Statistical methods, such as
control charts developed by Walter A. Shewhart in the 1920s, were early tools for detecting anomalies by
monitoring variations in production processes. In the mid-20th century, time series analysis techniques
emerged, and researchers began applying statistical methods to detect anomalies in sequences of data, such
as financial transactions or sensor readings. In the early 2000s, the isolation forest algorithm was intro-
duced, providing a scalable and efficient method for isolating anomalies by leveraging the characteristics
of random forests. Anomaly detection shifted towards machine learning and data mining approaches, par-
ticularly unsupervised learning techniques, where models are trained on normal data and anomalies are
identified as deviations from the learned patterns [25]. Clustering methods, such as k-means, were adapted
for anomaly detection, where anomalies were treated as data points that did not fit well into any cluster.
Anomaly detection has found applications in diverse industries, including finance, cybersecurity,
healthcare, and industrial operations, reflecting its broad utility in identifying irregularities and potential
issues within complex systems. The background of anomaly detection is characterized by a continuous
evolution, driven by advancements in statistical methods, machine learning, and deep learning [26]. As
technology continues to progress, so does the sophistication and effectiveness of anomaly detection tech-
niques of research.
2. Literature Review

The below Table 1, shows the comparison of deep learning approaches for anomaly detection used

in the recent studies
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Table 1. Comparison table of Deep Learning approaches for Anomaly detection

S.no Ref. Model Dataset Strength Strength/Drawbacks
1. Quatrinietal.,, Decision Real-World Extensive training a well-known anomaly
2020[1] Trees Dataset times are necessary detector, is employed,
for model training. particularly  suited for
industrial data.
2. Liuetal, Long Synthetic data The LSTM and auto- In an autoencoder-based
2020 [2] Short-term and public encoder (AE) based approach, the presence of
memory domain data models demonstrate uncommon regularities
superior and distort the learned
performance feature representations.
compared to state-
of-the-art  models.
[59]
3. Ganokratanaa Convolutional CUHK The proposed Through the
et al., 2020 Neural Avenue approach demands implementation of Edge
[3] Networks more computation Wrapping, the proposed
power due to its approach enhances
utilization of Encode Additionally, it
and Decode autonomously learns
Recurrent Neural normal samples without
Network as its the need for modifying any
architecture. settings.
4. Mehtaetal, The proposed model The proposed anomaly
2020 [4] can be commercially detection system is
deployed on any specifically designed for
GPU-based system fire detection and has
for the reliable potential for improvement
identification of fire  and diversification.
5. llyasetal, PETS 2009 The work proposes The proposed model is no
2021[5] the incorporation of t suitable for pixel-level
a manually crafted feature extraction.
feature to capture
high-level changes at
the frame level, and
the combination
model yields
improved outcomes.
6. Liuetal, Support Synthetic data The model is trained The model is trained using
2020[6] Vector and public using a one-class a one-class support vector
Machine domain data support vector machine (1-SVM)
machine (1-SVM) approach, and its
approach, and its performance, along with

7. Azizetal,
2021[7]

UMN
datasets

performance, along
with the algorithms.

The proposed
technique has the
capability to reduce

false motion
anomaly  detection
and localization
alarms.

the algorithms, is assessed
using real data sourced
from Colorado Water
Watch.

There are temporal and
spatial instances when the
proposed paradigm is
inappropriate. When
dealing with datasets that
exhibit complex
distributions the
normal class, the one-class

within
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8. Alfieetal, Generative
2021[8] adversarial
network
9. Baruaetal., Hierarchical
2020[9] Temporal
Memory
10. Zhao etel,, Attention
2020[10] networks
11. Koizumi et
al.,
2020 [12]
12. Pustokhina DADTPW
etal, 2021[11] Model

Real-world
data (Hajj)

Benign IoT

traffic

SMAP
MSL,
TSA,SMAP
[39]

UCSD
Anomaly
Detection
Datase

For spatial and
temporal
circumstances, the

suggested paradigm
is inappropriate. For

datasets with
complex
distributions inside

the normal class, the
one-class SVM
model is not a good
fit.

The work presents a
novel method for
real-time
identification  that
does not require
human involvement.
It uses hierarchical

anomaly

temporal memory
(HTM) in
conjunction with
ongoing
unsupervised
learning.

The foundation of
the research is the
dynamic handling of
several time series
through the use of
parallel graph
attention layers.

an attention process
designed to handle
time-frequency
stretching.
displaying
significantly ~ better
performance
compared to
conventional
methods.

efficiently recognizes
and categorizes
abnormalities  that
appear in the frame
according to their
superior attributes.

SVM model is not the best
fit.

To increase the model's
accuracy, more
improvements are needed,
especially when using
large-scale crowd datasets.

Because the input data for
unsupervised learning is
unknown and not pre-
classified, the results are
less reliable.

An important constraint of

the research is its
incapacity to ascertain the
topological configuration
among  the  sensors.,
particularly in  densely
populated and  highly
connected sensor

environments, which may
result in overlooking large
relational data.

While a promising
approach, the proposed
SPIDERNET  framework
lacks flexibility in
addressing dynamic
domain shifts.

For feature extraction in the

two-stage detection
approach, a large
processing  capacity is
required.
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13. Aboah et al., Multiple
2021.[13] models
14. Guansong deep
Pang 2020 [14] neural
network

15. Mamoon M. Hybrid EL
Saeed techniques
2023[16]

16. Gopikrishna  neural

Pavuluri 2023
[17]

network with
convolutional
autoencoder
and decoder

17. Haoyang Jia
2023[18]

Real-world
dataset
(live CCTV)

UCSD,
Subway,
UMN

(CFS-RF).
NB2015,
CIC_IDS2017,
NSL KDD,
and
CICDDQOS201
9

uUcCsD

MNIST,
fMNIST,
CIFAR-10

integrates  various
techniques,
including video [68]
sorting and anomaly
candidate screening,
to improve the
model's capacity to
identify
irregularities in a
variety of video
sources.

A method for end-to-
end trainable video
anomaly detection is
presented, which
eliminates the
requirement for
manually  labeling
normal/abnormal
data and allows for
combined

representation
learning and
anomaly scoring.

A suggested
anomaly  detection
system  for  6G
networks, called

AD6GNSs, makes use
of ensemble learning
(EL) that is tailored

for communication
networks.

The encoder
network is
responsible for
extracting
spatiotemporal

features from video
frames and encoding

them into a
compressed
representation.  the
decoder network
generates
reconstructed video
frames from the
encoded
representation.

By using two

decoders and two
encoders in pairs, the
method  generates
two sets of encoder-
decoder-encoder

(EDE) network
architectures. These
structures are

A small change in the data
has the potential to induce
a substantial change in the
decision tree's outcome.

Using the self-training
ordinal regression
approach, our end-to-end
anomaly score learner may
improve detection

performance iteratively.

dependable machine
learning models are
necessary. It is necessary to
train models in scenarios
that mimic hostile
environments in order to
create models that are
robust against hostile
inputs.

The research focuses on
evaluating the effectiveness
of larger and more complex
video datasets. It explores
the utilization of various
architectures, including
Optical flow and
variational autoencoders
for anomaly identification
in video footage.

The intention is to apply
the model to high-
resolution photos and
extend its applicability to
more diverse domains,
including medical imaging
or  security  imaging.
Additionally, the research
aims to explore the model's
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18. Yu
2020[20]

19. Ahad

Liu

Allogmani

2023[19]

20. Vafaei
2023[21]

Sadr

autoencoder
(AE) and the
long short-
term memory
encoder
decoder
(LSTM-ED)

deep learning-
based
anomaly
detection [73]

Deep learning
and
convolutional
neural
networks
(CNN)

CO2 dataset

INbreast and
MIAS.

MNIST,
CIFARI10, and
Galaxy-
DECaLS

employed to map
image distributions
to latent
distributions that are
already defined and
vice versa. The
technique uses a
two-phase training
approach designed
to  mitigate the
shortcomings

associated with
autoencoders (AEs)
and generative
adversarial networks
(GANSs). [49]

The study
investigates the
viability of using
anomaly  detection
techniques based on
machine learning in
vertical plant wall

systems. The
ultimate goal is
predictive
maintenance for
interior climate
control with more
automation and
intelligence.

The study attempts
to identify breast

abnormalities,

benign and
malignant cases
included, by

considering normal
data. To tackle the
problem of
unbalanced data, the
framework includes
data pre-processing

(image pre-
processing, in
particular) and

feature extraction by
using a pre-trained
model.

Improve on
established anomaly
detection methods to
the

space to dynamically

allow feature
evolve, which would
enable effective
anomaly

identification.

effectiveness in anomaly

detection within video
data.

Using low-cost sensors,
working  with  limited
datasets, and improving
anomaly detection

performance on less often
sampled data.

Implement generalization
techniques within a
framework to enhance
adaptability by leveraging
local data.

Enhance techniques for
augmenting anomaly data
to provide guidance to the
algorithm.
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21.

22.

23.

24.

25.

26.

Nedelkoski
2020[22]

Muhammad
Zaigham
Zaheer
2023[75]

Quatrini et al.,
2020[1]

Liu et al.,
2020 [2]

Ganokratanaa
etal., 2020

(3]

Mehta et al.,
2020 [4]

anomaly
detection
approach,
Logsy.

one-class
classification

(OCO),

Decision
Trees

Long
Short-term
memory

Convolutional
Neural
Networks

Blue Gene/L,
hunderbird

UCEF crime
and
ShanghaiTech

Real-World
Dataset

Synthetic data
and public
domain data

CUHK
Avenue

Strengthen the
security and
reliability of

computer systems.

Using an
unsupervised
approach to video
anomaly detection,
generative
cooperative learning
(GCL) builds a cross-
supervision between
a discriminator and a
generator by taking

use of the low
frequency of
anomalies.

Extensive  training

times are necessary
for model training.

When compared to
state-of-the-art

the LSTM
and  auto-encoder
(AE) based models
perform better.

[59]

The proposed
approach demands
more computation
power due to its
utilization of Encode

models,

and Decode
Recurrent Neural
Network as its
architecture.

The suggested
model can be
commercially

implemented on any
GPU-based
to accurately identify

system

firearms and fire in
areas under camera
surveillance,
resulting in a high
detection rate.

The goal of log anomaly
detection research is to
highlight the diversity of

both normal and
anomalous data by
investigating  alternative

methods for incorporating
richer domain bias. [42]

Since anomalies are
common in real-world
situations, generative

cooperative learning, or
GCL, is a more realistic

approach than oriented
comparative analysis
(OCC).

An established anomaly
detector method based on
decision forests and
decision jungles is used,
which is especially well-
suited for industrial data.
Uncommon  regularities
and outliers or anomalies
in the training data might
skew the learned feature
representations in  an
autoencoder-based
method.

The

improves

suggested method
anomaly
localization performance at
the pixel-level evaluation
by applying Edge
Wrapping. It also learns
typical samples on its own
without requiring any
parameter changes.

The

detection system has the

suggested anomaly

ability to be improved and
expanded upon, and it is
specifically made for the
detection of fires.
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27. llyasetal,, PETS 2009 The work proposes For the extraction of
2021[5] the incorporation of  features at the pixel level,
a manually crafted  the suggested model is not
feature to capture appropriate.
high-level changes at
the frame level, and
the combination
with a machine
learning (ML) and
deep learning (DL)
model yields
improved outcomes.
28. Liuetal., Support Synthetic data The model is trained The model is trained using
2020[6] Vector and public using a one-class a one-class support vector
Machine domain data support vector machine (1-SVM)
machine (1-SVM) approach, and its
approach, and its performance, along with
performance, along the algorithms, is assessed
with the algorithms, using real data sourced
is assessed using real from Colorado  Water
data sourced from Watch.
Colorado Water
Watch.
29. Azizetal., UMN The suggested There are temporal and
2021[7] datasets method can lessen spatial instances when the
erroneous  motion proposed  paradigm s
anomaly  detection inappropriate. When
and localization dealing with datasets that
alerts because of oxhibit complex
camera jitter and . e
object motions that distributions within the
. . normal class, the one-class
happen in unlikely ’
motion zones. SVM model is not the best
fit.
30. Alfie etal,, Generative Real-world There are temporal Further enhancements are
2021[8] adversarial data (Hajj) and spatial instances required to improve the
network when the proposed accuracy of the model,
paradigm is particularly when applied
inappropriate. When to large-scale crowd
dealing with datasets.
datasets that exhibit
complex
distributions within
the normal class, the
one-class SVM
model is not the best
fit.
31. Baruaetal., Hierarchical Benign  IoT Thestudy introduces Because the input data for
2020[9] Temporal traffic a real-time anomaly unsupervised learning is
Memory detection approach unknown and not pre-
employing classified, the results are
hierarchical less reliable.
temporal ~memory
(HTM) with
continual
unsupervised
learning, requiring
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32. Zhaoetel., Attention SMAP, MSL
2020[10] networks TSA,SMAP
[39]
33. Koizumi et
al.,
2020 [12]
34. Pustokhina DADTPW UCSD
etal, 2021[11] Model Anomaly
Detection
Datase
35. Aboahetal,, Multiple Real-world
2021.[13] models dataset
(live CCTV)
36. Guansong deep ucCsD,
Pang 2020 [14] neural Subway,
network UMN

no human
intervention.

The foundation of
the research is the
dynamic handling of
several time series
through the use of
parallel graph
attention layers.

In order to manage
time-frequency
stretching, the study
presents an attention
The
results demonstrate
the superiority of
this methodology,
showing a notable
improvement
traditional
procedures.
The suggested
method efficiently
detects and
categorizes
abnormalities  that
arise in the frame
according to their
superior attributes.

technique.

over

The research
combines multiple
methods, such as
anomaly candidate

filtering and video
[68] sorting,  to
improve the model's
ability to identify
anomalies in a
variety of films.

A method for end-to-
end trainable video
anomaly detection is
presented, which
eliminates the
requirement for
manually  labeling
normal/abnormal
data and allows for
combined
representation
learning
anomaly scoring.

and

While a promising
approach, the proposed
SPIDERNET  framework
lacks flexibility in
addressing dynamic
domain shifts.

For feature extraction in the

two-stage detection
approach, a large
processing  capacity  is
required.

A small change in the data
has the potential to induce
a substantial change in the
decision tree's outcome.

Using the self-training
ordinal regression
approach, our end-to-end
anomaly score learner may
improve detection

performance iteratively.
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37. Mamoon M. Hybrid EL (CFS-RF). A suggested Machine learning models
Saeed techniques NB2015, anomaly detection that are robust are
2023[16] CIC_IDS2017, system for 6G necessary to handle hostile

NSL KDD, networks, called inputs. It is necessary to
and AD6GNSs, makes use train models in scenarios
CICDDOS201  of ensemble learning  that mimic hostile
9 (EL) that is tailored environments in order to
for communication create models that are
networks. robust against hostile

inputs.

38. Gopikrishna convolutional UCSD An encoder network The main goal of the study
Pavuluri 2023 autoencoder and a decoder is to assess how well larger,
[17] and decoder network are parts of more intricate  video

neural the model collections  perform. It
network architecture. The investigates the application
task of encoding of different architectures
video frames into a for anomaly detection in
compressed video data, such as
representation and variational autoencoders
extracting and optical flow.
spatiotemporal
properties from
them falls to the
encoder  network.
Concurrently,  the
encoded
representation is
used by the decoder
network to create
reconstructed video
frames.

39. Haoyang Jia MNIST, The method creates The objective is to expand

2023[18] fMNIST, two sets of encoder- the model's applicability to

CIFAR-10 decoder-encoder more varied domains, such
(EDE) network as security or medical
architectures by imaging, and generalize it
using two decoders to high-resolution images.
and two encoders in  Additionally, the research
pairs. These aims to explore the model's
structures are used effectiveness in anomaly
to convert between detection within video
defined latent data.
distributions and
image distributions.
In order to address
the drawbacks of
both generative
adversarial networks
(GANSs) and
autoencoders (AEs),
the method uses a
two-stage  training
strategy. [49]

40. Yu Liu autoencoder CO2 dataset The study improving the

2020[20] (AE) and the investigates the performance of cheap
long short- viability of wusing sensors, working with
term memory anomaly detection limited datasets, and
encoder techniques based on improving anomaly
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41.

42.

43.

44.

Ahad
Allogmani
2023[19]

Vafaei
2023[21]

Sadr

Nedelkoski
2020[22]

Muhammad
Zaigham
Zaheer
2023[75]

decoder
(LSTM-ED)

deep learning-
based
anomaly
detection [73]

Deep learning
and
convolutional
neural
networks
(CNN)

anomaly
detection
approach,
Logsy.

one-class
classification

(OCO),

INbreast and
MIAS.

MNIST,
CIFARI10, and
Galaxy-
DECaLS

Blue Gene/L,
hunderbird

UCEF crime
and
ShanghaiTech

machine learning in
vertical plant wall

systems. The
ultimate goal is
predictive
maintenance for
interior climate
control with more
automation and
intelligence.

intends to use
normal data to
identify breast

anomalies, including
benign and
malignant cases. The
framework aims to
tackle the problem of
unbalanced data by
implementing data
pre-processing
techniques,
particularly picture
pre-processing, and
feature extraction by
employing a pre-
trained model.
Improve on
established anomaly
detection methods to

allow the feature
space to dynamically
evolve, which would
enable effective
anomaly
identification.
Strengthen the
security and
reliability of

computer systems.

Using an
unsupervised
approach to video
anomaly detection,
generative
cooperative learning
(GCL) builds a cross-
supervision between
a discriminator and a
generator by taking

use of the low
frequency of
anomalies.

detection on less often

sampled data.

Implement generalization
techniques within a
framework to enhance
adaptability by leveraging
local data.

Enhance techniques for
augmenting anomaly data
to provide guidance to the
algorithm.

focus is on exploring
alternative approaches to
incorporate richer domain
bias, emphasizing the
diversity of both normal
and anomaly data. [42]

Since anomalies are
common in real-world
situations, generative

cooperative learning, or
GCL, is a more realistic

approach than oriented
comparative analysis
(OCC).
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The literature review encompasses various studies on anomaly detection using machine learning. In the
study by [51] Quatrini et al. (2020) [1], Decision Trees were employed in a decision forest and decision
jungle-based approach for anomaly detection and process phase classification. The research emphasized
the practical application of the proposed method in industrial settings, using a real-world dataset. How-
ever, it noted the drawback of extensive training times required for model training. Liu et al. (2020) [2]
investigated anomaly detection [57] in IoT-based vertical plant walls for indoor climate control, employing
Long Short-term Memory (LSTM) and autoencoder (AE) based models. The study revealed superior per-
formance but highlighted the challenge of distorted feature representations in the presence of uncommon
regularities or outliers in the training data. [48] Ganokratanaa et al. (2020) [3] proposed an unsupervised
anomaly detection and localization approach using a deep spatiotemporal translation network. The study,
utilizing Convolutional Neural Networks (CNNs) and the CUHK Avenue dataset, demonstrated enhanced
[74] anomaly localization at the pixel level. However, it noted the increased computation power demand
due to the architecture involving Encode and Decode Recurrent Neural Networks.[65] Mehta et al. (2020)
[4] presented an anomaly detection system for fire and gun violence using deep neural networks, deploy-
able on GPU-based systems. The study emphasized its suitability for commercial use but acknowledged
the need for potential improvement and diversification, especially considering its specificity to fire detec-
tion. [50] Ilyas et al. (2021) [5] introduced a hybrid deep network-based approach for crowd anomaly de-
tection, combining manually crafted features with machine learning (ML) and deep learning (DL) models.
While achieving improved outcomes, the study noted the model's limitation in pixel-level feature extrac-
tion. Liu et al. (2020) [6] focused on machine learning and transport simulations for groundwater anomaly
detection, [45] utilizing a one-class support vector machine (1-SVM) approach. The study evaluated the
model on real data from Colorado Water Watch, emphasizing its performance assessment with both syn-
thetic and public domain data. Aziz et al. (2021) [7] investigated video anomaly detection and localization
based on appearance and motion models, aiming to reduce false alarms in complex scenarios. The study,
using UMN datasets, highlighted the model's unsuitability for spatial and temporal scenarios and its lim-
itations with complex distributions in the normal class. Alfie et al. (2021) [8] explored generative adversar-
ial network-based abnormal behavior detection in massive crowd videos, specifically focusing on a Hajj
case study. The study emphasized the model's limitations in spatial and temporal scenarios and the need
for further enhancements, particularly for large-scale crowd datasets. Barua et al. (2020) [9] proposed a
real-time anomaly detection approach using hierarchical temporal memory (HTM) in smart grids. The
study focused on benign IoT traffic, noting the challenges of less accurate outputs in unsupervised learn-
ing. Zhao et al. (2020) [10] investigated multivariate time-series anomaly detection via a graph attention
network, addressing various time series. While utilizing datasets from NASA, the study highlighted a sig-
nificant limitation in the model's inability to learn topological structures among sensors. Koizumi et al.
(2020) [12] introduced SPIDERnet for one-shot anomaly detection in sounds, demonstrating superior per-
formance but noting the framework's lack of flexibility in addressing dynamic domain shifts. Pustokhina
et al. (2021) [11] presented an automated deep learning-based anomaly detection system for pedestrian
walkways, emphasizing effectiveness and the computational requirements for feature extraction. Aboah et
al. (2021) [13] proposed a vision-based system for traffic anomaly detection, incorporating video sorting
and anomaly candidate filtering. The study noted the sensitivity of decision trees to small changes in data.
Guansong Pang (2020) [14] introduced a self-trained deep ordinal regression approach for end-to-end
video anomaly detection, leveraging datasets from UCSD, Subway, and UMN. The study highlighted the
model's capability for iterative enhancement of detection performance. Mamoon M. Saeed (2023) [16] pro-
posed an anomaly detection system for 6G networks using ensemble learning (EL) techniques, emphasiz-
ing the need for robust models to handle adversarial inputs. Gopikrishna Pavuluri (2023) [17] presented a
deep learning approach to video anomaly detection using convolutional autoencoders, exploring various
architectures and datasets from UCSD. Haoyang Jia (2023) [18] investigated anomaly detection in images
using shared autoencoders, focusing on generalization to high-resolution images [53] and diverse domains.
Yu Liu (2020) [20] explored anomaly detection in IoT-based vertical plant walls, emphasizing the feasibility
of machine learning methods for predictive maintenance. Ahad Allogmani (2023) [19] aimed to detect
breast cancer anomalies using deep learning, addressing imbalanced data and recommending generaliza-
tion techniques. Vafaei Sadr (2023) [21] proposed personalized anomaly detection using deep active learn-
ing, emphasizing dynamic evolution of the feature space and the need for data augmentation techniques
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[36]. Nedelkoski (2020) [22] strengthened computer system security with a self-attentive classification-
based anomaly detection approach, focusing on richer domain bias in log data. Muhammad Zaigham Za-
heer's work in "Generative Cooperative Learning for Unsupervised Video Anomaly Detection" (2023) in-
troduces a novel approach, the Generative Cooperative Learning (GCL), designed for unsupervised video
anomaly detection. This method strategically leverages the infrequent occurrence of anomalies by estab-
lishing cross-supervision between a generator and a discriminator. The study compares GCL with tradi-
tional one-class classification (OCC) methods and emphasizes the increased realism of GCL in real-world
scenarios where anomalies are natural events. The research is validated through extensive experiments on
UCF crime and ShanghaiTech datasets, demonstrating GCL's effectiveness and positioning it as a promis-
ing alternative for unsupervised video anomaly detection [75].

3. Materials and Methods
3.1. Complexities for identifying the anomaly

Anomaly detection is a crucial aspect of data analysis and machine learning, and it involves
identifying patterns or data points that deviate significantly from the expected or normal behavior within
a dataset. [27],[28] The characteristics of anomaly detection methods can vary based on the approach used,
but some common features and considerations include [71]

Processing Type

~Labels

DataType
e —
Characteristics
/ ermcearie & ) odels By Data — g
\ Detection / - Label _ — i
\ = Output of AD -
—_— Algorithms _— Scores

Point

-
Anomaly Type —
~—. Contextual

Collective

Figure 1. Characteristics of Anomaly detection

3.1.1. Supervised Learning

Supervised learning involves training an algorithm on a labeled dataset, where input data is associ-
ated with corresponding output labels. The objective is for the algorithm to grasp the mapping or correla-
tion between input features and their respective output labels. Following training, the model can then make
predictions or classifications on novel, unseen data. Applications of supervised learning encompass tasks
such as image recognition, speech recognition, and solving classification problems. As mentioned in Figure
1.
3.1.2. Unsupervised Learning

Many [64] anomaly detection methods are based on unsupervised learning, where the model is
trained on a dataset without explicit labels for normal and anomalous instances. This flexibility is
advantageous when labeled anomaly data is scarce or unavailable. Unsupervised learning involves
training the algorithm on an unlabeled dataset, where the input data is not paired with corresponding
output labels. The goal is typically to find patterns, structures, or relationships within the data.
Unsupervised learning encompasses tasks such as clustering, wherein the algorithm aggregates akin data
points, and dimensionality reduction, where the algorithm streamlines the dataset while preserving crucial
information. An example of unsupervised learning is clustering similar customer behaviors based on
purchase history.
3.1.3. Semi-Supervised Learning

Semi-supervised learning is a composite methodology that amalgamates facets of both supervised
and unsupervised learning. In this scenario, the dataset is partially labeled, meaning that some data points
have associated output labels, while others do not. The algorithm utilizes the annotated data to discern

ID : 268-0601/2023



Journal of Computing & Biomedical Informatics Volume 06 Issue 01

patterns and correlations, subsequently extrapolating this acquired knowledge to render predictions or
classifications on the unannotated data. Semi-supervised learning is particularly useful when obtaining a
fully labeled dataset is expensive or time-consuming. An example is using a partially labeled dataset for
training a model to classify emails as spam or not spam.

3.1.4. Normal Behavior Modeling:

Anomaly detection methods typically involve the construction of a model representing normal
behavior or patterns within the data. This model serves as a reference point for identifying deviations.
Anomaly detection algorithms, particularly those based on supervised or unsupervised learning, begin by
training on a dataset that is presumed to contain only normal instances. This dataset is often referred to as
the "training set."

e Feature Extraction and Representation:
e Model Construction

e Threshold Setting

¢ Dynamic Adaptation

¢ Evaluation and Tuning

3.2. Data Characteristics

Anomaly detection algorithms often assume that normal instances follow a certain distribution, and
deviations from this distribution are considered anomalies. The distribution may be Gaussian, uniform, or
exhibit other specific characteristics. Anomalies are typically rare events compared to normal instances,
leading to imbalanced datasets. Anomaly detection methods need to address imbalanced data to prevent
models from being biased toward the majority class. In scenarios involving time series data, the temporal
aspects are critical. Anomalies may manifest as sudden spikes, drops, or unusual patterns over time. Time-
dependent characteristics must be considered in the modeling process. Seasonal patterns or recurring
trends in time series data can impact anomaly detection. Understanding and accounting for seasonality are
essential to distinguish between expected variations and anomalous behavior. The number of features or
dimensions in the dataset influences the choice of anomaly detection methods. Noisy data, containing
errors or outliers unrelated to anomalies, can pose challenges for anomaly detection. Preprocessing steps
may be required to clean the data and improve the accuracy of anomaly detection models. Domain-specific
knowledge about the data and potential anomalies is valuable. Incorporating domain expertise can help in
feature selection, model interpretation, and setting appropriate thresholds for anomaly detection. In some
applications, the characteristics of normal behavior may change over time. Anomaly detection models
should be capable of adapting to these dynamic changes to maintain effectiveness.

3.2.1. Scalabilityand real time processing

Anomaly detection methods should be scalable to handle large datasets efficiently. This scalability is
crucial for applications in industries such as finance, cybersecurity, and industrial operations, where
datasets can be extensive. Depending on the application, anomaly detection may need to operate in real-
time or in batch processing mode [67]. Real-time processing is critical for scenarios where swift
identification and response to anomalies are required.

3.3. Techniques and Models of Machine Learning (ML) and Deep Learning (DL)

In traditional machine learning, [56] there is a reliance on manual feature engineering, whereas deep
learning excels in the automatic acquisition of hierarchical representations. Deep learning models demand
substantial computational resources and frequently necessitate robust hardware, particularly GPUs, in
contrast to numerous conventional machine learning models. Machine learning models are often more
interpretable, making them suitable for applications where transparency is crucial. Deep learning models
are sometimes considered black boxes. Each deep learning and machine learning exhibit unique strengths
and limitations, with the decision between them contingent on the particular problem at hand, the existing
dataset, and the computational resources accessible. Both deep learning and machine learning reside
within the realm of artificial intelligence (Al), concentrating on the formulation of algorithms and models
endowed with the capacity to learn and render predictions or decisions. Machine learning [54]
encompasses a broader scope, entailing the creation of algorithms and models that empower computers to
glean insights from data, progressively refining their performance on a designated task without the need
for explicit programming. [38]
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3.4. ML and DL Algorithms for Anomaly Detection
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Figure 2. Anomaly Detection Algorithms and Techniques

There are various algorithms and techniques used in anomaly detection, each suited to different types
of data and specific use cases. [43] Here are some common algorithms used in anomaly detection:
3.4.1. Nearest neighbor based algorithms

Nearest neighbor-based algorithms are a family of methods for anomaly detection that rely on
measuring the proximity of data points to their neighbors. These algorithms identify anomalies based on
the premise that anomalies are points that deviate significantly from their neighbors in the feature space.
Here are some common nearest neighbor-based algorithms used in anomaly detection: k-Nearest
Neighbors (k-NN): An instance is classified as an anomaly if it has fewer than k neighbors within a
specified distance [61]. Calculate the distances from the data point to its k-nearest neighbors. If the point is
an outlier, it will have fewer nearby neighbors. k-NN is adaptable and can be employed across diverse data
types, rendering it well-suited for both global and local anomaly detection. Local Outlier Factor (LOF):
Quantifies the deviation in local density for a given data point in comparison to its neighbors. LOF
computes the ratio between the local density of a point and the local density of its neighboring points.
Anomalies have lower density compared to their neighbors. Effective for detecting anomalies in datasets
with varying densities, making it suitable for applications where anomalies may appear in clusters.
Isolation Forest: Focuses on isolating anomalies by creating partitions in the feature space. Creates a
collection of isolation trees, wherein each tree is a binary structure constructed by randomly choosing
features and splitting values. Anomalies are expected to be isolated with fewer splits. Particularly useful
when anomalies are rare and can be isolated more quickly than normal instances. Angle-Based Outlier
Detection (ABOD): Measures the variability in angles between data points in the feature space. [44]
Calculates the variance of angles formed between a specific data point and all other points in the dataset.
Anomalies are expected to have higher angle variances. Suitable for datasets where anomalies exhibit
different directionalities than normal instances. HBOS (Histogram-Based Outlier Score): Constructs
histograms to estimate the distribution of normal data. Calculates an outlier score based on the density of
the bin where a data point falls. Unusual bins indicate potential anomalies. Efficient for high-dimensional
data and datasets with a skewed distribution. Nearest neighbor-based algorithms are intuitive and
computationally efficient, making them applicable to a wide range of domains. However, their
performance can be sensitive to the choice of distance metric, the definition of neighbors, and the value of
parameters such as k. Experimentation and fine-tuning are often required to achieve optimal results for a
specific dataset and application.
3.4.2. Clustering based algorithms

Clustering-based algorithms for anomaly detection aim to [46] group similar data points together and
identify anomalies as instances that do not conform to any cluster [34]. These algorithms leverage the
concept that anomalies often exhibit characteristics that distinguish them from the majority of the data,
making them less likely to belong to any specific cluster. Here are some common clustering-based
algorithms used in anomaly detection: k-Means, partitioning the dataset into k clusters according to their
similarity, anomalies are defined as instances that do not align well with any specific cluster. The distance
between a point and its cluster center can serve as a metric for anomaly assessment [35]. Anomalies are
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points with low density-reachability, indicating that they are not part of a well-defined cluster. Effective
for datasets with varying cluster densities and complex structures. Mean Shift: Locates modes or peaks of
data density. Anomalies are points that do not converge to any mode, indicating they are distant from
high-density regions. Suitable for datasets with irregularly shaped clusters and varying densities.
Hierarchical Clustering, builds a tree-like hierarchy of clusters. Anomalies can be identified as points that
do not neatly fit into any hierarchical level or exhibit inconsistencies in clustering. Useful when the dataset
has a nested or hierarchical structure. Gaussian Mixture Models (GMM), operates under the assumption
that the data is produced by a combination of Gaussian distributions [40]. Anomalies are instances with
low likelihoods under the Gaussian mixture model. Effective for datasets with multiple overlapping
clusters. Self-Organizing Maps (SOM), utilizes a neural network approach to map high-dimensional data
onto a lower-dimensional grid. Anomalies are discerned as data points positioned significantly distant
from the customary clusters on the SOM grid. Suitable for visualizing and clustering high-dimensional
data. When using clustering-based algorithms for anomaly detection, it's important to consider factors such
as the number of clusters, the choice of distance metric, and the interpretation of cluster assignments.
Additionally, these algorithms may not perform well when anomalies form their own clusters or when the
normal data exhibits complex structures. Experimentation and parameter tuning are crucial to achieving
effective anomaly detection using clustering-based approaches.
3.4.3. Classification based algorithms

Classification-based algorithms for anomaly detection involve training a model to distinguish
between normal and anomalous instances based on labeled training data. These algorithms learn a decision
boundary or a classification rule that separates normal behavior from anomalies. Support Vector Machines
(SVM) constructs a hyperplane that maximally separates normal instances from anomalies in a high-
dimensional space. Anomalies are instances lying on the wrong side of the hyperplane or with a large
margin from the decision boundary. Effective for both linear and non-linear separation of normal and
anomalous instances [31], [32]. Random Forest, ensemble learning method that constructs multiple
decision trees. Anomalies can be identified by measuring the lack of support from individual decision trees
or by considering the distribution of anomaly scores across the ensemble. Versatile and applicable to
various types of data, suitable for datasets with complex structures. Decision Trees, constructs a tree-like
structure of decisions based on features. Anomalies are identified by the path they take through the
decision tree or by considering leaf nodes associated with fewer instances [32]. Applications: Simple and
interpretable, suitable for datasets with clear decision boundaries. Logistic Regression, models the
relationship between input features and the likelihood of an instance being anomalous. Anomalies are
identified based on the predicted probabilities or the decision boundary learned by the logistic regression
model. Suitable for binary classification tasks with a linear decision boundary. Naive Bayes, assumes
independence between features and calculates the probability of an instance being anomalous. Anomalies
are identified based on the calculated probabilities, and the decision is made using a predefined threshold.
Simple and computationally efficient, suitable for datasets with categorical features. Neural Networks,
deep learning models with multiple layers that learn complex representations of data. Anomalies can be
identified based on the output layer's activation patterns or by measuring reconstruction errors in auto
encoder architectures [29], [30]. Effective for high-dimensional data and complex patterns, suitable for a
wide range of applications. Ensemble of Classifiers, combines predictions from multiple classifiers.
Anomalies can be identified based on the disagreement among ensemble members or by aggregating
individual anomaly scores. Enhances robustness and generalization, useful when individual classifiers
may be sensitive to certain types of anomalies. Gradient Boosting, Builds a series of weak learners to create
a strong predictive model. Anomalies can be identified based on the boosting process, where subsequent
weak learners focus on instances that are difficult to classify. Useful for improving model accuracy over
time, particularly in datasets with imbalanced classes. When using classification-based algorithms for
anomaly detection, it's crucial to have a well-labeled dataset that includes both normal and anomalous
instances for training. The choice of algorithm depends on the characteristics of the data, the nature of
anomalies, and the interpretability requirements of the application. Fine-tuning and experimentation are
often necessary to achieve optimal performance.
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3.4.4. Statics based techniques

Statistical-based techniques for anomaly detection rely on the assumption that normal behavior
follows a specific statistical distribution, and anomalies deviate significantly from this expected
distribution. These methods use statistical measures to identify instances that are unlikely to occur under
normal circumstances. Anomalies are identified as instances with high or low z-scores, indicating they
deviate significantly from the mean. Simple and effective for univariate data, where anomalies exhibit
extreme values. Modified Z-Score, a robust version of the standard z-score, resistant to the influence of
outliers. Anomalies are identified based on modified z-scores, which consider the median and median
absolute deviation instead of the mean and standard deviation. Suitable for datasets with outliers that may
affect the accuracy of the standard z-score. Grubbs' Test (Maximum Deviation from Mean), etects a single
outlier in a univariate dataset. Anomalies are identified based on the maximum absolute deviation from
the mean. Effective for identifying isolated anomalies in univariate data. Hampel Identifier, a robust
method for detecting outliers in time series data. Uses Hampel identifier to identify anomalies based on
median absolute deviation. Suitable for time series data with variations in both amplitude and frequency.
Q-Q Plots (Quantile-Quantile Plots), graphical method to assess if a dataset follows a particular theoretical
distribution. Anomalies are detected by visually inspecting deviations from the expected quantiles. Useful
for assessing whether data follows a known distribution an identifying anomaly. Kolmogorov-Smirnov
Test, non-parametric test to assess whether a sample follows a specific distribution. Compares the
cumulative distribution function of the sample to the expected distribution. Effective for identifying
differences between the empirical and expected distributions. Chauvenet's Criterion, a method for
identifying outliers in a normally distributed dataset. Uses Chauvenet's criterion to calculate a critical
threshold for identifying anomalies. Suitable for univariate data with a normal distribution. Histogram-
Based Outlier Score (HBOS), a onstructs histograms to estimate the distribution of normal data. [55]
Anomalies are identified based on the density of the bin where a data point falls. Efficient for high-
dimensional data and datasets with a skewed distribution. These statistical-based techniques are often used
for univariate data or when certain assumptions about the distribution of data can be reasonably made.
They are generally simpler to implement and interpret, making them suitable for scenarios where the
statistical properties of normal behavior are well understood. However, their effectiveness may be limited
in complex, high-dimensional datasets or when the assumptions about the data distribution are not met.
3.5 Challenges faced: Working on Anomaly Data

Deep learning excels in discerning intricate patterns within vast datasets. Anomaly detection
leverages this capability to identify deviations from normal patterns, even in highly complex and
multidimensional data. Anomaly detection using machine learning and deep learning approaches comes
with its own set of challenges. Some of the common challenges include:
3.5.1. Adaptability to Diverse Data Types and dataset

Anomaly detection using deep learning is not constrained by the type of data. Whether it's images,
time series, textual data, or a combination of these, deep learning models can adapt and learn nuanced
representations, making them versatile for anomaly detection across various domains. [23]
3.5.2. Automated Learning and Imbalanced Datasets

Anomalies are often rare events compared to normal instances, leading to imbalanced datasets. [23]
Class imbalance can affect the performance of models, making them biased toward the majority class.
Special techniques, such as oversampling anomalies or adjusting class weights, may be required. The
selection and quality of the dataset are pivotal factors influencing the effectiveness of anomaly detection
models. Several issues related to datasets can impact the performance and reliability of anomaly detection
methods. Anomalies typically represent infrequent occurrences compared to normal instances, creating
imbalances in datasets. Such imbalances can lead to model bias toward the majority class, posing
challenges for effective anomaly detection. Obtaining labeled data for anomalies can be difficult and
expensive. Anomalies, by their nature, are often rare, making it impractical to have a well-labeled dataset
for training. Noisy data, outliers, or errors in the dataset that are not indicative of true anomalies can
impact the performance of anomaly detection models. In dynamic environments where normal behavior
changes over time, static datasets may become outdated, leading to reduced model effectiveness. The
dataset may not fully represent all possible variations and scenarios in the real-world environment, leading
to models that may not generalize well. Anomalies in time series data may not always be well-represented
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in the dataset, and the temporal characteristics of anomalies may not align with the training data. Selecting
relevant features that effectively capture normal and anomalous behavior is a critical aspect of anomaly
detection [23].
3.5.3. Scalability and Big Data Handling

In an era of big data, deep learning models exhibit scalability, enabling effective analysis of massive
datasets. Anomaly detection benefits from this scalability, providing a robust solution for identifying rare
events within extensive and diverse data sources. Anomaly detection may need to scale to handle large
datasets in real-time or near real-time scenarios [72]. Efficient algorithms and scalable architectures are
crucial to process and analyze extensive data volumes effectively.
3.5.4. High-Dimensional Data with time Detection and Rapid Response

Many real-world datasets are high-dimensional, meaning they contain a large number of features
[63]. Traditional machine learning algorithms may struggle with the curse of dimensionality. Techniques
like feature selection or dimensionality reduction are often required. Deep learning models, when
optimized, can operate in real-time, enabling the immediate detection of anomalies. This capability is
crucial in scenarios such as cybersecurity, where swift identification of irregularities is paramount for
preventing security breaches and mitigating risks.
3.5.5. Complexity of Models and Enhanced Accuracy

Deep learning models, while powerful, can be complex and computationally expensive. Training
deep neural networks may require substantial computational resources, and the interpretability of these
models can be challenging. The inherent depth and complexity of deep learning architectures contribute
to higher accuracy in distinguishing anomalies from normal patterns. This reduces false positives, ensuring
that identified anomalies are more likely to be genuine threats or deviations.
3.5.6. Labeling and extraction of Anomalies

Obtaining labeled data for anomalies can be difficult and expensive. In many cases, anomalies are
rare, making it impractical to have a well-labeled dataset for training. Unsupervised and semi-supervised
methods are often used to address this challenge. Deep learning models autonomously learn relevant
features from data, eliminating the need for manual feature engineering. This automated learning is
particularly advantageous for anomaly detection, where anomalies may manifest in unexpected ways.
Continuous Learning and Adaptation of Dynamic Environments, anomaly detection models may struggle
to adapt to dynamic environments where normal behavior changes over time. The ability to detect
anomalies in evolving systems requires continuous monitoring and retraining of models. Deep learning
models can continuously learn and adapt to evolving patterns in data. This adaptability is crucial for
anomaly detection systems to remain effective over time, as the nature of anomalies may change or become
more sophisticated.
3.5.7. Noise, Interpretability and Outliers

Noise or outliers in the data, which are not true anomalies, can impact the performance of anomaly
detection models. Preprocessing steps are often required to clean the data and mitigate the impact of
irrelevant outliers [31]. Deep learning models, particularly neural networks, are frequently characterized
as "black boxes," introducing difficulty in interpreting the rationale behind specific decisions [52].
Interpretability is crucial in applications where understanding the reasons for anomaly detection is
important. Transferability and Unsupervised Learning for Unknown Anomalies: Anomaly detection
models trained on one type of data may not generalize well to other types of data. Transfer learning
approaches may be needed to adapt models to different domains or applications. Deep learning models,
particularly in unsupervised settings, can discover anomalies without prior knowledge of specific patterns.
3.5.8. Adversarial Attack, Data Privacy and Security

Deep learning models, in particular, are vulnerable to adversarial attacks, where malicious actors seek
to manipulate input data to deceive the model [47]. Developing robustness against such attacks remains
an ongoing challenge in research [70]. Anomaly detection often involves sensitive data, particularly in areas
like healthcare or finance. Ensuring the privacy and security of the data, as well as complying with
regulations, can be a significant challenge.
3.5.9. Threshold Selection

Setting an appropriate threshold for defining anomalies is a non-trivial task. It often requires a balance
between minimizing false positives and false negatives, [62] and the optimal threshold may vary
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depending on the specific application. The application of anomaly detection in conjunction with deep
learning spans various industries, including finance, healthcare, manufacturing, and more. It plays a
pivotal role in safeguarding financial transactions, identifying unusual health conditions, and ensuring the
quality of manufacturing processes. These challenges require a combination of algorithmic advancements,
careful data preprocessing, and domain-specific considerations. Researchers and practitioners continue to
explore novel techniques to improve the robustness and effectiveness of anomaly detection methods [60].
In summary, the marriage of anomaly detection and deep learning represents a paradigm shift in our
ability to identify irregularities within complex datasets. This symbiotic relationship has far-reaching
implications, enhancing our capacity to secure systems, optimize processes, and extract meaningful
insights from the ever-expanding realm of data.

4. Results

In this review article on anomaly detection using deep learning techniques, the contribution lies in
addressing and elucidating the challenges and issues faced by researchers in the initial stages of their work
in this domain [66]. The primary motivation is to shed light on the complexities encountered when
embarking on anomaly detection projects. Identification of Anomalies is the biggest challenge to be faced.
The initial challenge involves accurately identifying anomalies and understanding their diverse types and
characteristics. The contribution in this article delves into the intricacies of anomaly identification,
providing insights into various types and characteristics, thereby offering a foundational understanding
for researchers entering this field. Then the second biggest issue is in selection of Deep Learning Models
where Researchers face the task of selecting the most suitable deep learning model from the plethora of
available options for anomaly detection. The contribution in this review comprehensively explores
different deep learning models, offering a nuanced understanding of their strengths and weaknesses. This
facilitates the decision-making process for researchers, making it easier to select an appropriate model for
their specific anomaly detection needs. Then the last and most important task is to take Comparative
Analysis of Research Outputs. With a multitude of research outputs on anomaly detection using deep
learning, it can be challenging to discern the most effective models and approaches. The article
systematically reviews and compares the work done by various researchers, providing a valuable synthesis
of their learnings and outputs. This comparative analysis aids in identifying trends, successful
methodologies, and ultimately suggests the most accurate models for effective anomaly detection. Another
challenge that has been discussed in this research work is Integration of Machine Learning Algorithms. In
the broader context of the study, the challenge extends to determining the best approach for outlier
detection by considering various machine learning algorithms. The article presents, implements, applies,
and evaluates different machine learning algorithms, contributing to the decision-making process

regarding the optimal approach for outlier detection analysis.

5. Discussion

This research comprehensively assesses the performance of deep learning-based anomaly detection
methods in video sequences, specifically focusing on publicly available datasets. The presented table
categorizes various approaches based on the type of learning applied and the datasets utilized. The
analysis underscores a notable preference for unsupervised learning methods, chosen for their efficacy in
learning representations without the need for labeled video data. While unsupervised methods effectively
handle the complexity and diverse visual behaviors of anomalies in unconstrained environments, their
overall performance remains limited. To address this, some researchers opt for semi-supervised learning
methods, leveraging data related only to the "normal" class, offering greater specificity in anomaly detec-
tion compared to purely unsupervised methods. Despite considerable research, challenges persist, espe-
cially in adapting anomaly detection algorithms designed for regular scenes to less structured situations.
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Real-time application in unconstrained environments and addressing time complexity emerge as crit-
ical considerations. In this context, the Generative Cooperative Learning (GCL) approach stands out as a
superior method for unsupervised video anomaly detection compared to traditional one-class classifica-
tion (OCC) approaches. GCL's strength lies in strategically leveraging the infrequent occurrence of anom-
alies through cross-supervision between a generator and a discriminator. This enables GCL to capture the
unique characteristics of anomalies, enhancing adaptability to real-world scenarios where anomalies are
natural events. Demonstrating increased realism, GCL proves well-suited for complex and dynamic envi-
ronments. The research validates GCL's effectiveness through extensive experiments on UCF crime and
ShanghaiTech datasets, positioning it as a promising alternative in unsupervised video anomaly detection

6. Conclusions
This research endeavors to underscore the formidable challenges and intricacies encountered by re-

searchers immersed in the domain of anomaly detection through the application of deep learning method-
ologies. The underlying impetus for this investigation lies in the elucidation of the preliminary hurdles and
complexities confronted during the initiation of anomaly detection projects. The foremost challenge resides
in the precise identification and categorization of anomalies, wherein this paper provides a comprehensive
delineation of diverse anomaly types and their inherent characteristics. Moreover, the research grapples
with the multifaceted challenge of discerning and selecting the most optimal deep learning model from a
myriad of available alternatives for effective anomaly detection. To streamline this process, the study ex-
pounds upon various deep learning models, offering a nuanced exposition of their respective attributes.
Furthermore, the research conducts a meticulous review of diverse studies undertaken by researchers in
the realm of anomaly detection. This includes a detailed examination of their methodologies, findings, and
outputs, culminating in a comparative analysis. The objective is to distill key insights from this collective
body of work, facilitating the identification of the most accurate and efficacious deep learning model.
Within the purview of this investigation, a diverse array of machine learning algorithms is presented, im-
plemented, and applied. These algorithms are systematically evaluated to determine the optimal approach
for outlier detection analysis. This comprehensive approach contributes to the discourse by not only ad-
dressing the challenges inherent in anomaly detection using deep learning but also by presenting a syn-
thesized understanding of the most effective methodologies and models in the field. This study integrates
the most recent and thorough examination of cutting-edge research conducted between 2020 and 2023.

This research work contains numerous datasets employed in experiments featured in relevant re-
search publications. A majority of these experiments utilize real-world datasets for training or testing their
models. Our analysis unveils that several avenues are still in their early stages and demand substantial
research. Additionally, many datasets are becoming outdated, being supplanted by newer and more per-
tinent real-world datasets, enhancing their value. This review serves as a valuable starting point for re-
searchers and the Al community, offering up-to-date and pertinent insights into anomaly detection using
machine learning techniques [54].
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