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Abstract: In an embryonic digital world, corporations, institutions and individual assets and infor-
mation are at constant risk of cybersecurity threats. Cyber security threat modelling for protection 
against cybercrime is a process development in parallel to the advancements of digital technologies. 
Races of technological advancements are also growing in cybercrime at the same time. The culprits 
of cybercrime continually found new ways to do fraud through Fintech companies. Financial tech-
nology users must be aware of the potential awareness and threats of using, then they would be 
able to recognize and prevent such situations of fraud. The increasing use of cryptocurrency is also 
a major factor in increasing the risk of data stealing and crimes. The aim of the study includes ex-
ploring the potential use of cybersecurity in Fintech and exploring the scope, Evolution of cyberse-
curity in the Fintech industry. The study is based on scoping literature review and follows the 
Prisma framework for adjusting data. Clusters were designed after a review related to the scope and 
analysis of selected literature which focused on the development of cybersecurity in Fintech. It is 
concluded that there is a wide demanding scope to use cyber security networks to avoid security 
threats and malicious attacks from outside data thieves. 
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1. Introduction 

The influx of technology advancements in the financial sector is referred to as "FinTech," a term that 
has grown in popularity over the last three to four years. According to Ng and Kwok (2017), Skan, Dicker-
son, and Masood (2015), among others, these innovations can be in the form of externally produced goods 
or services. Credit card processing, internet banking, and digital currencies are a few examples of recently 
released products and services that are changing the market (Callen-Naviglia and James, 2018). Internal 
technological advancements made by a financial institution may include, but are not limited to, the devel-
opment of cloud-based apps and the upgrading of legacy systems.  

Businesses, investors, and consumers are all increasingly resorting to FinTech to stay competitive, 
grow market share, and offer services at cheap or no cost (Leong & Sung, 2018). Therefore, the following 
FinTech trends are anticipated for 2018: automated financial decisions and actions (such as autopay, finan-
cial apps), FinTech acquisitions by large banks, advanced identity validation within financial services, au-
tomation of fraud and risk, FinTech expansion into business-to-business lending, advanced know your 
customer (KYC) products, and the definition of the monetary system provided by The Evolution of FinTech 
Callen-Nathanson. The expansion and development of FinTech in the United States' financial and finance 
systems is depicted in Figure 1. 
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Figure 1. The evolution of FinTech within the Monetary System of the U.S. (CallenNaviglia, 2017) 
Cyber Security, with new potential for both the global economy and people worldwide, the internet 

and IT have revolutionized the world. Modern society cannot function without the Internet and IT, but 
this dependency has also made it easier for new types of cybercrime and terrorism to emerge from a wide 
range of sources (Spidalieri & Kern, 2014). 

According to Wang et al. (2015) and Whitley (2009), cybersecurity refers to a system or tool that 
shields for-profit businesses, public institutions, banks, and other financial institutions from hostile at-
tacks intended to intentionally harm electronic assets. This is required due to the significance of techno-
logical advancement and the increasing reliance on smart devices across all industries, particularly in the 
financial sector and in the delivery of services over the Internet. Despite the benefits of increased connect-
edness, fraud and abuse are now more common than ever (Jain et al., 2023). People are becoming increas-
ingly vulnerable to cyberattacks including phishing, blackmail, fraud, and social media fraud as the 
world's population becomes more reliant on contemporary technology (Stevens, 2018). Cyberspace and 
the infrastructure that supports it are incredibly poorly safeguarded, making them vulnerable to a wide 
range of physical and electronic attacks. Actors who pose these threats prey on their adversaries' techno-
logical and national security weaknesses in an effort to steal data and money, disrupt, destroy, or just 
cause disruption (khan & Malaika, 2021). 

The study conducted on scoping review of literature, Scoping review relates to the type of review 
which focuses on the potential size of available literature, expanded empirical research aims to clarify the 
nature of the research scope (Grant & Booth, 2009). In this study, the researcher wanted to explore the 
crucial use of cyber security in the Fintech industry. Nowadays, it’s a need of every company to do ad-
vanced measures against security threats. The objectives and research questions were also relates to ex-
plore the scope of cybersecurity in Fintech. 
 
2. Objectives 

To explore the potential application of cyber security in the Fintech industry. 
To investigate the evolution of cyber security in Fintech through literature studies. 
To explain why cyber security is important in the Fintech industry. 
To explore the potential scope of cyber security in the Fintech industry. 

 
3. Research Questions 

What is the potential use of cyber security in Fintech? 
What are the advancements used to provide protection from cyber threats to the Fintech industry? 
What is the scope of cyber security applications and importance in Fintech? 

 
4. Methods 

The study relates to the evolution of cyber security in Fintech, for the purpose of literature review, 
scoping literature review was selected to do the rigorous review of quality based articles. Moreover, Prisma 
scoping review framework was used for further procedure of selecting valuable literature. Initially, for 
identification of data, google scholar was used where Scopus journal articles are easily available with full 
access. Data search included articles which were published between the periods of 2020 to 2023. Other 
indexed journal and articles were identifies related to the study variables; cyber security and Fintech. Some 
studies were excluded as of biased assessments or risk factor. In the next step, articles were included and 
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excluded because of their eligibility and ineligibility criteria. Then in the final step 28 articles were selected 
for the inclusive purpose of scoping review. Prisma provides a sequence of doing analysis with a flow, 
how to follow a method. Most of the researchers used Prisma check list for meta-analysis and systematic 
review related learning and challenges about Fintech (Dawood et al., 2022; Malibari et al., 2023) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 

Figure 2. Prisma Framework to Select Literature for Scoping Review 
5. Results  

Through the screening process of data, minimal data were utilized for review. After a thorough re-
view, some clusters were generated to explore and clarify the scope of cybersecurity in Fintech. 

 

Figure 3. Clusters developed through Scoping Review 
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6. Cluster 1: Laws Governing Cyber Security in the Financial Technology Sector & Some Best Practices 
Money is such a sensitive topic, therefore it seems sense that the financial sector is heavily regulated. 

The act of holding money and offering banking services also requires holding personal data. The security 
of set data and important client information may still be subject to state privacy laws, according to a Ben-
zinga report that was released in late 2022 (Kaur, 2022). It's a good thing that regulatory agencies with 
authority over financial services, like the Securities and Exchange Commission, the Federal Trade Com-
mission, and the Consumer Financial Protection Bureau, have tightened their regulations in recent years 
to make it clear that fintechs need to adhere to rigorous cybersecurity standards. Because the aforemen-
tioned does not stop firms from finding gray areas within which to operate, consumers should take extra 
precaution when dealing with a company that has no history (Despotovi et al., 2022). The recent collapse 
of a cryptocurrency company, which affected millions of people and raised additional cash, may also be a 
signal for regulators to look more closely at businesses that operate in a similar field in order to help protect 
consumers and the general public in the future. Although there is still a long way to go until solid cyber 
security standards are implemented across the entire business, it does seem that more attention has recently 
been devoted to legislation around consumer protection in fintechs, with much more to come (Zouros, 
2022). 
 
7. Cluster 2 : Models for Reducing Cyber Risk in The Financial Technology Sector 

Cyber scams that have emerged as a result of the growth of digital data include extortion, distributed 
denial of service assaults, and credit card fraud. Cyberattacks have increased in frequency recently. Un-
derstanding the different kinds of cyber risks and the causes of cyber accidents is crucial in order to reduce 
these occurrences (Kaur et al., 2021). The global FinTech sector is exposed to cyber threats from numerous 
threat categories. Cyber-attacks are launched for a variety of reasons, including political, economic, and 
religious ones. For the purpose of eliminating cyber risks, threat modeling is crucial. The structural method 
used in FinTech threat modeling puts an emphasis on attacks, attackers, software, and assets. FinTech in-
stitutions can be protected using threat modeling tools as STRIDE, Trike, VAST, and PASTA (Kaur et al., 
2021). The financial regulator adopts a strategic approach that makes use of Fintech potential while em-
bracing cyber risk exposures by putting in place thorough risk-based processes to support institutionaliza-
tion of cybersecurity among regulated firms through strategic controls (Ng & Kwok, 2017). 
 
8. Cluster 3 : Convergence of Financial Technology & Cyber Safety 

Hackers have been targeting the Society for Worldwide Interbank Financial Telecommunication 
(SWIFT) system, and their attacks are becoming more and more sophisticated. Bank organizations all 
throughout the world rely on the SWIFT system to transfer sensitive data, such as bank transactions or 
malware assaults. The potential of data-leakage attacks on sensitive financial information given by clients, 
such as credit card numbers and login credentials, rises as a result of third-party fintech agreements be-
tween banks (Singh et al., 2021; Kaur et al., 2021). Mobile devices are becoming more and more crucial to 
fintech financial services. If mobile devices without powerful encryption algorithms are utilized for fintech 
services, there may be issues with the integrity of the financial data delivered via the variety of fintech 
interfaces. Time: (Vimal Mani, 2019). A robust financial ecosystem is made possible by the cloud. A finan-
cial ecosystem can benefit from specialized services offered by cloud computing, including payment gate-
ways, digital wallets, and safe online transactions (Hossain et al., 2022). Thanks to cloud computing, the 
procedure of making a payment, for instance, is streamlined and quick. Banks and financial services cannot 
afford to jeopardize the security of their customers' financial data or violate their customers' privacy. Inad-
equate cloud security measures could lead to the compromise or alteration of this private data (Singh et 
al., 2021). 
 
9. Cluster 4: The Risk Fintech Poses to Cybersecurity  

Implementing fintech entails cybersecurity threats due to integration problems including compati-
bility and out-of-date technologies. Risks to data privacy could result from the integration of old banking 
systems with fintech. Fintech companies are frequently the target of hackers due to the massive amounts 
of client data that they acquire, particularly extremely personal data (Al Duhaidahawi et al., 2020). Groups 
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that were formerly financially excluded now have simple access to basic banking services thanks to devel-
opments in financial technology. Due to their lack of cybersecurity awareness, these new bank customers 
may be more vulnerable to cyberattacks. Application programming interfaces (APIs) established specifi-
cally to let banks communicate with fintech platforms are referred to as API banking (Najaf et al., 2021). 
Open application programming interfaces (APIs) make it possible for outside developers to create software 
specifically for the banking industry. Due to its complexity and technological connections, the numerous 
interconnected systems that make up a fintech ecosystem make it an alluring target for hackers. Due to the 
nature of the data transferred, there are more cybersecurity concerns connected with the transfer of data 
elements across the interfaces necessary for fintech implementation with banks, financial service providers, 
and fintech enterprises (Rehman et al., 2023). 
 
10. Cluster 5: Fintech's Ascent 

As a result of the advent of globalization and digitization, which has transformed the financial ser-
vices industry, many small and large enterprises alike have developed online platforms to assist financial 
transactions  (Najaf et al., 2021). The creation of Fintech 3.5 was made possible by the rise of Fintech 3.0, 
which dismantled traditional hurdles for regulated financial institutions (Setiawan & Maulisa, 2020). Peo-
ple are abandoning the antiquated financial system and embracing cutting-edge tools like Bitcoin and dig-
ital wallets, which makes Fintech 3.5 conceivable. In the two time periods, consumers' financial situations 
were different (Arner et al., 2015). Fintech 3.0 has been implemented in developed countries since they 
have better banking infrastructure and network coverage. 

Fintech 3.0 is revolutionary due to the way it integrates cybersecurity into its service platforms as 
well as the way it employs and implements technology. Blockchain, which employs a distributed, en-
crypted ledger to securely communicate data between users upon request, is one of the most well-known 
Fintech 3.5 cybersecurity technologies (Ratecka, 2020). This is crucial for both bitcoin trading and fighting 
money laundering. Additional advances that have appeared in the modern era include biometric alterna-
tives, device-based cryptosystems, and two-factor authentication. Fintech 3.5 has thus marked a pivotal 
moment in the execution of cybersecurity activities by urging the improvement of everything from funda-
mental security procedures like password setting to cutting-edge cyber obstacles like ethical hacking (Al 
Duhaidahawi et al., 2020). 2019 marks the beginning of the FinTech 5.0 era. Modern financial markets, a 
circular economy, innovative growth, Smart Cities, the incorporation of cloud computing into virtual sys-
tems, big data technology, and the Internet of Things are characteristics of this period. Financial independ-
ence, effective marketing, and original thought are traits of the contemporary era (Mah et al., 2022). 

 

 
Figure 4. Evolution of Fintech (Adopted from (Mah et al., 2022)) 

11. Cluster 6: Globalization of the Fintech security market 
The ongoing global instability brought on by the conflict in Ukraine and Russia has prompted inter-

net giants and financial companies to beef up their cybersecurity defenses. Businesses all over the world 
are supporting more dispersed workforces, which adds to the lack of cyber talent (Al Duhaidahawi et al., 
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2020). This situation has been exacerbated by the widespread use of cloud computing and the rising cost 
of cyberattacks as they become more aggressive and challenging to defend against. Google has bought 
Mendicant, a well-known cybersecurity company. The sale reportedly cost an amazing US$5.4 billion, mak-
ing it Google's second-largest acquisition ever and a glaring example of how important protecting their 
systems from current threats is to the firm. Fintech security is reaching the highest peak in the developing 
current digitalized era (Despotović et al., 2023). 

 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5. Evolution of Cyber security in Fintech 
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Fintech includes technologically enabled breakthroughs in business models and digital technology. 
These changes could lower barriers between industries, encourage strategic disintermediation, change the 
way that well-established companies deliver their services, stimulate the creation of new business models, 
and make financial services more accessible to a larger population (Kakinuma 2022). 

"The future of Fintech is promising, and it would be a shame to see its activities cut short by pitfalls 
that could have been avoided"19, with cybercrime being the most dangerous of these roadblocks. Because 
of this, FinTech professionals should always remember that no one is totally protected from cyberattacks. 
FinTech companies may have to keep this nightmare truth in mind when conducting daily transactions in 
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an increasingly vulnerable digital world (Despotovi et al., 2023) because, as Robert Mueller once said, 
"there are only two types of companies: those that have already been hacked and those that will be." 

Investment in FinTech has grown significantly since the global financial crisis of 2008 (Skan, Dicker-
son, and Masood, 2015; Ng and Kwok, 2017). To continue serving their consumers and expand their com-
panies, financial institutions work to innovate or develop new products and services (Ng & Kwok, 2017). 
The regulatory and compliance landscape has had to adapt as a result of technological advancements in 
American banking, to be more particular and to focus on the US. As the fintech industry grew, it brought 
technical innovations to a field that had grown fixated on rules and regulations. For instance, the emer-
gence of digital currencies has brought attention to the dubious effectiveness of current legal and regula-
tory systems. The regulatory system already in place is enough for monitoring and managing virtual cur-
rencies. However, in an effort to regulate virtual currencies, the state of New York created a new regulatory 
framework in 2015 dubbed BitLicense. The BitLicense in New York is a ground-breaking piece of legisla-
tion. Based on the outcomes of BitLicense—both favorable and negative—further efforts to regulate 
FinTech goods and services may be made (Callen-Naviglia, 2017; Hughes, 2014). The risks of cybercrime 
are becoming more and more prevalent in the financial industry as a result of the quick speed of techno-
logical advancement and the growing use of digitalized financial products and services. According to 
Pascu (2017), there were 9% more data breaches in 2017 than there were in 2016. As a result, from 58% in 
2016 to 78% in 2017, firms in the financial sector boosted their IT security budgets. Along with the growth 
of FinTech, cybersecurity is receiving more attention (Jain et al., 2023). 

With the growth of Internet-connected devices and the increase in mobile phone use at home and at 
work, cybersecurity is one of the most discussed topics currently. Knowing how to secure yourself online 
is crucial in today's society (Zouros, 2022). The prevention of unauthorized access to computer systems, 
networks, devices, software, or data is one definition of cyber security. Additionally, before a network is 
even implemented, the process of defending its data from intruders like viruses and unauthorized users 
starts during the design phase. This is due to the possibility that a weak application could provide an 
outsider access to private data that was supposed to be protected (Marican et al., 2022; Jain et al., 2023). 

A few examples of traditional crimes committed in cyberspace include the creation and distribution 
of child pornography, the use of children in exploitation schemes, banking and financial fraud, intellectual 
property infringement, and other traditional crimes with serious human, economic, and legal repercus-
sions (Jain et al., 2023). Because of this, experts and researchers have worked hard to develop smart tech-
nologies like artificial intelligence and other methods to detect and defend against cyberattacks before they 
happen (Marican et al., 2022). To detect and identify dangerous apps, deal with their effects, and develop 
protocols to demonstrate the user's personality to the software, clever programmes and skilled program-
mers were used (Grant & Booth, 2009). Five people were trained in them and examined how and how to 
attack during this time period after reports of attack incidents were gathered from 2012 to 2018 with the 
aim of introducing people, protecting their files, and determining who is carrying out the attack through 
the use of language processors and personal files (Zouros, 2022). It should be noted that a significant por-
tion of cyber threats have been acquired through what we have identified as two different types of risks, 
the first on the user's end and the second on the server end, where data were stored (Marican et al., 2022).   
 
13. Conclusions  

In the Fintech industry, security and privacy of data are vital trepidations. It’s the responsibility of 
the company to provide full security to the user's personal information, which information is very sensitive. 
The study was conducted to explore the need and scope of cybersecurity in Fintech companies. In the 21st 
century, everyone is surrounded by technology so they need security as well for protection from fraud. 
The use of cyber security is also advancing in Fintech. Scoping review method was adopted to explore the 
cybersecurity crucial scope in Fintech. It is concluded that there is a wide demanding scope to use cyber 
security networks to avoid security threats and malicious attacks from outside data thieves. In the past 
years, Fintech is growing fast, uses using technologies like Fintech 1.0 and Fintech 5.0 were utilized to 
provide service to its users. For this, they were using some cyber threat modeling including STRIDE and 
others, which are famous, recognized ones. The evolution of cyber security is getting on its peak in every 
finance-providing company. 
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14. Recommendations  
Recommending ahead that Fintech companies can invest in cyber security networks to ensure the 

security and privacy of customers' services, their statistical data, financial resources and personal infor-
mation. Future researchers should focus on its security setup development and bringing awareness among 
the customers on how they can avoid data thefts. Furthermore, researchers might conduct a scoping review 
of Fintech's technological advancements. It can also be measured security reviews and security breaches 
through, evaluations, and regular testing procedures to avoid risks. Additionally, transparent privacy pol-
icies should be given to the customers, the outlets providing information on how to use, collect and share 
data ensuring privacy. 
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