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Abstract: In the last few years, cloud-based Information Technology (IT) solutions have become
relevant due to providing service-oriented solutions flexibly. Organizations buy cloud computing
services as per their needs and pay accordingly. Educational Institutes (Els) are one of the bodies
that consume cloud services to meet their educational, research and development needs. Some of
the Els that face tight budgetary constraints are a bit hesitant to adopt this computation paradigm
shift. One of the reasons is that they get concerned about the wastage of the investment that they
have already made in their existing IT infrastructure. Consequently, academic research laboratories
that require quite extensive computation and storage resources cannot perform their research and
development tasks adequately. This study proposes a generic system architecture based on cloud
computing. It sets an architectural basis to develop a more adequate resource-sharing computation
and storage platform while accommodating the existing IT resources of an EI. For the functional
elaboration of the proposed architecture, a methodology dry run is provided. It shows how the
proposed architecture enables the better utilization of the existing underutilized resources of the
institute. It further elaborates on how these underutilized resources can be made flexibly shareable
and accessible to drug repurposing labs. Especially, those labs that extensively and intensively need
similar resources to fulfil their computation and storage needs. The statistical analysis shows that

the proposed architecture is equally beneficial for both resource-providing and resource-consuming
bodies.
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1. Introduction

Due to the advent of high computing and elastic resource-sharing cloud technologies, the cloud
computing paradigm has become relevant in the area of sharing IT resources remotely. It enables the
provision of IT resources as a service elastically, flexibly, and on demand. This computing paradigm
virtualizes the shared resources and extensively and intensively makes them scalable. It uses the internet,
virtualization, grid computing, etc. and provides software, platforms, and infrastructure as a service to its
service consumers. Its service-providing mechanism is technically so easy that even consumers with little
knowledge of IT can also consume these services. It is very flexible and cost-effective because consumers
only pay for what they consume at a particular time. Consumers request resources as per their needs, and
cloud service providers charge them and provide the requested resources accordingly. In cloud computing,
the resource-providing mechanism is inherently elastic. Consumers can return resources and request more
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resources from the cloud resource pool if they require them in future. This type of elasticity in resource
utilization is obtainable at the infrastructure, platform, and software levels of cloud computing [1].

Currently, many non-IT and low-budget Els have focused on bringing new IT infrastructure to fulfil
their storage and computation needs [2]. Cloud computing is one of the paradigms which best suits such
Els. One of the reasons behind this is, that the cloud provides a service-oriented architecture to its
consumers. Low-budget Els are not capable of buying infrastructure, platforms, and software for each
functional unit. Most of the low-budget Els which are also running biological research laboratories, are
suffering relatively more. One potential reason is that biological data is growing heterogeneously at an
astronomical rate, and its storage and computation require high-end storage and computation nodes [3-5].
The Els which cannot afford to buy new hardware and software resources ultimately prefer to build the IT
infrastructure with the help of their existing hardware and software resources.

Currently, several architectures for cloud systems are available for developing a cloud to fulfil the
needs of different functional units in an EL The design of most of these architectures is based on the basic
components of cloud computing, like provisioning management, identity assurance, security enforcement,
resource virtualization, application deployment, charge-back mechanism, etc. [6]. For instance, a privilege
to virtualized infrastructure is only granted when it is verifiable, safe, and does not contradict any
organization-level policy. These existing architectures do not fully accommodate the existing
computational and storage resources of the EI. Furthermore, most of these architectures are domain-
specific and work for developing the system for a specific EI. This gap creates a need to develop an
architecture that should be generic to implement for all Els and should also accommodate the existing IT
resources of Els.

Existing resources can be reutilized by making them part of the cloud system. In most cases, the
service consumer’s end needs not be storage and computation-intensive, so the additional resources can
be made available in the shared resource pool for others. This means that all those resources that are being
underutilized can be shared with other consumers who require them. Furthermore, several Els have more
or less similar structural requirements for their academic operations [7]. That is, each EI has many
functional units that require IT resources for its employees. Based on the structural and requirement
similarities of different biological laboratories, common functional components can be identified to
develop a generic software architecture.

1.1. Aim of the study

This study aims to facilitate especially those Els that are undergoing tight budgetary constraints and
also running drug repurposing research laboratories that require high computation and storage resources.
It further facilitates a community of researchers who require extensive computational and storage
resources to perform their research tasks. This study will positively impact society and improve the health
standards of life because low budget Els or even research institutes will start contributing to the research
and development domain, which was not possible before or minimal with the existing computing models.
To accomplish this aim, a generic human-centric and cloud-based software architecture for fulfilling the
storage and computation needs of biological laboratories in the EI is proposed. Its inherent nature is
human-centric because it centers around the idea to fulfil the human’s elastic and scalable computational
needs to uplift the health standards of life. Primarily, it suits well for those biological laboratories which
are associated with an EI and running under tight budgetary constraints.

The proposed architecture has two distinct characteristics in comparison with available architectures:
(1) the proposed architecture accommodates the existing resources of an EI (i.e., computational and storage
resources, network, etc.). All the resources become part of the cloud and flexibly share available storage
and computational capabilities with other consumers who need them. Due to this, additional resources
from other functional units of the EI can be provided to its biological laboratories (2), As the proposed
architecture is developed on the common needs and structural similarities among different Els, it is generic
for all EIs for system requirements, design, and implementation.

The proposed architecture logically divides the whole EI into different functional units. Each
functional unit is further divided into different service-consuming bodies like faculties, laboratories,
libraries, etc. Each consumer can be divided (if required) into sub-consuming bodies. Resources are granted
to functional units, and each functional unit further divides the given resources among its sub-consuming
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bodies as per their needs. Due to such similarity in requirements and structural hierarchy among most of
the Els, any EI can use this architecture with slight modifications [7].

1.2. Research Work Organization

This research is organized into the following sections. Section 2 provides related work on existing
architectures for developing cloud-based solutions in the Els. The related work is logically divided into
three parts: (1) it presents architectural aspects of cloud computing, including the characteristics, services
providing, metering, and deployment aspects, etc., and (2) it explains the existing cloud-based
architectures for Els. Furthermore, it highlights some commonalities and differences held between existing
educational cloud architectures (3) and elaborates on some potential problems in existing educational
cloud architectures. Section 3 describes the proposed solution. Section 4 elaborates on the proposed
solution with the help of a methodology dry run. Section 5 concludes our research contributions and
provides some future direction.

2. Related Work

Cloud computing is an emerging and evolving paradigm that has been gaining rapid focus for the
past few years. It encompasses reliable, elastic, cost-effective, highly accessible, dynamic, and user-
friendly IT solutions for the industrial and educational sectors. It relies on developing the infrastructure
once to use it multiple times in shared and multiple ways. The NIST defines cloud computing as, “Cloud
computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be
rapidly provisioned and released with minimal management effort or service provider interaction” [1, 2].

2.1. Cloud computing service models

Cloud computing mainly focuses on service-oriented and deployment-oriented models. The service
model includes demand-based, customized, rapidly elastic, self-managed, globally accessible, resource-
pooled, and metered service. Specifically, the demand-based and self-managed characteristics emphasize
the fact that cloud computing services can be readily accessible or demanded as per one's custom needs
and without the intensive involvement of the provider of the cloud services. Global access to the services
is made possible with the help of clearly defined and widely acceptable service access standards. These
service access standards cop to minimize the issues related to cross-platform heterogeneity and uniformity
of globally dispersed resources Due to this, cloud services can be transparently accessible through high-
end machines or handheld devices like PCs, cell phones, smart watches, etc. Due to the standard and well-
managed mechanism of resource integration and their pooling, the service consumer can seamlessly
request new resources or modify the existing resource acquisition plan as per the current need. So, this fact
leads a service consumer and provider to dynamic, monitored, controlled, measured, and customized
metering for the service cost.

Moreover, the basic models for cloud services facilitate the service consumers at the software,
application, platform, and infrastructure levels. Software-level services provide various applications
developed and managed by third-party developers. Consumers of the software services can access these
applications through the internet and web browsers and directly run them without first downloading and
installing them on their smart devices. Platform-level cloud services facilitate users to create custom
platforms based on various cloud frameworks to develop, deploy, and manage customized applications.
Cloud platforms are accessible over the web and enable developers to concentrate on the development of
computer applications instead of spending time and effort on managing the system software, software
updates, firewall-based protection, storage, computation power, etc.

Infrastructure-level cloud services facilitate users, especially with hardware components like storage,
computing, networks, and servers, etc. The consumers of these cloud services focus on managing the
functional and management aspects of the computer application instead of dealing with resource
installation and configuration-level issues. The infrastructure-level service provider takes the
responsibility to provide such a configurable environment in which all the system and application software
can perform correctly and accordingly to meet the needs of the service consumer.

Based on the budgetary, accessibility, and privacy constraints of the organizations, four types of
models are fundamentally available for building cloud-based solutions. (1) The private cloud is developed
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for a specific organization. The organizations internally manage the cloud and provide access to services
to their consumers through the organization’s intranet. The infrastructure, platform, and data are made
private and secure by the firewalls and other encrypted communication mechanisms. (2) The public cloud
shares IT resources among the subscribers of the cloud services. All the infrastructure-level resources are
deployed and managed by the cloud service provider instead of the cloud service subscribers. The cost-
benefit model is mainly based on the advertisement and those subscriptions that require resources beyond
the limits of free access. The services of this model are usually preferable to solve complex problems that
require advanced and large-scale availability of computation and storage resources. (3) The hybrid cloud
is a blend of a private cloud and a public cloud. Organizations maintain a private cloud for their sensitive
data and operations and opt for public cloud services for public or non-sensitive data and operations to
reduce costs. (4) The community cloud is the latest variant of the private cloud. It is developed for a specific
community of a business type that requires similar business flows, standards of compliance, software,
platforms, privacy, and security needs.

Currently, a lot of educational institutions that are running biological research laboratories are facing
tight budgetary constraints, especially for building IT infrastructure. The need for building IT
infrastructure is triggered by the requirement for extensive storage and computational power required for
performing biological research and development tasks. For example, in 2024, the Nucleic Acids Research
journal reported 1959 biological databases that are publicly available [8]. The report shows that, in 2024, 97
new databases were reported and 388 databases were eliminated in comparison to the report published in
2023 [9]. Furthermore, some primary databases like GenBank [10], DNA Data Bank of Japan [11], European
Nucleotide Archive [12], etc., reported an increase of petabytes in their data in the last few years. In
addition to the exponential growth of biological data, several biological systems are publicly available for
the processing of such huge and multidimensional data [13 - 28]. Some such systems require a huge amount
of storage and computation resources, especially when they are used for offline data processing. For
example, in the case of warehouse-based systems, both a large amount of data and computation resources
are required at the same time [29].

To cope with the issues related to the management and processing of data that is astronomically
growing in multiple types and formats, cloud-based solutions are relevant for their scalability, elasticity,
and cost-effectiveness [30, 31]. Furthermore, a significant part of these solutions is based on existing
technologies like the internet, virtual platforms, etc., that make them user-friendly and easy to opt for.
Their need-based resource elasticity and pay-as-you-go characteristics make them distinct from the
existing solutions in this domain. Specifically, several cloud-based system architectures have been
proposed in the last few years in the domain of education systems that have research laboratories as well.
In [32], a proposed architecture based on centralized resource sharing is proposed. According to this
architecture, there is a centralized cloud that connects multiple geographically dispersed sites of institutes.
Each site has multiple systems that are privileged to demand excessive resources. There is a local site
manager at each site who collects the resource access requests for all the systems and sends these requests
to the centralized cloud in a summarized manner. Similarly, the centralized cloud receives resource
requests from other sites and, as per the policy, grants access to the resources to each respective site.

2.2. Cloud-based system architectures

Customization and cost-effectiveness are the prime requirements when a cloud-based solution is
required to be deployed. A model in [33] meets the academic and administrative needs of the staff while
keeping customization in place. This model facilitates its end uses by rapidly developing a customized
application instead of managing resources at the infrastructure and platform levels. In [2], a shared and
centralized cloud architecture for a community of education systems is proposed. Multiple Els can be
connected to the centralized cloud as per the agreed service level agreement between the service consumer
and provider. The prominent characteristic of this cloud is its extensibility to accommodate new Els.
Moreover, it is also adaptive to accept upcoming changes either at the service level or structure level for
connected Els.

Some cloud architectures opt for the layered approach to model a cloud computation system. They
divide the whole system into multiple layers of functional components of the system. These layers
exchange information with each other and to its end users through a proper service-sharing mechanism.
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For instance, in [7], an architecture divides the whole system into three layers. The first layer serves the
requests of end users. The second layer manages all the software, platform and infrastructure-related
issues. This facilitates the end users to focus on the actual task to be performed instead of messing up with
the network, software, hardware, configuration, installation, licensing, etc., related issues. The third layer
manages the deployment-related tasks, like which cloud deployment model (i.e., public, private,
community, hybrid) is more appropriate than others, by keeping the needs of the end user, how the
deployment will align well with the rest of the two layers, what are the deployment constraints or
limitations coming from the underlying domain, etc? These layers are loosely coupled with each other and
so can be modified for the different universities. For example, at the third layer, if a university needs a
private cloud instead of a community cloud, then it can easily be changed by keeping the rest of the two
layers unchanged.

Cloud computing is also significantly easing the accessibility and scalability of electronic learning
systems [34]. The scale of creating and sharing educational content is exponentially increasing cost-
effectively. Content providers and content receivers can exchange information online and are no longer
required to be geographically in the same place and time. The increasing need for networks, software,
platforms, and infrastructure is no longer a limitation for content creation, management, and broadcasting.
The cloud services for this domain are now at the doorstep of all the service-consuming bodies in a
measured and flexible manner [35].

The cloud architectures for electronic learning systems that are component-oriented divide the
systems into multiple structural components. In [36], an architecture for an electronic learning system
divides the whole system into five structural components. First, the infrastructure component elastically
manages the hardware resources and ensures timely availability. Second, the software component
encompasses all the application software that is required for application development. Third, the
middleware component manages the system software, like the operating system and other resource
management utility software. Fourth, the application component integrates, manages, and shares all the
electronic learning resources to its consumers, like digital libraries, online data centers, learning content,
etc. Fifth, the service manager component manages the cloud services for its consumers at the
infrastructure, software, platform, and application levels.

Private clouds are also being deployed for distance learning models. In this, multiple systems like
online learning and communication, learning content administration, virtualized laboratories, etc., are
preferably deployed in the community or specifically on the private clouds [37]. All the administrative
tasks for the instructors, students, and other staff members are performed on these cloud-based systems in
a customized and personalized manner. In comparison with other offline systems, cloud-based systems
are more relevant due to their accessibility, availability, and scalability for learning. These systems
understand the teaching and learning abilities of their instructors and students, respectively, and
accordingly suggest better and customized teaching and learning paths for easy and quick understanding.
Such educational systems encompass the online delivery of lectures, helping material in soft form, audio
and video-based streaming, assignments, quizzes, etc., for content delivery to students and their periodic
evaluations. The virtualized environment for facilitating students with online laboratories helps to
elastically grant hardware and software resources to individuals or groups as per their requirements
without the interaction of laboratory attendants. Furthermore, students and instructors are free to be
geographically anywhere to communicate with each other, even with their smartphones or handheld
devices, to complete the assigned task.

The prime focus of the majority of the proposed EI architectures is to improve the accessibility and
service quality of the system services while significantly reducing the overall system cost. These
architectures exhibit centralized control over the system resources and provide their accessibility to the
end user based on a pay-as-you-go model [33]. The structural components of these architectures are based
on the virtualization of hardware and software, and service provisioning, costing, configuring, metering,
policing, etc. On top of these, ensuring privacy, security, and identification for both service provider and
consumer exhibit umbrella structural components at both virtualized hardware and software levels.
Moreover, these architectures exhibit common characteristics for pooling and sharing software and
hardware resources elastically, educational content, applications for quick learning, timely availability and
accessibility of services globally, etc.
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2.3. Research contributions

So, the intensive and extensive analysis provided in this section shows that several architectural
features should be included to make an architecture usable for those low-budget Els that require cloud-
based solutions. Existing architectures are lacking or partially provide support for these architectural
features. For example, (1) the majority of the architectures are domain-specific, like EI. (2) They do not
make the existing resources of EI a part of the cloud. Existing resources will get wasted if any EI selects
from available architectures (3) They do not provide a sufficient mechanism for how the services will be
charged back, provisioned and measured if the service-consuming end also contributes its resources to the
resource pool of the cloud. Table 1 shows the architectural features that are available and should be in
existing architectures.

Table 1. Architectural features that are required to be in existing cloud architectures.

Architectural features Existi.ng cloud Need to be in t-he existing
architectures cloud architecture
Virtualized infrastructure and applications Yes Yes
Provisioning mechanism Yes Yes
Metering mechanism Yes Yes
Charge-back mechanism Yes Yes
Policy management Yes Yes
Configuration management Yes Yes
Security and identity management Yes Yes
Development Yes Yes
Accommodating existing Hardware resources Partial Full
Generic for domain No Yes

Based on the architectural features provided in Table 1, a comprehensive architecture for low-budget
Els is proposed. The proposed architecture is generic for all such Els and capable enough to accommodate
the existing resources while ensuring a reliable, elastic, and maintainable cloud-based solution.

3. Methodology

In general, the Els have several structural similarities for efficiently running their educational and
operational matters. They have some faculties, libraries, laboratories, research centers, administration,
finance, and procurement departments, etc. Each department may have its intra-departmental
administration office, digital library, laboratories, etc. This means a department may further be structurally
divided into sub-units horizontally or vertically for better administration and workload division. The need
for IT resources in each department can categorically be identified for all its sub-units based on the roles
and responsibilities. For instance, a computer science department may require computer systems for its
students, faculty members and administration staff, computation and storage-intensive servers for student
labs and research labs, software and internet for faculty members, students, and other staff members, etc.
Additionally, all the stakeholders who use IT resources in a department may have different needs at
different times. Figure 1 hierarchically represents the structure of an EI, including its
department/functional units that demand the IT resources.

El

Unitl Unit2 Unit3--- UnitN

| I I |
Unitl.l Unitl2 Unitl1.3 - Unit1.M

Unit1.1.1 Unit1.1.2

Figure 1. Hierarchical representation of an EI for its resource-consuming structural constituents
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3.1. Cloud Unit

All the tree nodes that are shown in Figure 1 represent functional Units of EL. Each Unit can have its
child units called Sub-Units. The leaf nodes represent those smallest Units that cannot be further divided
into Sub-Units. For instance, an EI can have multiple faculties as Units (i.e., Unit 1 to Unit N.), and each
faculty has its Sub Unit (i.e. Unit 1.1.), like the administration department that is further divided into two
non-divisible sub-departments (i.e. Unit 1.1.1 and Unit 1.1.2.), like staff administration and student
administration. Moreover, the depth and breadth of this hierarchical structure define the scope of the cloud
system for its components and the functional association among them.

The hardware and software needs of each leaf node can be different and variable based on the time
and nature of the work to be done. One observed fact is that the resources assigned to each Unit are not
always in use at their full capacity. This means most of the Units waste the assigned resources in the time
when they are not using them or partially using them. These free resources can be added to the resource
pool of EI Private Cloud so that they can be used by another Unit. The following equation shows the
amount of free resources that can be contributed to EI Private Cloud for a date and time.

Free Resources = Assigned Resources — Resources Being Used

The above equation contains three variables. The Free Resources variable shows at a particular time
how many resources are free and can be contributed to the EI Private Cloud. The Assigned Resources
variable contains the amount of resources assigned to a Unit at a particular time. The Resources Being Used
variable shows the amount of resources that are being used at a particular time. This equation helps to
keep track of resource needs or possible contributions by each Unit at a particular time. The Units that
share their free resources with others via EI Private Cloud are called Contributors. Based on the
contribution, the EI Private Cloud returns other resources to its Contributor as per the resource exchange
mechanism. For instance, if a Unit shares 2GHz computational power for some time then EI Private Cloud
will compute its worth and, accordingly in return, grant access to the deployment server if it qualifies. In
the case of disqualification, the other resource exchange deals will be offered, or the contribution will be
added to the Contributor’s account for later use.

3.2. Cloud Administrator

To implement the resource exchange mechanism, each unit has a local server that manages the rest of
the systems in that Unit. The local server acts as a coordinator that connects all the systems in the Unit with
the EI private Cloud through the Administrator (i.e., a computational system). Figure 2 shows the basic
components of the Unit and how it connects systems with the local server.

Logging
* Service +
Local Server Shared Resource Pool
Monitoring System e Storage Resources
Resource Manager e Computation Cycles
Cache Manager e Bandwidth Allocation
Load Balancer
Task Scheduler P
|
Req./Res. Req./Res.
Req./Res.

System 1 System 2 System 3
Storage and Storage and eee Storage and
Computation Computation Computation

Resources Resources Resources

Figure 2. Architecture of a Unit
Figure 2 shows that all the systems in the Units are connected with the Local Server and bi-
directionally communicate with it. The Local Server maintains the contribution log for each system that
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contributes its free resources to the EI Private Cloud. The Local Server receives the free resources from
systems and communicates the resource availability information to the Administrator so that these
resources can be added to the resource pool of EI Private Cloud. Similarly, if a system requires additional
resources from the EI Private Cloud, it sends a resource request to the Local Server, and the Local Server
performs a couple of actions to fulfil the request. First, the Local Server evaluates whether the requested
resources can be granted locally by the Unit or not. If the case is no, the Local Server takes a second action
and requests the EI Private Cloud through the Administrator for the requested resources. In both cases,
the Local Server logs and acknowledges the statistics of the requested and granted resources to the EI
Private Cloud through the Administrator so that periodic statistical reports can be generated and analyzed
to make resource utilization more efficient in future. The statistical report encompasses parameterized and
quantitative information like, which system of the Unit contributed what amount and type of resources,
what was the resources contribution time, which Unit contributed the maximum and minimum amount of
resources, what are the idle time of the systems, whether the resource request by a system was fulfilled
locally or by the EI Private Cloud, how the Unit was paid-back or charged by the EI Private Cloud, etc. All
such types of information logging and its analysis are done by an efficient coordination of the Unit’s Local
Server and the EI Private Cloud through the Administrator. Figure 3 pictorially depicts the role of the
Administrator and the request and response mechanism between all the Units and the EI Private Cloud.

El Private Cloud

Resource Pooling
Resource Info. Loggings
Backup & Recovery
Optimization

Sync/Logging/Servicing

/ Administrator \

e Service Level Agreement Enforcement Engine
e  Metering and Monitoring Engin

e  Security and Authentication Module

e Policy & Agreement Manager

e Load Balancer (Inter-Unit)

e Resource Broker

e Cross-platform Conflict Resolution

| ;- Inter-Unit synchronization é Resource
Resource T availability Info.
availability Info.
Resource
availability Info.

Unit1 Unit 2 UnitN
Shareable Storage Shareable Storage oee Shareable Storage
and Computation and Computation and Computation

Resources Resources Resources

Figure 3. Architecture of the Administrator
Figure 3 shows that all the Units are connected with the EI Private Cloud through the Administrator.
The Administrator receives the resource-sharing offer from the Local Server of the Unit. In case of non-
compliance to the agreed resource-sharing policy, the Administrator will reject the resource-sharing offer
and will send the resource-sharing policy to be compliant with. If the Administrator accepts the offer, then
the Administrator will add the resources to the resource pool and will also notify the EI Private Cloud. The
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following are some of the major responsibilities of the Administrator in the context of establishing

coordination between Units and the EI Private Cloud.

e Calculate and add the received resources to the resource pool of the EI Private Cloud and send an
intimation to EI Private Cloud.

o [Estimate the aggregated and categorical resource contribution by the Unit for reporting purposes.

¢ Log the resource contribution in the Administrator log file for pay-back and efficient tracking in future.

e Ensure compliance with the predefined resource exchange agreement between all the Units and EI
Private Cloud.

¢ Maintain all the information regarding the resources granted to each Unit on its request.

e Provide a transparent interface to the Unit if resources of EI Private Cloud are being used by the Unit.

So, the Administrator is a significant functional component of the whole system. All the matters
regarding the resource request approval, grant, denial, log, compliance, pay-back and charge-back
estimation, etc., are settled by this component.

In addition to the functionalities of the Administrator, the EI Private Cloud is the backbone of the
entire cloud computing system. Although the Local Server of the Unit also locally fulfils the resource
requests of its systems, it does not provide services as EI Private Cloud does. The EI Private Cloud provides
services at infrastructure, platform, and software levels to all its Units and their connected systems. Figure
4 pictorially demonstrates the layered architecture of the EI Private Cloud encompassing its basic

architectural components.
< Client Infrastructure >

El Private Cloud
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Figure 4. The architecture of the EI Private Cloud.
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Figure 4 shows that the individual layers that manage the policing, charge-back, metering,
provisioning, identification, and security mechanisms are based on the development and virtualization of
infrastructure and platform. Additionally, all these layers collectively facilitate the software management
layer for building an environment to develop, deploy, and manage software applications. These layers are
discussed in the subsequent sections for their implementation aspects.

3.3. Provisioning, metering, and charge-back management

In the proposed architecture, the resource exchange information is logged at the Unit, Administrator,
and EI Private Cloud levels. The Local Server of a Unit logs categorical information of all the connected
systems like what type of resources were provided by which system, what was the amount of provided
resources by the system, what was the time of resource-sharing, etc. Similarly, the Administrator and EI
Private Cloud maintain a log for the resources received from and granted to each Unit. So, the provisioning,
metering, and charge-back of the resources can be managed based on the resource contributions done by
each Unit and the resource exchange agreement between the Unit and EI Private Cloud.

3.4. Policy Management

The resource exchange policy is a service-level agreement between a Unit and EI Private Cloud. This
agreement establishes an equivalence among resources based on their value in the entire EI system. It
establishes a basis for metering the use of resources and accordingly makes a charge-back plan to resolve
the provisioning and resource exchange issues. For instance, if a policy demonstrates that the deployment
server for 30 days is equal to 10000GB storage for 40 days or at $100, then the Unit has to contribute
10000GB storage for 40 days or pay $100 to get the deployment server for 30 days.

3.5. Identity and security management

Uniquely identifying each system in the whole system is mandatory to ensure secure communication.
In the proposed architecture, a system belonging to a Unit first qualifies for the security policy, and then it
gets a unique identity in the whole EI system. This means a system cannot be a part of the EI system until
it clears the identity and security checks at the Unit level. As stated earlier, the Unit also facilitates its
connected systems to exchange resources locally through the Local Server, and similar identity and security
management are used to ensure local policy compliance.

The proposed architecture is flexible enough to accommodate more Els and to make a
community/shared cloud for more than one EI, regardless of their geographical locations. For instance, if
there are N Els and they agree to build a shared cloud to contribute their excessive resources to the resource
pool of the shared cloud, then they can join by accepting the predefined resource-sharing policy. Figure 5
pictorially depicts this idea.

Set olf Els
[ [ I I
Ell El 2 ElI3 - EIN
| : :

[ I ! 1
Unit 1.1 Unit 1.2 Unit 1.3 Unit 1.M

Figure 5. Generalization of the proposed idea for building a shared cloud of multiple Els

Figure 5 shows N numbers of Els and each EI can further be divided into its multiple functional Units.
In this case, each Unit’s Local Server will communicate with its EI's Administrator and that Administrator
will communicate with the global Administrator of the shared cloud. The resource-sharing mechanism will
remain the same except that (1) the global Administrator will have the authority to add to and grant
resources from the global resource pool of the shared cloud. (2) The local sharing of the resources within
the EI will be done at the Unit level and the EI level, too, according to the defined local policies at both
levels.

3.6. Implementation and deployment feasibility
The cloud is not a new term, but still, most Els face a bottleneck in managing such a huge
infrastructure. Several cloud vendors are providing cloud services, but their fees are so high that low-
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budget Els cannot afford them. To overcome this gap, several open-source software tools are available for
building private or public cloud infrastructure at a low cost. Among them, OpenNebula, CloudStack,
VMware, AppScale, Kubectl, OpenStack, Ubicloud, Terraform, Ansible, Kubernetes, Vantage, Cast Al etc.,
are widely used these days. Most of them support the most popular hypervisors like VMware, Oracle VM
server, Microsoft Hyper-V, KVM, XCP, Citrix XenServer, etc.

Regarding the robustness and reliability of these open-source tools, there are hundreds of the world’s
largest brands that are using these technologies to run their business on the cloud. A few of them are CERN,
Volkswagen Group, China Mobile, Snapdeal, AT&T, etc. Currently, ample information exists for deciding
which open-source tools, technologies and frameworks best suit underlying requirements [38 - 44]. The
best mix and match of such open-source tools, technologies, and frameworks will help in economically
deploying and implementing the proposed idea.

4. Methodology Dry Run

Suppose “Edulns” is an EI that has one admission office, five faculties, one wet sampling lab, one dry
lab for drug repurposing, one maintenance department, one administration office, and a recruitment office.
Among all these, the drug repurposing lab is specialized for discovering new drug combinations to treat
new disease indications with the help of already discovered drugs [45 - 56]. The further structural division
of the drug repurposing lab is shown in Figure 6.

EdlIJIns

I T T T T 1
Admission Faculty 1-5 Wet Sampling Re Srlluogsin Maintenance Administration Recruitment
office v Lab P Lpb g Dept. Office Office

| | | Com|puter |

Library Research Research Research

Lab A LabB Lab C systems for ~ Admin. office

staff members

1

Admin. office  Admin. office
for interns for rest of the

(InternAdmin) staff
(StaffAdmin)

Figure 6. Representation of the “Edulns” EI for its structural constituents.

Figure 6 represents the structural constituents of “Edulns”. Among all its constituents, the Drug
Repurposing Lab is detailed for its sub-constituents. Similarly, other departments of “Edulns” can also be
further divided into sub-constituents. For the sake of simplicity, it is assumed that all the components of
the “Edulns” are abstractly defined except the drug repurposing lab. The drug repurposing lab is
concretely defined in terms of its structure, shown in Figure 6 and statistical data presented in Table 2.
Based on this assumption, the proposed solution is applied to the drug repurposing lab and evaluated for
its significance. Similarly, the proposed solution can be applied to the other components of “Edulns” or
even to any other EI having statistical data and similar structural components.

The Drug Repurposing Lab has a digital library, three research labs for consultants, around twenty
permanent researchers, interns and a local administration staff. The administration staff is divided into
two sections, e.g., InternAdmin and StaffAdmin. InternAdmin deals with the affairs of interns, and the
StaffAdmin manages the matters of the rest of the staff members. With the help of example data, Table 2
explains the details of existing computation and storage resources in the Drug Repurposing Lab of

“Edulns”.
Table 2. Details of available resources in the drug repurposing lab.

) No. of ST Avg. ST Free ST CR Avg.CP Rem. Free CP
SubUnits " (Cpy Need R™ST  (GBo  (GHp) Need CP (GHD)
Library 10 10*150=1500 20% 80% 1200 10*4=40 20%  80% 32
Res. Lab 1 50 50*500=25000 50% 50% 12500 504 =200 50%  50% 100
Res. Lab 2 60 60*500=30000 50% 50% 15000 60*4=240 50%  50% 120
Res. Lab 3 50 50*500=25000 50% 50% 12500 50*4 =200 50%  50% 100
Staff comp. 20 20*500=10000 40% 60% 6000 20*4=80 40%  60% 48
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InternAdmin 8 8*150=1200 20% 80% 960 8*4=32 20% 80% 25.6
Staff Admin 6 6*150=900 20% 80% 720 6*4=24 20% 80% 19.2
Total 204 93600 35.7% 64.3% 48880 816 35.7% 64.3% 444.8

In Table 2, ST, CS, Avg., CR, CP, and Rem. Stands for Storage, Computer Systems/Systems, Average,
Computational Resource, Computational Power, and Remaining, respectively. Table 2 shows that the Drug
Repurposing Lab of “Edulns” has a total of 204 systems, and their approximate collective data storage
capacity is 93600 GB, and computational power is 816 GHz. Statistics in the table show that approximately
48880 GB of storage and 444.8 GHz of computation power are freely available. This means that most of the
time, such resources are underutilized. In other words, the need of the assignee of these systems is less
than the available resources. So, a significant fraction of these extra resources can be made available to EI
Private Cloud instead of obtaining other services like remote deployment, web or application servers,
analytical tools, etc.

In Figure 6, all the nodes that cannot be further divided can be considered as a Functional Unit or Unit
in the whole Edulns. Figure 7 shows the networking model of the Research Lab A of “Edulns”.

Req./ Res:
[FEESSN

System # 1 Y
=] | R
[T .
—— =l g ¢
LR Req./ Res— ¥ |= = 8
System # 2 =l |s &

IZ]] Req./ Res.Q
[FEESSN

System # 49

Figure 7. Structure of Research Lab A of the “Edulns”.

Research Lab A collectively has 50 systems. One serves as a Local Server, and the rest are clients.
System 1 shares 300 GB storage capacity and 3 GHz computation power with the Local Server. Similarly,
the rest of the systems also share their free resources with the Local Server. The Local Server gathers all
these free resources and maintains information in its resource log file. So, such a resource-sharing model
exhibits the Local Server as a small private cloud for Research Lab A.

The log file of the Local Server maintains information on the shared resources based on several
parameters like System No, Spare storage, Maximum storage, Maximum computation power, and Spare
computation power, etc. Table 3 represents a sample entry of a shared resource in a Local Server’s log file.

Table 3. A sample log entry represents that System 1 of Research Lab A provides its free resources to the
Local Server.

No System. Maximum storage Spare storage Maximum computation = Spare computation
No. (GB) (GB) power (GHz) power (GHz)
1 System1 600 300 6 3

The statistics of log entry in Table 3 show that System 1 has a maximum of 600 GB storage and 6 GHz
computational power. Out of the maximum, 300 GB storage and 3 GHz computation power are spare and
available for sharing with other systems through the Local Server.

Similarly, the Local Server’s log for providing information regarding requested services has
parameters like Service requested by, service request time, Service grant time, Service request type (i.e.,
software, infrastructure, virtual machine, etc.), service period, total cost, adjustment, reason of adjustment,
locally granted, total cost to pay, etc. Table 4 shows a sample entry of the server log file.

The statistics given in Table 4 explain that System 1 requested the Deployment Server on 10-Aug-2024
at 11:42 AM for 30 days, and this request was granted on 10-Aug-2024 at 12:43 AM. The Local Server was
unable to fulfil the request due to the unavailability of sufficient resources, so it was required to send a
service request to EI Private Cloud. The actual cost of this requested service is $1100 for 30 days. As System
1 also provides 300 GB of free storage space for 30 days, so $900 is subtracted from the total service cost.
So, the System 1 will pay only $200 for 30 days. The cost of each service, adjustment rate, service exchange,
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accessibilities or authentication, etc. will all be fixed as per the agreed policy of EI Private Cloud providers.
Moreover, if the Local Server fulfils the request of the system, then the service will be granted as per the
policy of the Local Server.

Table 4. A sample server log entry that represents a service request and response for System 1 of

Research Lab A.
Parameter Values
No. 1
Service requested by System 1
Service request time 10-Aug-2024 at 12:42 AM
Service grant time 10-Aug-2024 at 12:43 AM
Service request type Deployment Server
Service period 30 Days
Locally granted No
Total cost (In USD) 1100
Adjustment (In USD) 900
Reason of adjustment Provided free space = 300 GB

Total cost to pay (In USD) 200

The Administrator logs information at the Unit level. For example, all the constituents of Research
Lab A collectively constitute a single Unit. So, one of the responsibilities of the Administrator is to maintain
a log file containing resource-sharing information categorically about each Unit. Each log entry is based on
certain parameters to categorize each data fact for efficient logging, like the Unit number, storage shared,
computation power shared, storage sharing duration, computation power-sharing duration, storage grant
time, computation power grant time, etc.

Table 5. A sample log entry of the Administrator’s log file shows that Research Lab A shares its spare
resources with EI Private Cloud.

Parameters Values
No. 1
Unit number Research Lab A
Storage shared 13000 GB
Computation power shared 110

Storage sharing duration 31 days

Computation power-sharing duration 31 days
Storage grant time 11-Aug-2024 at 12:43 AM
Computation power grant time 11-Aug-2024 at 12:44 AM

The statistics given in Table 5 detail that Research Lab A shares 13000GB storage resources and 110
MHz computation power to EI Private Cloud for 31 days, and these resources are granted on 11-Aug-2024
at 12:44 AM.

In agreement with EI Private Cloud, the Administrator maintains a resource exchange agreement for
sharing resources among Units. This agreement encompasses a resource equivalence policy and the cost
of each resource. The Administrator grants services based on this agreement to avoid any resource
exchange conflict. Some of the parameters of the agreement are service identifier, type, cost for 30 days,
storage granted for 30 days, computation power granted for 30 days, etc. Table 6 explains some sample
entries for the service agreement policy.

Table 6. Sample agreement entries to exchange resources among Units.

N Service Identifi T Cost for 30 days For 30 days
o. ervice Identifier ype (USD) Storage Computation power
(GBs) (GHz)
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1 Deployment Server Software 600 1000 3

2 Database Server Software 300 180 1.5

3 Backup Storage Storage Unit 200 Not Available 2

4  Graphical Processing Unit Processing 600 1000 Not Available

Unit

The entries in Table 6 show that the Deployment Server will be provided to the requesting Unit either
at the cost of $600 or the Unit has to share its 1000GB storage or 3GHz computational power for 30 days
with EI Private Cloud. If a Unit does not have any storage or computation power to share, then that Unit
will have to pay the cost. Each Unit that joins the EI Private Cloud must agree to proceed with this
agreement. The cost and resource exchange agreement will update as new resource types are added or the
cost of the resources is changed over time.

5. Conclusion, Limitations, And Future Directions

Reutilization of the existing resources is one of the prime objectives of any software architecture. The
inherent nature of the system architectures for cloud-based systems is elastic and service-oriented. Els opt
for cloud services as per their academic research and development needs while keeping budgetary
constraints in place. Especially those Els that face low budgetary constraints, think about the utilization of
their existing IT resources. This study proposes a cloud-based software architecture that provides resource
sharing and an elastic computing platform while accommodating the existing IT resources of the low-
budget EIL Results show that biological research labs (e.g., specialized for drug repurposing) in Els that
require extensive computational and storage powers can easily benefit from the resources that are
underutilized in other labs or departments of the EI. Furthermore, the proposed architecture is developed
based on structural and requirement similarities among different Els, and so is a scalable and adaptable
framework depending on institutional capacity. Currently, we are working on enhancing it for non-
educational sectors like health care, commerce, banks, etc. We aimed to overcome this limitation and are
striving to develop separate architectures for each sector based on structural and requirement
commonalities among its working bodies. Furthermore, we are working on identifying open-source or
non-commercial tools, technologies, frameworks, technology stacks, etc., to implement these architectures
cost-effectively.

6. Acronyms and Abbreviations

Table 7 shows the list of acronyms and abbreviations.
Table 7. Acronyms and abbreviations

Acronyms Abbreviations
IT Information Technology
EI Educational Institute
NIST National Institute of Standards and
Technology
PC Personal Computer
XCP Xen Cloud Platform
usD United States Dollar
GB Gigabyte
GHz Gigahertz
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