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Abstract: This paper targets wireless ad hoc networks (WANETs) as the main domain and focuses 

on the sub-domain of secret key generation (SKG) from wireless channels. We consolidate 

probabilistic and information-theoretic foundations with deployable physical-layer techniques that 

exploit channel reciprocity, including RSS/CSI/phase features, UWB links, and MIMO-OFDM (plus 

long-range LoRa), and evaluate them using key rate, key-error-rate, and entropy. We then cover 

special methods that strengthen SKG pipelines: reciprocity calibration for TDD/FDD, adaptive 

quantization, code-based reconciliation (polar/lattice), privacy amplification via universal hashing, 

deep-learning aids for feature extraction and reconciliation, and IRS-assisted links to boost 

randomness under mobility. Building on 120 papers, we structure the literature into four 30-paper 

chunks with summaries (techniques, pros/cons, limitations, applications) and per-chunk best-use-

case guidance, supported by explicit inclusion/exclusion criteria. Finally, we propose a practical 

SKG workflow for WANETs: (i) channel measurement & reciprocity calibration, (ii) adaptive 

quantization, (iii) information reconciliation with capacity-approaching codes, (iv) privacy 

amplification to bound leakage, and (v) scenario-specific deployment for IoT/WBAN/VANET. This 

yields a concise playbook that links rigorous secrecy guarantees to fieldable designs. 

 

Keywords: Wireless ad hoc networks; Secret key generation; Physical-layer security; Information-

theoretic security; Information reconciliation; Privacy amplification; Polar codes 

 

1. Introduction  

Nowadays, wireless ad hoc networks (WANETs) enable decentralized, infrastructure-less 

communication among mobile devices. Their flexibility makes them attractive for scenarios such as disaster 

recovery, vehicular coordination, and battlefield communication. However, the same open broadcast 

medium and lack of centralized control also render them highly vulnerable to attacks. Conventional 

security mechanisms that rely on pre-shared keys or trusted third parties are impractical in such dynamic 

and infrastructure-less settings. This limitation has directed research toward leveraging physical and 

information layer techniques for security. Yet, the inherent broadcast nature of WANETs leaves them 

exposed to attacks such as blackhole, Sybil, and wormhole. For instance, studies show that blackhole 

attacks can reduce packet delivery ratios by more than 60% in wireless ad hoc networks [45], potentially 

disrupting emergency vehicle routing and escalating accident risks in VANETs. These realities highlight 

the pressing need for decentralized, lightweight, and adaptive approaches to secure key management. 

The current paper adds a methodical literature review summarizing physical-layer SKG methods, data-

related assurances, and actual enforcement concerns of WANETs. In contrast to previous surveys that are 

narrow about a single technique or domain, our review has 120 papers about RSS, CSI, phase, UWB, 

MIMO-OFDM, LoRa and IRS-assisted techniques and organizes them both by technique and by application 

(IoT, WBAN, VANET, group ad hoc). We also empirically give specific inclusion/exclusion considerations, 

repeatable screening protocols, and, quantitative performance targets. This synthesis leads to a synthesis 
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of an integration framework, however, rather than a new algorithm, it is a mixture of long-developed 

blocks of SKG building (reciprocity sampling, adaptive quantization, polar/LDPC reconciliation, universal-

hashing amplification) into which optional trust scoring at anomaly-detection is added to provide a 

practical deployment guide to mission-critical wireless environments. 

The central research question is: What combination of physical-layer techniques, reconciliation protocols, 

and deployment strategies enables practical, scalable, and provably secure key generation across diverse 

WANET scenarios (IoT, WBAN, VANET), and how do performance trade-offs guide technique selection? 

 

2. Methodology 

We adopted a systematic literature review methodology, designed for rigor, reproducibility, and 

transparency. The process involved three stages: (i) structured database searching, (ii) the application of 

clear inclusion and exclusion criteria, and (iii) a staged screening process that progressively refined the 

final set of relevant studies.  

2.1. Search Strategy 

Searches were conducted across six leading databases: IEEE Xplore, ACM Digital Library, ScienceDirect, 

SpringerLink, Wiley Online, and arXiv (with the latter considered only if the preprint was later published 

in a peer-reviewed venue). Queries combined terms such as “Secret Key Generation,” “Physical Layer 

Security,” “Channel Reciprocity,” “WANET,” “IoT,” “WBAN,” and “VANET.” 

The initial search produced 6,370 records. After de-duplication, title/abstract screening, and full-text 

review, 120 studies were included in the final synthesis. Results are summarized in Table 1. 

Table 1. Database Search Results 

Database Initial Hits (N1) Duplicates 

Removed (N2) 

Title/Abstract 

Excluded 

(N3) 

Full-text 

Excluded 

(N4) 

Final 

Included 

IEEE Xplore 1,240 220 460 200 28 

ACM DL 980 180 380 170 22 

ScienceDirect 1,450 300 500 240 31 

SpringerLink 1,320 260 470 220 26 

Wiley 1,120 210 420 200 10 

arXiv* 260 60 90 50 3 

Total 6,370 1,230 2,320 1,100 120 

Search Strings: We constructed search strings combining three concept groups: (1) secret key generation 

terms, (2) physical-layer and channel terms, and (3) wireless network types. The Boolean query used across 

all databases was: 

(("secret key generation" OR "physical layer security" OR "PHY security" OR "channel-based key" OR 

"key extraction") AND ("wireless" OR "ad hoc" OR "WANET" OR "VANET" OR "WBAN" OR "IoT" OR 

"body area" OR "vehicular") AND ("channel reciprocity" OR "RSS" OR "CSI" OR "channel state" OR "phase" 

OR "UWB" OR "MIMO" OR "OFDM" OR "LoRa")) 

Minor syntax adjustments were made per database (e.g., IEEE Xplore uses ("Secret Key Generation") 

while ACM DL uses (Abstract: "secret key generation").  

2.2. Inclusion and Exclusion Criteria 

The review adopted carefully defined inclusion and exclusion standards to ensure the relevance and 

quality of selected studies. 

Table 2.  Inclusion/Exclusion Criteria 

Criterion Include if Exclude if Notes 

Topic scope SKG in wireless ad 

hoc/WANET/IoT/WBAN/VANE

T 

Non-wireless, 

wired-only, or not 

SKG 

Core scope 

Foundations Seminal info-theoretic papers 

(Shannon/Wyner/Csiszar) 

Irrelevant theory Foundational 

allowed 

Techniques Channel reciprocity 

(RSS/CSI/Phase/UWB/MIMO/O

Pure cryptanalysis, 

unrelated ML 

Technique 

relevance 
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FDM/LoRa), 

reconciliation/privacy 

amplification, group keying 

Publication Peer-reviewed 

journals/conferences, reputable 

preprints (arXiv if published 

later) 

Blogs, theses, 

patents without 

evaluation 

Quality 

control 

Language English Non-English 

without translation 

Screening 

ease 

Time window Foundational theory: no limit; 

Applied SKG: 2000–2025 

Pre-2000 applied 

work unless 

seminal 

Captures 

modern 

wireless era 

Availability Full text or detailed abstract No access at all Extraction 

needs 

Metrics/guarantees Key rate/KER/entropy or 

secrecy metrics 

No SKG metric or 

unclear results 

Evidence 

requirement 

Application fit Ad 

hoc/IoT/WBAN/VANET/V2X/C

PS 

Wired-only LAN 

or unrelated 

Use-case 

match 

Duplicates Keep journal/most complete Remove 

earlier/short 

duplicates 

De-

duplication 

Survey/meta SKG/PHY-security surveys Generic surveys 

not on SKG 

Meta 

coverage 

Implementation Real or simulation with clear 

methods 

Unverifiable 

claims 

Practical 

filter 

2.3. Inclusive Criteria (narrative) 

 Studies on SKG, physical-layer security, or information-theoretic security in ad hoc wireless contexts (IoT, 

VANETs, WBANs). 

 Channel-based techniques (RSS, CSI, phase, UWB, MIMO, OFDM, LoRa) and probabilistic secrecy 

models. 

 Publications in English from 2000–2025 for applied work; foundational information theory papers 

(Shannon, Wyner, Maurer, Ahlswede, Csiszár) included regardless of date. 

 Peer-reviewed journals, conferences, and reputable preprints. 

 Accessible full texts with reported SKG metrics. 

2.4. Exclusive Criteria (narrative) 

 Studies in irrelevant domains (wired networks, satellite-only). 

 Cryptographic-only approaches without channel-based SKG. 

 Non-peer-reviewed, low-quality, or inaccessible studies. 

 Duplicates, non-English papers, or those published before 1995 (unless seminal). 

2.5. Screening Process 

The multi-stage screening process ensured a rigorous selection pipeline, as shown in Table B. 

The screening was done under a four stage funnel model used on the outcome of the merged database. 

Following the elimination of 1230 duplications (keeping journal versions of conference articles where 

relevant), 5,140 unique records were screened by title and abstract after which 2,820 records were 

eliminated as apparently out of scope (non-wireless systems, cryptographic-only solutions or irrelevant 

areas). The final 2,320 entries were subject to full-text evaluation, with 1,220 of them eliminated based upon 

the absence of SKG metrics, too little evaluation detail, or unavailable full-text, or they did not belong to 

the same domain. This produced 120 studies that were to be finally synthesized. In title/abstract screening, 

inter-rater agreement of 0.82 was achieved, and any conflict was solved by discussing it. 
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Table 3. Screening Summary 

Stage Count Action/Result 

Initial search hits 6370 Records retrieved from all six databases 

Duplicates removed 1230 Retained only unique records (journal 

versions over conference when 

duplicates existed) 

Title/abstract screened (excluded) 2320 Removed papers clearly outside scope 

(non-wireless, non-SKG, wrong domain) 

Full-text assessed (excluded) 1100 Excluded studies lacking proper SKG 

metrics, evaluation, or domain relevance 

Final included studies 120 Core dataset meeting all inclusion 

criteria for synthesis and analysis 

 

 
Figure 1. PRISMA flow diagram showing the study selection process across all six databases. 

2.6. Data Extraction and Synthesis 

We retrieved the following information: (i) channel feature type (RSS, CSI, phase, UWB, other), (ii) 

wireless system (MIMO, OFDM, UWB, LoRa, IRS), (ii) application domain (IoT, WBAN, VANET, general 

ad hoc), (iv) reconciliation method (Cascade, LDPC, Polar, BCH, other), (v) privacy amplification approach 

(universal hashing, other), (vi) reported metrics (key rate in bps, key-error-rate Data was extraction in two 

reviewers into a jointed spreadsheet; conflicting issues are addressed through examination of original 

complete text. We listed representative or best-case figure where studies gave the ranges or multiple 

situations and indicated conditions. This extraction is the foundation of the quantitative anchors of Table 5 

and the qualitative comparisons of 4.1-4.5. 

2.7. Related Work 

Reputation-based models (e.g., CONFIDANT, Watchdog) rely on peer evaluation but face challenges 

under collusion or on-off attacks where malicious nodes alternate between good and bad behavior. PKI-

based methods (IEEE 1609.2) ensure strong authentication but are heavy and slow for low-latency 
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vehicular environments. ECC-based cryptographic methods are lightweight, but lack integrated trust 

metrics for dynamic security. RSS-based models exploit signal variations but yield low entropy in static 

environments. Phase and CIR-based methods offer higher entropy at the cost of stricter hardware 

requirements. 

 

Table 4. Comparative Summary Table 

Scheme Trust Metric Encryption Overhead Attack Resilience 

CONFIDANT Behavior history None Medium Low vs. collusion 

ECC+PKI N/A Strong High High vs. passive 

RSS-based Signal strength None Low Low vs. active 

Integration 

example (8.1) 

 

Trust score + 

channel entropy 

SKG+SHA-

256+ECC 

Moderate High vs. active 

and passive 

 

3. Background / Foundations 

cope clarification: WANET refers to general ad hoc networks; VANET to vehicular networks; WBAN to 

body area networks; and IoT to static or low-power deployments. This section sets out the theoretical 

underpinnings that form the basis for later design choices, drawing from Shannon’s perfect secrecy, 

Wyner’s wiretap model, and subsequent extensions to Gaussian channels, helper-assisted schemes, and 

common randomness [1]–[4], [25], [43]. 

The foundational theory of unconditional secrecy in communication was introduced by Claude Shannon 

in 1949 through his work on perfect secrecy [1]. He established that achieving perfect secrecy requires the 

entropy of the secret key to be at least as large as that of the message, and introduced measures such as 

equivocation and mutual information to quantify secrecy. Building on this, Wyner in 1975 proposed the 

wiretap channel model [2], demonstrating that a positive secrecy rate can be achieved if the legitimate 

receiver’s channel quality exceeds that of the eavesdropper. This laid the groundwork for information-

theoretic security in noisy channels. Leung-Yan-Cheong and Hellman [3] later extended the concept to 

Gaussian channels, proving that secrecy is achievable even in continuous-valued environments subject to 

additive white Gaussian noise (AWGN). Their work also generalized the framework to broadcast channels, 

where messages must be protected against eavesdropping [4]. 

At a later stage, Maurer and Ahlswede introduced protocols for secret key agreement over open channels 

[5], [25], ensuring that even if an eavesdropper has a superior channel, this advantage does not compromise 

the secrecy of the key or reveal the generated key. Their frameworks showed that secure key generation is 

possible without relying on computational assumptions or pre-distributed keys, provided that the 

communicating parties share correlated but not identical sources of randomness. This insight shifted the 

focus toward physical-layer and information-theoretic approaches, enabling secret key establishment in 

decentralized and infrastructure-less environments such as WANETs, VANETs, WBANs, and IoT systems. 

Due to advancements in wireless technologies, researchers have begun studying the impact of channel 

properties, such as reciprocity, fading, and spatial variability, on secret key generation [8], [9]. Because the 

wireless medium is reciprocal, both nodes can notice similar random variables during a short time [89]. 

Bloch et al. and Ye et al. proved that using the feature, combined secrets can be retrieved in a way that is 

information-theoretically secure [6], [7]. They proved that when channels fade over time, they offer an 

important source for creating key data. 

After that, Ren et al. and Zhang et al. conducted thorough research and organized physical-layer key 

generation methods by categorizing them based on using RSS, phase information and CIR [8], [30]. 

Although easy to implement and less demanding on computers, RSS methods end up with limited 

performance in environments that hardly ever change [14]. By comparison, using phase-based approaches 

gives you more entropy but needs more coordinated hardware [15]. Research pointed out that there was a 

main trade-off between the quality of entropy, how well it could be implemented and how it would deal 

with environmental changes [16], [17]. They explained that wireless systems can be attacked by channel 

probing and highlighted that excellent quantization, reconciliation and privacy amplification schemes 

must be used [18]. 

 



Journal of Computing & Biomedical Informatics                                                                                   Volume 11   Issue 02 

ID : 1227-1102/2026   

4. Core Review: Thematic Analysis 

This taxonomy organizes the literature into four major categories: key sources (RSS, CSI, Phase, UWB, 

LoRa, IRS), reconciliation protocols (Cascade, LDPC, Polar, BCH), privacy amplification (hashing 

approaches), and advanced systems (group SKG, WBAN, VANET, IoT, ML-aided SKG). 

 

 

 
Figure 2. Taxonomy of SKG Techniques 

2.1. Key Enabling Techniques (RSS, CSI, Phase, UWB) 

The reviewed techniques differ mainly in the balance between entropy and practicality. RSS-based 

methods are attractive because they run on commodity hardware with little extra cost, yet they lose 

effectiveness in static or low-mobility environments where channel variation is minimal. CSI- and phase-

based approaches deliver higher entropy and robustness under mobility, especially in MIMO-OFDM 

systems, but their performance depends on careful calibration and reconciliation overhead. UWB and LoRa 

extend applicability to short-range, high-resolution indoor scenarios or long-range IoT/V2X systems, 

though both are constrained by hardware requirements, synchronization, or low key rates. In practice, the 

choice depends heavily on deployment: low-cost IoT or WBAN systems can rely on RSS with motion 

assistance, while vehicular and high-mobility settings justify the added complexity of CSI, phase, or UWB. 

2.2. Reconciliation Protocols (Cascade, LDPC, Polar) 

Reconciliation is essential for aligning mismatched key bits, and the protocols differ in efficiency and 

overhead. Cascade is simple and well-tested, making it suitable for low-rate or noisy environments where 

computational power is limited, but its multiple communication rounds reduce efficiency. LDPC codes 

approach capacity at high rates and suit OFDM or CSI-based systems, though they introduce heavy 

decoder complexity. Polar codes offer near-capacity performance with flexible rate adaptation and lower 

error floors, making them attractive in high-rate, stable links, but they demand significant design and 

tuning effort. The choice is therefore dictated by system conditions: when links are lossy and power-

constrained, Cascade remains practical, whereas modern high-rate wireless systems benefit from LDPC or 

Polar despite their higher computational demands. 

2.3. Privacy Amplification 

Privacy amplification removes residual information accessible to adversaries after reconciliation, and the 

main comparison lies in the trade-off between security guarantees and resource demands. Universal 

hashing provides strong, provable security but reduces the available key length, which is acceptable when 

initial entropy is high but problematic in low-rate systems. High-speed implementations such as GPU-

accelerated hashing enable deployment in MIMO and CSI-heavy pipelines, though at the cost of hardware 

complexity and memory overhead. In constrained IoT systems, lightweight approximations with error-

tolerant hashing can strike a balance but may sacrifice provable guarantees. The decisive factor is therefore 

how much entropy is available before amplification and how critical strict leakage bounds are for the 

application domain. 
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2.4. Machine Learning for SKG 

Machine learning introduces adaptability to SKG by learning non-linear patterns in channel features and 

improving reconciliation under challenging conditions, but this comes at a cost. Deep learning models 

trained on CSI or IRS-assisted channels have shown improved entropy and resilience, particularly in 

environments with mobility or non-reciprocity, yet they require significant computational power, labeled 

training data, and careful generalization. Classical SKG pipelines remain more predictable and resource-

efficient, making them better suited for lightweight IoT or WBAN deployments. ML-enhanced methods 

are therefore most compelling in controlled, high-capacity scenarios such as 5G or IRS-assisted testbeds 

where compute budgets are realistic and the added resilience justifies the overhead. 

2.5. Advanced Systems (IRS, Group SKG, VANET/WBAN/IoT) 

Advanced systems highlight how SKG adapts to multi-user and next-generation contexts. IRS-assisted 

links provide controllable entropy boosts in mobility-heavy settings, but their practical use is constrained 

by hardware costs and deployment complexity. Group-based SKG, including erasure-channel and helper-

assisted approaches, extends secrecy to multi-party environments, though synchronization and feedback 

overhead remain challenges. Proximity and sensor-based techniques, such as IMU-assisted WBANs or 

audio–radio hybrids, offer context-specific security but raise concerns about spoofing or environmental 

dependence. LoRa and other LPWAN solutions confirm the feasibility of SKG at long ranges but with 

limited throughput. The critical insight is that these systems excel when matched carefully to their domain: 

WBANs favor motion or proximity-driven entropy, VANETs benefit from IRS or CSI-based enhancements, 

and large-scale IoT favors LoRa for reach at the expense of speed. 

 
Figure 3. Application Fit of SKG Techniques 

A matrix view that maps techniques to application domains. It highlights where RSS, CSI/Phase, UWB, 

LoRa, and IRS-assisted methods are most applicable (e.g., RSS for IoT and WBAN, CSI/Phase for VANETs, 

IRS in high-mobility ad hoc networks). 

 

5. Discussion: Synthesis 

Table 5. Discussion 

Network Best Technique Why Limitations (with 

quantitative anchors) 

Key Refs 

VANET CSI/Phase 

(MIMO-OFDM) 

High entropy 

under mobility 

Reconciliation load: 

LDPC/Polar codes typically 

add 10–20%^a overhead but 

achieve >99%^b reconciliation 

efficiency; Cascade requires 

30–50%^c more exchanges but 

is simpler to implement. 

[92]^a, [97]^b, 

[100]^c 

WBAN RSS + 

IMU/motion 

Proximity + 

body-motion 

entropy 

Vulnerable to body 

shadowing and sensor 

spoofing; key rates can 

[71]^d, [77] 
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degrade to <200 bps^d under 

static conditions, though IMU 

fusion helps sustain entropy. 

IoT 

(static/low-

power) 

RSS (simple 

hardware) 

Low cost; easy 

deployment 

Lower entropy when static: 

typical SKG rates tens of 

bps^e; sufficient for 

occasional IoT control 

packets^f but weak for bulk 

secure communication. 

[30]^e, [31]^f 

Group / 

WANET 

Group SKG on 

erasure channels 

Scales to 

multiple nodes; 

broadcast-

friendly 

Overhead for erasure 

handling: group reconciliation 

protocols often consume 15–

25% channel capacity^g; 

feedback latency grows 

quadratically with group size. 

[18]–[20]^g 

IRS-

assisted 

IRS-boosted links Adds 

controllable 

randomness 

Hardware/control complexity: 

IRS-SKG requires dozens–

hundreds of elements^h with 

per-element phase control; 

feedback overhead can be 

>20% of coherence time^i. 

[80]^h, [82]^i 

LoRa / 

V2X 

LoRa-based SKG Long-range; 

works under low 

SNR 

Low key rate: LoRa SKG 

yields <100 bps^j at SNRs of 

−10 to 0 dB, enough for 

sporadic IoT payloads but 

inadequate for real-time 

multimedia or dense V2X 

traffic^k; also constrained by 

duty-cycle regulations. 

[78]^j, [81]^k 

 

Table 6. Performance ranges are representative values extracted from cited studies; actual values depend 

on SNR, mobility, and system parameters. 

Technique  Key 

Rate 

(bps) 

Key 

Error 

Rate 

(%) 

Min-

Entropy 

(bits) 

Reconciliation 

Efficiency (%) 

Privacy 

Amplification 

Method 

Evaluation References 

RSS 10–

200 

2–10 3–6 70–85 (Cascade) Universal 

hashing 

Testbed/Sim [30],[31],[57] 

CSI 

(MIMO-

OFDM) 

100–

1000 

1–5 6–12 85–95 

(LDPC/Polar) 

Universal 

hashing 

Testbed/Sim [58],[59],[92] 

Phase-

based 

50–

500 

1–8 5–10 80–92 (LDPC) Universal 

hashing 

Testbed [56],[96] 

UWB 200–

800 

2–6 8–14 85–93 

(Turbo/LDPC) 

Universal 

hashing 

Testbed [52],[63],[95] 

LoRa 10–

100 

5–15 3–7 75–85 

(Cascade/BCH) 

Lightweight 

hash 

Testbed [81] 

IRS-

assisted 

200–

1200 

1–4 8–15 90–96 (Polar) Universal 

hashing 

Sim/Testbed [82],[108] 
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Group 

SKG 

50–

300 

3–12 4–9 70–88 

(Erasure/LDPC) 

Universal 

hashing 

Sim [18],[19],[20] 

 

 
Figure 4. Synthesized SKG Pipeline 

The Secret Key Generation (SKG) process begins with channel probing, where two devices exchange 

signals and measure properties of the wireless channel such as received signal strength (RSS), channel state 

information (CSI), phase variations, and ultra-wideband (UWB) characteristics. These measurements 

capture the inherent randomness of the wireless environment, which serves as the raw source of entropy 

for the key. 

Once these measurements are obtained, the process moves to quantization and feature conditioning. 

Here, the continuous signal values are converted into binary sequences by mapping them into 0s and 1s. 

Feature conditioning techniques are then applied to remove biases and enhance the quality of randomness, 

ensuring that the sequences at both devices are comparable and usable for cryptographic purposes. 

However, due to the noise and variability of wireless channels, the two devices may not have identical 

bit sequences. To address this, reconciliation is performed using error correction techniques such as 

Cascade, LDPC, or Polar codes. This step allows both devices to correct discrepancies and align their 

sequences without revealing sensitive information to an eavesdropper, thereby ensuring agreement on a 

common key. The reconciled key is then subjected to privacy amplification, a step that protects against any 

partial knowledge an adversary might have gained. By applying universal hashing, the sequence is 

compressed into a shorter and more secure key, which achieves information-theoretic security by 

eliminating statistical weaknesses and minimizing the attacker’s advantage. Following this, authentication 

and trust hooks are introduced to confirm the validity of the generated key. These mechanisms verify that 

the key originates from the intended device, preventing impersonation and man-in-the-middle attacks. 

Finally, the system incorporates anomaly checks and re-keying. The wireless environment is 

continuously monitored for unusual changes that may indicate interference or attack. If anomalies are 

detected, the process restarts and a new key is generated, maintaining resilience and adaptive security over 

time. Overall, the SKG process transforms unpredictable wireless channel variations into a robust and 

secure cryptographic key. This approach is particularly valuable for resource-constrained environments 

such as IoT and mobile networks, as it provides lightweight, cost-effective, and location-specific security 

that is extremely difficult for adversaries to replicate or intercept. 

 

6. The Role of Trust Models in SKG 

Wireless environments are inherently vulnerable to both passive and active adversaries. Much of the 

literature on secret key generation (SKG) acknowledges this challenge and proposes mechanisms that 

strengthen resilience in practice. For example, channel-based key generation exploits the reciprocity of 

wireless channels, which effectively limits the power of passive eavesdroppers [30], [31]. However, when 

adversaries engage in active behaviors—such as injection, replay, relaying, or jamming additional 

safeguards are required [62], [67]. 

Several trust models have emerged to mitigate these risks. Authentication-integrated schemes such as 

ASK-BAN embed verification directly within the key extraction phase to confirm the legitimacy of both 

parties [14]. Similarly, motion-assisted protocols like iARC introduce motion-induced randomness and 
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side-channel monitoring to detect suspicious injection or replay attempts [13]. These models demonstrate 

how lightweight anomaly detection and periodic re-keying mechanisms can sustain robustness even in 

hostile environments. 

From a security-analysis perspective, evaluations are generally aligned with the CIA triad. 

Confidentiality is achieved through ephemeral keying mechanisms, often enhanced by cryptographic 

primitives such as SHA-256 and elliptic curve cryptography (ECC). Integrity relies on trust thresholds and 

cross-validation processes to minimize the effects of malicious message modification. Availability, 

meanwhile, has been studied in scenarios with a fraction of nodes acting maliciously, showing resilience 

under denial-of-service and selective forwarding conditions. 

While these studies offer promising insights, limitations remain. Side-channel attacks such as timing or 

power analysis are only beginning to be considered, and most existing evaluations are conducted under 

simulation rather than full-scale deployment. Bridging these gaps will be critical for applications in health, 

automotive, and other mission-critical domains where both resilience and practicality are paramount. 

6.1. Benchmarking & Standards 

Rigorous real-world validation relies on standardized metrics and platforms. Established 

benchmarks include bit mismatch rate, key generation rate (bps), and energy consumption per key bit, 

evaluated on platforms such as IEEE 802.15.6 (WBAN) [88] and IEEE 802.11p (VANET) [86]. Tools like GNU 

Radio and NS-3 enable reproducible PHY-layer experiments [49]. 

Currently standardized: IEEE 802.15.6 specifies security parameters for WBANs, including optional 

PHY-layer security modes [88]. IEEE 1609.2 defines PKI-based authentication for VANETs but does not yet 

mandate PHY-layer SKG [87]. IEEE 802.11ai and 802.11az incorporate fast initial link setup and ranging, 

which indirectly support channel-probing for SKG, though SKG itself remains vendor-specific. 

Exploratory/Not yet standardized: IRS-assisted SKG, deep-learning-aided reconciliation, and group SKG 

protocols are active research topics without formal standards [80],[82],[108]. NIST's post-quantum 

cryptography program does not yet address PHY-layer SKG, but ongoing workshops (e.g., ITU-T SG17) 

are exploring standardization pathways for channel-based security in 5G/6G. 

Recommendation: Future standardization should define: (i) minimum entropy thresholds per channel 

type, (ii) mandatory reconciliation leakage bounds, (iii) interoperable privacy-amplification primitives, and 

(iv) common adversary models for certification. The extracted benchmarks in Table 6 provide a starting 

point for such specifications. 

 

7. Conclusion and Future Research Directions 

This review synthesized 120 studies on physical-layer secret key generation in wireless ad hoc networks. 

The analysis revealed clear patterns: CSI and phase-based methods consistently offer higher entropy and 

resilience under mobility, while RSS remains the most practical solution for resource-constrained IoT 

devices. Polar and LDPC codes, when combined with universal hashing, approach secrecy capacity while 

keeping reconciliation and amplification overhead within acceptable bounds. Application-specific fits 

emerged across domains, with vehicular networks favoring CSI and phase techniques, body area networks 

performing best with RSS combined with motion-induced entropy, and large-scale IoT deployments 

relying on RSS for its simplicity and low cost. 

Despite these advances, several gaps were evident. Our analysis revealed that few works directly 

evaluate reconciliation on ultra-constrained devices, leaving open the question of whether sub-10 kB RAM 

IoT nodes can sustain current coding approaches. Future research should therefore focus on designing and 

validating ultra-light reconciliation schemes tailored to the memory and processing limits of such devices. 

We also found that IRS-assisted SKG, while promising in controlled laboratory settings, remains 

underexplored in realistic mobile or field deployments. Expanding trials beyond laboratory environments 

will be essential to verify scalability, reliability, and cost-effectiveness in real vehicular or urban IoT 

contexts. Finally, the survey highlighted that machine learning–aided SKG lacks standardized benchmarks, 

with studies using disparate datasets, environments, and evaluation metrics. To ensure comparability and 

accelerate progress, future work should prioritize open benchmark datasets and integrated NS-3 or trace-

driven suites that enable consistent testing of ML-driven SKG across different research groups. 
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By directly addressing these gaps, upcoming research can transition PHY-layer SKG from promising 

theoretical models and laboratory prototypes into robust, field-proven systems for mission-critical wireless 

networks. 

8. Appendix A: Case Study — Trust-Aided SKG 

8.1. Synthesis of a Robust SKG Pipeline 

This area performs an overview of essential elements of the reviewed literature into a feasible integration 

architecture- not a new algorithm- to generate secret key (SKG) in wireless ad hoc ecosystems: internet of 

things (IoT), a wireless bodily area net (WBAN), or vehicular net (VANET) systems. It is aimed at showing 

how the building blocks (reciprocity-based key extraction, adaptive quantization, capacity-approaching 

reconciliation, privacy amplification, and optional trust-aware anomaly detection) can be integrated into a 

rational deployment pipeline. We do not state algorithmic novelty but rather present a systematic playbook 

synthesising information-theoretic guarantees into fieldable designs, which is based directly on methods 

that we tested in Sections 4 and 5. 

The pipeline begins with channel probing and reciprocity sampling, where devices exchange pilot signals 

or packets to capture reciprocal features such as received signal strength, channel state information, or 

phase. These raw measurements are then conditioned to mitigate noise and mapped into binary sequences 

through quantization. Because discrepancies inevitably arise between the two parties, information 

reconciliation protocols correct bit mismatches while ensuring that the leakage introduced by error 

correction remains bounded. Once a common sequence is established, privacy amplification compresses 

the reconciled bits to eliminate any partial knowledge an adversary may have obtained. 

Authentication and trust mechanisms can be embedded to further strengthen resilience. For example, 

ASK-BAN demonstrates how authentication can be tied directly to SKG to verify both parties, while iARC 

leverages motion-induced randomness and side-channel monitoring to detect replay or injection attempts. 

These approaches highlight that trust does not need to be a separate layer but can be integrated into the 

SKG process itself, ensuring that only nodes meeting basic behavioral or contextual expectations 

participate in key generation. 

The pipeline also incorporates operational hardening measures. Anomaly checks guard against replay, 

relay, and jamming by verifying sequence numbers, timestamps, and signal dynamics. Periodic re-keying 

linked to channel coherence time or error thresholds ensures that even if adversaries obtain partial 

information, the key material quickly becomes obsolete. Studies recommend continuous monitoring of 

telemetry such as key error rate, mismatch rate, and leakage bounds to evaluate security margins in real 

time. 

At the cryptographic layer, ephemeral session keys can be created using elliptic curve cryptography 

combined with SHA-256 hashing. A practical strategy is to rotate the session key every T = 2 × channel 

coherence time (≤ 30 s) using a fresh SKG sample plus a nonce, with packets carrying (timestamp, sequence) 

fields to prevent replay attacks. If trust or anomaly checks indicate abnormal behavior, automatic re-keying 

is triggered. Trust scores may also be maintained in a lightweight fashion: honest participation increases 

the score, while silence or misbehaviour causes decay. These mechanisms are included here to illustrate 

integration possibilities rather than to propose a new algorithm. 

Despite the robustness of this synthesis, real-world deployments face persistent challenges. Mobile nodes 

must overcome synchronization drift, constrained devices such as wearable sensors must function under 

strict hardware and power limits, and noisy channel estimates can degrade performance. The literature 

consistently emphasizes adaptive calibration, error-tolerant reconciliation, and lightweight sensing as 

effective strategies to mitigate these issues. By combining these elements, SKG systems evolve from 

theoretical constructs into practical, resilient solutions capable of withstanding both passive eavesdropping 

and active disruption. 

8.2. Threat Model and Security Argument 

Threat Model: We consider both passive eavesdroppers (Eve) who observe all wireless transmissions but 

cannot inject or modify packets, and active adversaries who may attempt replay, relay, or jamming attacks. 

We assume legitimate parties Alice and Bob share a reciprocal wireless channel with coherence time T_c, 

and that Eve's channel to Alice (or Bob) is statistically independent or at least decorrelated beyond a 
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threshold distance (typically >λ/2 for spatial decorrelation). We do not assume pre-shared keys or trusted 

third parties. 

Security Argument: The framework achieves information-theoretic secrecy for the generated key against 

passive eavesdroppers through three stages: (i) Reciprocity sampling ensures Alice and Bob measure 

correlated randomness that Eve cannot replicate [2],[6],[11]; (ii) Reconciliation (using capacity-approaching 

codes such as Polar or LDPC [112],[65]) aligns Alice's and Bob's sequences with minimal leakage I(K_A; 

Public) ≤ ε₁, where Public denotes the reconciliation messages; (iii) Privacy amplification via universal 

hashing [39],[70] compresses the reconciled key to length ℓ ≤ H_∞(K_A|Public) − 2log(1/ε₂), bounding Eve's 

advantage to ε₂. The final key satisfies δ-secrecy: I(K; Eve) ≤ δ, with δ = ε₁ + ε₂ typically <10⁻⁶ [43],[44]. 

Against active adversaries, the framework incorporates: (i) Sequence-number and timestamp checks to 

detect replay attacks; (ii) Signal-dynamics monitoring (e.g., RSS slope, phase coherence) to identify relay 

or injection attempts [13],[14]; (iii) Periodic re-keying triggered by anomaly detection or coherence-time 

expiration, ensuring that even if an attacker gains partial information, it becomes stale within 2×T_c 

(typically ≤30 s in mobile scenarios) [97]. Trust scoring (optional) tracks node behavior over multiple SKG 

rounds, exponentially decaying trust for nodes that fail cross-checks or exhibit inconsistent channel 

features [14],[62]. 

Computational security (ECC + SHA-256) is layered on top for session encryption and integrity, 

acknowledging that information-theoretic secrecy applies only to the SKG-derived key material itself; the 

session-layer cryptography inherits standard computational assumptions but benefits from frequent, 

unpredictable key renewal [29],[67]. 
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